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Hvor lang tid tar det a knekke?

Number of
Characters

@ NTNU |

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
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Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
10 secs
4 mins
2 hours

Upper and
Lowercase
Letters

Instantly
Instantly
Instantly
2 secs
2 mins
1 hour
3 days
5 months

Letters

Instantly
Instantly
Instantly
7 secs
7 mins
7 hours
3 weeks
3 years

Numbers, Upper Numbers, Upper
and Lowercase

and Lowercase
Letters, Symbols

Instantly
Instantly
Instantly
31 secs
39 mins
2 days
5 months
34 years




Hvor lang tid tar det a knekke?

Upper and Numbers, Upper Numbers, Upper

Number of
Numbers Only S Lowercase and Lowercase and Lowercase

Characters Lattars Letters Letters Letters, Symbols

2 secs 2 days
19 secs 2 months
3 mins 4 years
32 mins 100 years
5 hours 3k years 92bn years
2 days 69k years 179bn years 7tn years
3 weeks 467bn years 11tn years 438tn years
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De mest populaere passordene...

123456 Second
123456789 Second

12345 Second

qwerty Second

password Second

12345678 Second

111111 Second
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Store passord-databaser pa nett

;--have i been pwned?

k if your email or phone is in a data breach

lemail or phone (international format) pwned? 1

@ Generate secure, unique passwords for every account = Leam more at 1Password.com

623 11,902,672,986 115,181 223,076,622

pwned websites pwned accounts pastes paste accounts

gest breaches Recently added breaches
Collection #1 accounts ’ Twitter accounts
Verifications.io accounts B QuestionPro accounts
Onliner Spambot accounts o Tuned Global accounts

i Mecho
Data Enrichment Exposure Download Mecho Download accounts
From PDL Customer
accounts

Battlefy accounts

) Paytm accounts
Exploit.In accounts
Shadi.com accounts
Facebook accounts
PPCGeeks accounts
Anti Public Combo List S9N

accounts

River City Media Spam List
accounts

JukinMedia accounts

Famm Famm accounts

aamyspace MySpace accounts

Wattpad accounts
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NSM sine anbefalinger

NSMs anbefaling for virksomheter:

@ NTNU |

Innfgr to-faktor autentisering

Unnga at passord lagres i klartekst

Innfgr rutiner for & kontrollere nye passord mot mye brukte og kompromitterte passord
Innfgr rutiner for & bytte standardpassord pa nytt utstyr

Gi brukere som trenger administratorrettigheter to kontoer

Det finnes ogsa tjenester som https://haveibeenpwned.com/ der domeneeiere og IT-

administratorer kan fa varsler dersom en epost-adresse i domenet dukker opp i en lekkasje.

NSMs anbefaling for enkeltindivider:

Bruk to-faktor autentisering der det tilbys
Bruk unike passord
Bruk passordhandteringsprogrammer

Privat kan du ogsé lage en passordliste med penn og papir, men beskytt dokumentet som et

verdipapir

Alltid bytt standardpassord pa produktene du kjgper

Norwegian University of
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Sikker autentisering

=[]

Password Password + OTP Passkeys

Devicekeys
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FIDO Okosystemet

WebAuthn

Authentication device

®

Authentication
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Symmetrisk-ngkkel kryptering

?Symmetric Key ?Symmetric Key

~3

N

Encryption Decryption

Original Text Cipher Text Original Text
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Offentlig-nokkel kryptering

I [
B ReB-

PLAIN TEXT CIPHER TEXT PLAIN TEXT
PRIVATE KEY
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Digitale signaturer

HASH HASH SENDER SIGNED
ALGORITHM VALUE PRIVATE KEY MESSAGE

N d ..4—>07—>

SIGNED SENDER HASH
SENDER MESSAGE PUBLICKEY VALUE
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| dag: Elliptiske kurver

TABYE= 1y
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Kvantedatam

¥
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Krypterte kanaler pa internett

Scott Hanselman @
Follow v
@shanselman

HTTPS & SSL doesn't mean "trust this." It
means "this is private." You may be having a
private conversation with Satan.
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Levetid for databeskyttelse

@ NTNU |

Theorem (Mosca): If x+ v >

, then problem

What do we do here??

)
v *
zZ
secret keys revealed
>

time

Norwegian University of
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x - how long data needs to be safe
y - time for standardization and adoption
z - time until quantum computers
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PQC standardisering

The Beginning of the End:
The First NIST PQC Standards

Dustin Moody
Post-Quantum Cryptography Team
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| morgen: gitter-basert kryptografi

4 0
[ 6
® 0 e
9 (]
é [ J 2]
® 0
& ®
& o
° ® )
o ®

® NTNU | omwegian university of

17



Takk! Spgrsmal?

Epost:  tjerand.silde@ntnu.no
Web: tierandsilde.no
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