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Abstract

National Statistical Offices (NSOs) are under increasing pressure to modernize
how they process sensitive data. As the availability of data from various sources
increases, so does the demand for faster and more detailed statistics. To meet
these expectations, NSOs must often rely on public cloud infrastructure, which
introduces new challenges related to security and privacy. Trusted Execution En-
vironments (TEEs) offer a possible solution by enabling secure computation on
potentially untrusted infrastructure.

In this thesis, we investigate the feasibility of using TEEs, particularly Intel
SGX, to support privacy-preserving statistical processing in the cloud using data
from multiple independent sources. To answer this question, we combine literat-
ure analysis with a detailed security model and threat analysis. We then present
a system architecture and protocol that supports remote attestation, secure data
ingestion, and privacy-preserving record linkage and aggregation.

The results show that TEEs can offer strong confidentiality and integrity guar-
antees, but that correct use is more difficult than in traditional systems. Develop-
ment effort increases, and systems can fail silently if assumptions are misunder-
stood or if the threat model does not match reality. While Intel SGX has known
limitations, including side-channel vulnerabilities and exposure to microarchitec-
tural attacks, it remains one of the most robust options for isolating sensitive com-
putation in practice.

For NSOs, deployment involves weighing the trade-offs between enclave design,
library OS solutions, and confidential virtual machines. TEEs are not a complete
solution, but with the right design decisions and a clear understanding of their
limitations, they can support privacy-preserving statistical workflows in a cloud
setting.






Sammendrag

Nasjonale statistikkbyraer star overfor pkende krav om & modernisere hvordan de
behandler sensitive data. Tilgangen pa data fra ulike kilder vokser stadig, samti-
dig som det stilles hgyere forventninger til hyppigere og mer detaljert statistikk.
For & mete disse behovene benyttes det i gkende grad offentlige skytjenester, noe
som medfgrer nye utfordringer knyttet til sikkerhet og personvern. Trusted Execu-
tion Environments (TEEs) fremstar som en appellerende lgsning, ved & muliggjore
sikker databehandling pa potensielt usikker infrastruktur.

I denne oppgaven undersgker vi hvorvidt TEEs, spesielt Intel SGX, kan brukes
til personvernbevarende statistisk behandling i skyen med data fra flere uavhen-
gige kilder. For a besvare dette spgrsmalet kombiner vi litteraturstudie med en
detaljert sikkerhetsmodell og trusselanalyse. Vi presenterer deretter en system-
arkitektur og protokoll som stgtter ekstern attestasjon, sikker datainnsamling,
samt personvernbevarende kobling og aggregering av data.

Funnene viser at TEEs kan gi sterke garantier for konfidensialitet og integ-
ritet, men at riktig bruk krever mer innsats enn tradisjonelle lgsninger. Utvikling-
sarbeidet er mer krevende, og systemer kan feile uten varsel dersom forutset-
ninger misforstas, eller trusselmodellen ikke stemmer overens med virkeligheten.
Intel SGX har kjente begrensninger, inkludert sarbarhet for sidekanaler og mik-
roarkitekturelle angrep, men fremstar fortsatt som et av de mest robuste altern-
ativene for isolering av sensitiv databehandling.

For statistikkbyrder innebaerer praktisk bruk & vurdere ulike tilneerminger, som
manuell utvikling av enclaver, bruk av bibliotekbaserte operativsystemer, eller
konfidensielle virtuelle maskiner. TEEs er ikke en allsidig l¢sning, men med riktige
designvalg og en god forstaelse av teknologiske begrensninger, kan de stgtte per-
sonvernbevarende statistikk i skybaserte miljger.
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Chapter 1

Introduction

1.1 National Statistical Offices

National Statistical Offices (NSOs) have long been the authoritative producers of
official statistics, but in today’s data-rich society their position is rapidly evolving.
Their role is grounded in key principles such as impartiality, scientific soundness,
statistical confidentiality and the protection of individuals’ privacy, as outlined
in international frameworks including the Fundamental Principles of Official Stat-
istics [1] and the European Statistics Code of Practice [2]. These institutions are
responsible for delivering accurate, timely, and policy-relevant information that
supports evidence-based decision-making by governments, researchers, and the
public. The processing of sensitive personal data is subject to strict legal and eth-
ical obligations. In the European context, the GDPR mandates privacy by design,
data minimization, and explicit consent for data use [3]. NSOs must navigate
these constraints while ensuring the scientific validity and reproducibility of their
outputs.

Traditionally, NSOs have collected census data, surveys and administrative
data, approaches characterized by full control over data collection, processing,
and dissemination [4]. Under this “closed input-open output” model, raw mi-
crodata remained protected within institutional boundaries, while only curated,
anonymized outputs were released [5]. This model enabled strong guarantees
of confidentiality and methodological transparency, forming the bedrock of pub-
lic trust in official statistics. However, this approach often resulted in significant
delays in data release, reflecting the historical trade-off where achieving high ac-
curacy often came at the expense of timeliness [6].

1.2 Limitations of the Current Statistical Method

Traditional statistical data collection methods, such as surveys and censuses, suffer
from significant downsides, especially in today’s data-rich environment. Surveys
depend on voluntary participation and are increasingly affected by self-selection
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bias, where certain demographics are over- or underrepresented. The process of
manually completing surveys places a high burden on respondents, often resulting
in low response rates and participation fatigue [5].

Even when participation is sufficient, the quality of responses may be com-
promised by measurement errors and recall bias. Respondents may misreport or
forget information, introducing noise into the data. Furthermore, the time lag
between data collection, processing, and publication means that insights are rarely
available in real time. This delay is particularly problematic when timely inform-
ation is essential, such as during public health emergencies! or rapidly changing
socio-economic conditions [7].

These limitations reduce the precision, timeliness, and overall utility of the
data that NSOs can provide, and have prompted growing interest in supplement-
ing or replacing traditional approaches with new forms of data acquisition and
analysis.

1.3 Opportunities in the New Data Ecosystem

The exponential growth of digital data® has led to a proliferation of data producers
across the private and public sectors. As a result, NSOs are “one species among
many others in a crowded data ecosystem” [8], and no longer exclusive mono-
polists of statistics. Private corporations and individuals generate vast amounts of
data (often referred to as “big data”), creating both competition and opportunities
for NSOs. The value of official statistics increasingly depends on integrating non-
traditional data sources to produce more timely, granular insights than classical
surveys or censuses alone can offer [9].

A central challenge in modern statistics is how to balance the utility of data
with the need to protect individual privacy. Utilizing the computing power of hy-
perscaler datacenters and the vastness of big data, can bridge this gap. Doing so
in a public cloud setting, where sensitive information may be processed across ad-
ministrative and organizational boundaries, may have adverse consequences for
data privacy. NSOs must adapt both their technical capabilities and institutional
practices.

Why is this becoming relevant now? In the past, when multiple organizations
wanted to combine their data for analysis, they had little choice but to hand it
over to a trusted third party. This party would then control access to the pooled
data and facilitate the analysis. But this model has clear downsides, it concentrates
sensitive data in one place, requires strong legal and institutional trust, and intro-

'In response to COVID-19, governments across Europe and elsewhere deployed mobile applica-
tions for contact tracing, infection status verification, and population-level monitoring. While these
measures aimed to provide real-time data, they sparked criticism from privacy advocates and re-
searchers who argued that some implementations violated principles of data minimization, consent,
or transparency.

2According to Statista, 149 zettabytes was generated in 2024 (https://www.statista.com/sta
tistics/871513/worldwide-data-created/).
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duces significant operational overhead. Today, with advances in hardware-based
security, like Trusted Execution Environment, it is becoming possible to collabor-
ate on data without needing to fully trust the infrastructure or the other parties
involved.

1.4 Motivation and Problem Statement

The opportunities presented above also introduce new challenges, particularly in
the areas of data linkage, privacy, and public trust. The datasets involved in such
integration efforts often originate from multiple sources (such as tax, health, or
education records) and contain highly sensitive personal information. Their ana-
lytical value lies precisely in this sensitivity and granularity. Yet this same char-
acteristic makes them difficult to access, share, or process under existing legal
and ethical constraints. This presents a dilemma: the most useful data also carries
the greatest risk to privacy and is subject to the strictest handling requirements. This
tension has been recognized across the official statistics community. NSOs face sig-
nificant challenges in adapting to non-traditional data, including technical skills,
data governance, legal access, and privacy concerns [7].

A major concern arises when these rich datasets are stored or linked centrally.
While centralization can simplify analysis and system design, it concentrates risk
and increases the likelihood of confidentiality breaches. In cross-institutional or
cloud-based scenarios, where data flows across administrative boundaries, these
risks become even more pronounced. Relying on cloud-based infrastructures to
keep up with the demands of modern data generation entails some privacy and
security risks, as the cloud is essentially an untrusted third party. Although it is
often considered more secure than traditional on-premise data centers [10, 11],
there are several aspects to consider. The cloud service provider employees have
access to the physical infrastructure and can interact directly with the hardware,
circumventing security mechanisms in software. Even assuming the provider itself
can be trusted, the infrastructure is typically shared among several different cus-
tomers, and security breaches due to vulnerabilities in the computing stack have
become an increasingly frequent occurrence.

Traditional Statistical Disclosure Control (SDC) methods have long been used
to protect outputs of statistical processing, ensuring that individual records can-
not be inferred from published data (de-anonymization attacks) [5]. But in a
cloud-enabled, cross-organizational computing environment, input confidential-
ity is equally important. This leads to a dual challenge: ensuring both input privacy
and output privacy [12]. Traditional approaches to privacy often rely on altering
the data itself, either through suppression, generalization, or noise injection. But
changing the data comes at a cost. As famously argued by Ohm, “data can either
be useful or perfectly anonymous but never both” [13]. This fundamental trade-
off limits the utility of anonymization-based approaches and motivates the need
for alternative techniques that preserve data fidelity while still ensuring privacy.
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1.5 Emerging Solutions

In this thesis, we examine Trusted Execution Environments (TEEs) as a promising
Privacy-Enhancing Technology (PET), and a foundational technology in the field
of Confidential Computing [14, 15]. They offer a different path: instead of trans-
forming the data to protect it, they aim to protect the computation environment
itself. By isolating code and data within hardware-enforced secure enclaves, TEEs
allow sensitive analysis to take place without revealing the raw inputs to the un-
derlying system or external observers [16]. When combined with cryptographic
protocols and proper system security, TEEs may offer NSOs a path toward scalable,
privacy-preserving statistics and data analytics in the cloud.

The CTO of Microsoft Azure, Mark Russinovich, has stated that “we will be-
come a confidential cloud” and that this is the vision for Azure in the coming
years [17]. This is also reflected in the projected market size, which is expected to
grow significantly [18]. In the 2024 Gartner Hype Cycle for Compute [19], Confid-
ential Computing is positioned within the Innovation Trigger phase, approaching
the Peak of Inflated Expectations. This placement reflects growing industry ex-
citement around the technology’s potential, despite its relative immaturity. TEEs,
as the core enabling mechanism for Confidential Computing, are therefore gaining
visibility as a promising but still evolving solution for securing data in use. This
transitional stage, marked by hype, investment, and emerging adoption, makes
TEEs a timely and critical focus for this work. Yet, despite abundant academic
research and the growing number of commercial solutions, there is no single,
widely-accepted definition of what a TEE actually is [16]. This definitional ambi-
guity, especially in a maturing and increasingly relied-upon technology, motivated
this research into TEES’ security properties and practical boundaries.

1.6 Research Objective and Questions

The goal of this thesis is to investigate whether TEEs can practically and securely
enable privacy-preserving statistical computations on sensitive data in untrusted
cloud environments.

While privacy-preserving record linkage provides the motivating scenario, this
thesis does not aim to advance or evaluate specific record linkage algorithms. In-
stead, it focuses on how TEEs can secure the processing of sensitive identifiers
within such workflows, particularly in contexts where data is contributed by mul-
tiple data owners>.

To guide this investigation, we address the following research questions:

e RQ1: How can TEEs be architected into a system that enables NSOs to
process sensitive data in the cloud with strong confidentiality and integrity

3In this thesis, the term data owner refers to an entity (e.g., public agency or private organization)
that controls access to a dataset and is responsible for deciding how and under what conditions it
may be used in collaborative processing.
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guarantees?

e RQ2: Do existing commercial TEEs provide security assurances sufficient to
meet the privacy requirements of official statistics workflows?

e RQ3: What practical and technical challenges arise when adopting TEEs for
privacy-preserving record linkage, and do they render this approach feasible
for real-world NSO deployments?

1.7 Scope

This thesis does not aim to design new linkage algorithms or evaluate their stat-
istical performance. Instead, discussion of record linkage is limited to its architec-
tural and confidentiality implications. Broader methodological or statistical chal-
lenges, such as deduplication, match quality, or false positives, fall outside the
scope of this work.

We focus on commercial, x86-based* TEEs, with particular emphasis on In-
tel SGX due to its process-level isolation and broad availability on major cloud
platforms. Other architectures, such as Intel TDX and AMD SEV, are included for
architectural context and contrast, but they are not the primary targets of the
system design or security evaluation.

1.8 Related Work

TEEs have been applied to a broad range of privacy-preserving data processing
tasks, including machine learning inference, federated analytics, and secure ag-
gregation. Although the goals and trust assumptions vary across domains, many
of these systems offer insights into enclave architecture, data flow design, and
the practical challenges of deploying TEEs in untrusted environments. Commer-
cial offerings and deployment-focused considerations are discussed separately in
Chapter 5.

Several early works explore how TEEs can protect neural network inference
by securing both model parameters and user inputs [20-22]. While not directly
concerned with data linkage, these systems reveal common challenges in SGX en-
clave development, including memory limitations, I/O bottlenecks, and the need
to partition computation to fit within enclave constraints.

In federated learning settings, TEEs have been used to protect either the ag-
gregation step [23] or the integrity of local model updates [24], typically assuming
a symmetric trust model in which each participant trains locally and periodically
exchanges updates with a central enclave. While the orchestration model in this
thesis differs—favoring centralized linkage over distributed training—the use of
enclaves to isolate sensitive logic under partial trust is conceptually relevant. Also
related is the notion of “in situ” computation [7], where analysis occurs close to

*Specifically 64-bit modes: AMD refers to it as x86-64, while Intel calls it IA-32e. Other common
names include Intel 64, AMD64, and x64.
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the data source. However, practical deployments often place heavy operational
burdens on data owners, which this thesis explicitly seeks to avoid.

More directly related are systems that apply TEEs to secure data aggregation
or record linkage across organizational boundaries. Birgersson et al. [25] propose
a decentralized model in which users upload encrypted data and only release
decryption keys to an enclave after verifying its integrity through remote attest-
ation. This opt-in design avoids persistent trust in infrastructure but assumes a
user-driven participation model with dynamic engagement. He et al. [26] and Liu
et al. [27] describe centralized enclave-based linkage protocols in which multiple
data owners encrypt their records using a public key provisioned by a single TEE.
While these works use the term “multi-party,” they assume uniform trust in a single
enclave and rely on all participants provisioning secrets to the same component.
In contrast, the architecture proposed in this thesis separates provisioning, attest-
ation, and linkage across multiple enclaves, better aligning with asymmetric trust
and institutional constraints.

A closely related conceptual framing is offered by Knauth et al. [28], who
present TEEs as dynamic brokers of trust in multi-organization workflows. While
their work outlines important architectural ideas, it stops short of addressing im-
plementation details or specific applications like linkage or statistical computa-
tion.

Outline of the Thesis

The remainder of this thesis is organized as follows: Chapter 2 introduces the
notions of Privacy, Record Linkage, and core concepts of PETs. Chapter 3 provides
a deep dive into the architecture and principles of TEEs. Chapter 4 outlines the
methodology used in this work. Chapter 5 presents a feasibility analysis, followed
by the system architecture and protocol design in Chapter 6. Finally, Chapter 7
and Chapter 8 provide a critical discussion and summary of findings.



Chapter 2

Background and Theory

In this chapter, we lay the theoretical foundation for the thesis. We introduce
core concepts and technologies that are essential for designing and evaluating
TEEs in the context of privacy-preserving statistics. We begin by discussing what
privacy entails and why it is challenging to ensure when processing sensitive data.
Next, we examine record linkage, a widely used yet sensitive method for NSOs,
highlighting both its practical value and potential risks. We then review a range of
PETs, demonstrating how TEEs differ fundamentally in their approach by securing
the execution environment itself.

2.1 What is Privacy?

Privacy is fundamentally about control over information: the ability of individu-
als or institutions to determine when, how, and to what extent data about them
is shared or used. In legal and policy contexts, this is often described as “informa-
tional self-determination”. An older but still influential framing comes from “The
Right to Privacy” [29], which describes privacy as “the right to be let alone”. These
formulations emphasize autonomy, consent, and protection from unwanted intru-
sion.

For NSOs, privacy is not just a philosophical or legal issue, it is central to main-
taining public trust and meeting regulatory obligations when processing sensitive
personal data. For example, census records can include identifiers such as names,
date of birth, and addresses—information that, if mishandled, could have serious
consequences for individual privacy. At the same time, these data are critical for
producing accurate and timely statistics. This inherent tension makes privacy not
only an ethical and legal concern, but also a practical and technical one.

2.1.1 Types of Privacy in Practice

From a technical perspective, privacy can be structured around two key types of
protections, which form the foundation for this thesis:
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Input Privacy

Input Privacy concerns protecting data during processing so that no intermediar-
ies, not even the computing environment, can access or infer the original values.
A relatable analogy is sending a sealed letter: the contents should remain confid-
ential to everyone except the intended recipient. This type of privacy is especially
important for NSOs when linking datasets across administrative boundaries or
processing data on untrusted cloud infrastructure.

Output Privacy

Output Privacy focuses on limiting what can be inferred about individual data
points from the published results of computations. Even if raw data remains se-
cure during processing, careless or insufficiently protected outputs (e.g., tables
or statistical releases) can leak sensitive information through reconstruction or
differencing attacks. SDC techniques and Differential Privacy are key tools for en-
forcing output privacy (see Section 2.3.3).

2.1.2 Security as a Prerequisite for Privacy

Security and privacy are closely related but conceptually distinct. Security, com-
monly defined by confidentiality, integrity, and availability (the CIA triad), is ne-
cessary for privacy but not sufficient. A system can meet strong security guaran-
tees and still undermine privacy—either by design or through inference. For ex-
ample, authorized actors may have access to metadata or behavioral patterns that
reveal sensitive information. As former NSA director Michael Hayden famously
remarked, “We kill people based on metadata” [30], illustrating that security con-
trols alone do not prevent misuse or overreach. Privacy requires additional pro-
tections to ensure that secure systems also respect the interests of the individuals
whose data is processed.

2.1.3 Perspective of this Thesis

To provide a focused yet practical treatment of privacy in the context of privacy-
preserving statistics, this thesis adopts the simplified perspective of input and out-
put privacy. This captures two key concerns for NSOs: protecting sensitive data
during processing (input privacy) and ensuring that published statistics do not
compromise confidentiality (output privacy). This approach directly informs the
evaluation of PETs in later chapters and ensures conceptual consistency through-
out the thesis. A key example of this dual challenge arises in record linkage, a
process central to modern statistical workflows, which is explored next.
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2.2 Record Linkage in Statistics

Integrating data from diverse sources is essential for NSOs to generate compre-
hensive, timely, and accurate statistics. Census records, administrative data, and
surveys each offer unique but incomplete perspectives on a population; no single
dataset alone provides a full picture. Linking these datasets allows NSOs to fill
information gaps, improve coverage, and produce richer analyses that better sup-
port evidence-based policymaking. However, because these sources are collec-
ted independently—often with inconsistent formats, varying data quality, and no
shared unique identifiers—linking them reliably is both technically and operation-
ally challenging.

The process of identifying records that refer to the same individual or entity
across datasets is known as record linkage (or, interchangeably, data matching or
entity resolution). This practical task appears in fields ranging from public health
to taxation, yet it shares a common challenge: reliance on quasi-identifiers—such
as personal details or contact information—that are prone to inconsistencies and
errors. As a result, matching is inherently uncertain and computationally demand-
ing, especially at scale.

2.2.1 Probabilistic Record Linkage

Early advances in record linkage came from Newcombe et al. [31], who intro-
duced probabilistic linkage: matching based on the likelihood that two records
refer to the same entity, rather than requiring exact agreement. Fellegi and Sunter
later formalized this framework with a statistical decision model that classifies
pairs as matches, non-matches, or potential matches based on likelihood ratios [ 32].
Their model remains influential in many linkage systems used by statistical agen-
cies today.

These probabilistic methods continue to evolve, with recent research refining
techniques for calculating agreement weights, handling missing data, and auto-
mating matching decisions [33]. However, despite these advances, privacy con-
cerns around how quasi-identifiers are processed remain largely unaddressed in
traditional approaches.

2.2.2 Typical Linkage Process

Most practical linkage systems follow a general structure consisting of the follow-
ing steps [34]:

e Pre-processing: Data is cleaned and standardized to reduce inconsistencies,
such as correcting typos or normalizing date formats.

¢ Indexing (Blocking): Candidate pairs are generated by restricting compar-
isons to records sharing certain features (e.g., same postal code), reducing
the otherwise infeasible number of comparisons.



10 Starckjohann: TEEs for Privacy-Preserving Statistics

e Comparison: Candidate pairs are evaluated attribute-by-attribute using sim-
ilarity metrics for strings, or absolute differences for numerical fields.

e (Classification: Pairs are assigned match probabilities or scores and classi-
fied by thresholding or probabilistic models.

¢ Evaluation: Quality is assessed through clerical review or statistical checks,
since ground truth labels are often unavailable.

This process is central to statistical integration efforts, but it traditionally as-
sumes that identifying information remains accessible in plaintext throughout.

2.2.3 Privacy Risks

As mentioned, when datasets are linked across institutional, administrative, or
national boundaries, the privacy risks grow considerably. Quasi-identifiers must
often be compared across datasets, yet exposing them, even temporarily, can viol-
ate confidentiality agreements or legal obligations. While some agencies attempt
to de-identify data before linkage, such efforts are often ad hoc and provide lim-
ited protection [35]. Unique combinations of seemingly benign attributes can still
enable re-identification.

Traditional SDC methods focus on output privacy, trying to ensure that pub-
lished statistics do not leak individual information. But these methods do not pro-
tect data during computation itself. This leaves a critical gap in workflows where
sensitive identifiers must be processed in shared or untrusted environments, such
as public cloud infrastructure.

Privacy-Preserving Record Linkage (PPRL) techniques attempt to address this
by enabling record linkage without revealing raw personal identifiers [36]. These
approaches rely on PETs, such as multi-party computation, homomorphic encryp-
tion, or private set intersection, to limit exposure during the linkage process.

However, cryptographic PETs often require complex setup, impose significant
performance overhead, or assume fully distributed trust. An alternative is to use
hardware-based protections to isolate sensitive processing. TEEs, though not al-
ways formally categorized as PPRL [37], offer a practical mechanism to enforce
confidentiality during linkage by securing the computation environment itself.

The next section introduces key PETs, comparing their properties and trade-
offs in the context of privacy-preserving statistical workflows.

2.3 Privacy-Enhancing Technologies

Privacy-Enhancing Technologies (PETs) are tools and methods for protecting sens-
itive data during collection, processing, and analysis. For NSOs, they are essential
both for regulatory compliance and for safely leveraging new, large-scale data
sources (see Section 1.1).

As outlined earlier, this thesis frames privacy around two key concepts: input
privacy, which safeguards raw data during processing, and output privacy, which
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ensures published results do not compromise individual confidentiality. Maintain-
ing both is difficult, especially in shared or untrusted environments, and requires
well-defined threat models and robust technical measures.

2.3.1 Broader Context of PETs

The United Nations identifies PETs' as essential to responsible data stewardship [15].
According to the 2023 UN PET Guide, they enable data use while upholding pri-
vacy standards, reducing risks such as discrimination or misuse, and supporting
ethical data sharing across institutions.

PETs vary in approach and applicability. Techniques like Differential Privacy
(see Section 2.3.3) offer formal guarantees by adding noise, while cryptographic
tools such as Multi-Party Computation (see Section 2.3.4) and hardware-based
methods like TEEs (see Section 2.3.5) protect data during processing. Each method
carries trade-offs in trust assumptions, performance, and integration complex-
ity [14].

Effective system design requires aligning PETs with data flow. Applying pro-
tections close to the source helps minimize exposure and supports principles like
data minimization and privacy by design, as required by the GDPR.

PETs are already being explored in practice. Initiatives like the UN PET Lab sup-
port collaborative experimentation among NSOs, showing how PETs can enable
joint analysis without compromising confidentiality. Several real-world examples
are discussed in Section 5.2.

2.3.2 Homomorphic Encryption

Homomorphic Encryption (HE) is a cryptographic technique that enables compu-
tations directly on encrypted data, preserving input privacy throughout the pro-
cessing pipeline. The core property is that operations on ciphertexts produce en-
crypted results which, when decrypted, yield the same output as if the operations
had been applied to the plaintexts:

E(x*y)=E(x)*E(y), 2.1

where E is the encryption function, * the plaintext operation, and x its ciphertext
equivalent.

This end-to-end encryption model eliminates the need to expose raw data
during processing, making HE especially appealing for scenarios where sensit-
ive data must be outsourced to untrusted cloud infrastructure [38]. For NSOs,
it offers a way to perform statistical computations—such as counts, means, or
regressions—without ever revealing the underlying identifiers or values [39].

Most modern HE schemes are based on lattice cryptography, and practical
use requires expressing computations as arithmetic circuits. Two characteristics
are particularly important: the size of the circuit (number of gates) and its depth

IPETs and Privacy-Preserving Technologies (PPTs) are often used interchangeably.



12 Starckjohann: TEEs for Privacy-Preserving Statistics

X Y

N

Lf(X,Y)H
Legend

Q G
1& \Y Dec(Z) ~

Public Key  Evaluation  Private Key N
Key N

Encrypted Encrypted @arte)» \
Operation | | ST
\ e/

Figure 2.1: Conceptual view of an asymmetric homomorphic operation. Encryp-
ted inputs X and Y are combined homomorphically using an operation f, yielding
encrypted output Z. Decrypting Z reveals f(X,Y), equivalent to applying f on
plaintexts. A public evaluation key may be needed for certain schemes.

~

~

Value

/
.

(longest chain of dependent operations). Each operation increases noise in the
ciphertext; too much noise can break decryption. Fully Homomorphic Encryption
(FHE) allows evaluating circuits of arbitrary depth but incurs heavy computational
overheads, while simpler schemes limit depth to remain efficient.

Despite steady progress since Gentry’s first FHE construction in 2009 [40],
HE remains costly in practice. Computations are orders of magnitude slower than
on plaintexts, and ciphertexts are significantly larger. Nonetheless, the ecosystem
is maturing with several frameworks and compilers now abstract away crypto-
graphic details [41, 42]. These tools reduce the barrier to entry, particularly for
predefined workflows.

While HE may not be suited for complex interactive workflows or large-scale
linkage tasks, it remains a promising tool for privacy-preserving analytics on static
datasets. It represents a powerful idea: data can remain encrypted and still be use-

ful.

2.3.3 Differential Privacy

Differential Privacy (DP) is a formal framework for ensuring output privacy: it lim-
its how much information a statistical release reveals about any single individual
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in the dataset [43]. Unlike techniques that protect raw data during collection or
computation, DP focuses on the release phase, when aggregate results are shared
publicly, and aims to prevent inference attacks from compromising individual con-
fidentiality.

DP is especially relevant for NSOs, whose role involves publishing statistics
derived from sensitive personal data. The core idea is deceptively simple: Would
the result of this analysis change significantly if one person’s data were removed? If
not, the analysis is differentially private. Formally, DP introduces a parameter &
(epsilon), which quantifies the maximum change in the output distribution due
to the presence or absence of a single record [44]. Lower ¢ values imply stronger
privacy, as individual influence becomes harder to detect, even with arbitrary aux-
iliary knowledge.

In practice, DP is implemented by adding calibrated noise to queries such as
counts, means, or histograms before releasing the result. The amount of noise de-
pends on both the query’s sensitivity and the desired ¢, balancing privacy against
statistical accuracy. If too much noise is added, results may become useless; if too
little, privacy may be compromised.

The central model of DB where a trusted curator holds the raw data and noise
is injected before output, aligns well with how NSOs typically operate. This model
allows flexible analysis while enforcing privacy at the publication boundary. The
UN Handbook recommends DP for protecting microdata and frequently updated
aggregates, which are especially vulnerable to differencing or reconstruction at-
tacks [14]. The 2020 U.S. Census marked a major deployment of DP in practice,
applying it to redistricting data to counter modern re-identification risks [45]. This
adoption drew significant attention but also criticism over reduced accuracy—
particularly for small-area statistics or minority populations, where noise can dom-
inate the signal. Such trade-offs remain a key challenge: strong privacy (low &)
often comes at the cost of utility.

DP adoption also requires shifts in practice: designing new workflows, commu-
nicating statistical uncertainty, and educating users about privacy guarantees [46,
47]. Nonetheless, its formal guarantees and expanding set of open-source tools?
make DP a robust candidate for output protection in official statistics.

Combined with techniques for input privacy, DP can serve as a final safeguard,
ensuring that even once data leaves secure enclaves, it does not inadvertently
expose individuals through aggregate patterns.

2.3.4 Multi-Party Computation

Multi-Party Computation (MPC) allows several parties to compute a joint function
over their private inputs without revealing those inputs to each other or any third
party [48]. This answers a central question in privacy-preserving statistics: how

2Examples include Google’s Differential Privacy Libraries (https://github.com/google/diff
erential-privacy), IBM’s DiffPrivLib (https://github.com/IBM/differential-privacy-libra
ry), and TensorFlow Privacy (https://github.com/tensorflow/privacy).
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https://github.com/tensorflow/privacy
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can mutually distrustful parties collaborate without revealing their raw data to each
other or a third party? Unlike traditional data aggregation, MPC ensures that par-
ticipants learn only the final result. This property makes MPC highly relevant in
settings where confidentiality is critical, but collaborative analysis is needed [49,
50].

The goal of MPC is to protect input privacy, and given n parties Py, ..., P, each
holding a secret input x;, they want to compute y = f(xq,..., X, ) while satisfying:

e Correctness: everyone receives the correct output.
e Privacy: no extra information is leaked beyond each participant’s own input
and the shared result.

This replicates the role of a trusted third party without requiring any participant
to fully trust others.

The core mechanism is secret sharing: each party splits their input into random
shares distributed among the others so that no subset below a certain threshold
can reconstruct the secret. Computation then proceeds on these shares, securely
evaluating an arithmetic or Boolean circuit. Figure 2.2 illustrates this principle
using simple additive sharing.
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Figure 2.2: Tllustration of additive secret sharing. The secret 5 is split into shares 2
and 3, distributed to two parties. Each share is processed locally, and recombining
the results yields the correct final value.

Protocols differ in their threat models and guarantees. Some protect against
passive (honest-but-curious) adversaries, while others also handle active (mali-
cious) ones. Security can be information-theoretic, resisting even unbounded ad-
versaries, or computational, relying on cryptographic hardness [51].

While early MPC protocols were impractical, modern frameworks and optim-
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izations have enabled real-world deployments. Frameworks such as CrypTen [52]
and Fortified [53] reduce computational and communication overheads, and re-
cent research demonstrates complex workloads like training neural networks or
building decision trees over distributed data [54, 55].

Despite these advances, MPC requires significant engineering effort and co-
ordination. As cryptographer Phillip Rogaway noted, “I think if MPC were going
to have a profound impact on cryptographic practice, I think it would have had
it by now” [56]. This highlights the gap between MPC’s technical potential and
widespread practical adoption.

2.3.5 Trusted Execution Environments

This section introduces TEEs as a PET. Their architectural principles and security
properties are explored in greater detail in Chapter 3.

TEEs are hardware-based® technologies that aim to provide input privacy by
executing code and handling data inside isolated regions called enclaves. These
enclaves are protected even if the host operating system or hypervisor* is com-
promised (see Figure 2.4), making TEEs especially relevant for secure computa-
tion in untrusted cloud environments.

Applicati icati
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Operating System Eprarting Sy Operating System Operating System

Hypervisor Hypervisor ﬁ it Hypervisor :

Firmware Firmware Firmware Firmware

Hardware Hardware Hardware Hardware
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Figure 2.3: Without TEEs: An
attacker controlling the hyper- Figure 2.4: With TEEs: Enclaves remain

visor can access all application isolated and secure even if the hypervisor
is compromised.

memory.

Compared to cryptographic PETs like MPC or HE, TEEs offer significant per-
formance benefits by allowing operations on plaintext within the enclave. How-
ever, their security relies on hardware assumptions and they do not provide output
privacy. While TEEs protect data during computation, they do not address what
is revealed by the output itself. For comprehensive privacy protection, especially
in statistical workflows, they should be paired with SDC techniques such as DP°.

3Any mention of TEEs in this thesis refers to hardware-supported TEEs, unless explicitly stated
otherwise.

“The term hypervisor comes from its role as a “supervisor of supervisors,” managing operating
systems running in supervisor mode.

DP is considered a modern formal approach within the broader framework of SDC, which also
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includes traditional techniques like cell suppression, top-coding, and noise injection.



Chapter 3

Hardware-Assisted Trusted
Execution Environments

In this chapter we provide a detailed examination of commercially available hardware-
assisted TEEs and the security properties they aim to enforce. We begin by out-
lining the core architectural principles shared by modern TEEs, followed by a
structured review of three major implementations: Intel SGX, Intel TDX, and AMD
SEV-SNP Each is presented with emphasis on threat model, protection guarantees,
and relevant technical features, enabling side-by-side comparison of their capab-
ilities and design trade-offs.

Because real-world deployments must contend with the limitations of current
TEE hardware, the second half of the chapter shifts focus to attacks. This includes
both implementation-level vulnerabilities and broader classes of microarchitec-
tural or side-channel attacks that undermine TEE security. These are systematic-
ally categorized to highlight recurring patterns across platforms, and to lay the
foundation for the discussion in Chapter 7.

3.1 Security Context

Understanding the security context of TEEs requires a clear view of what they
are designed to protect and how trust is established within a system. This section
outlines the primary security objectives of TEEs and introduces two foundational
concepts, Trusted Computing Base and Root-of -Trust, that underpin how these pro-
tections are realized in practice.

3.1.1 Protecting Data in Use

The confidentiality of data throughout its lifecycle is typically divided into three
categories: data at rest, data in transit, and data in use (see Figure 3.1). Well-
established defense mechanisms exist for the first two: encryption schemes protect
data stored on persistent media (data at rest), while protocols like TLS secure data
during transmission over networks (data in transit). However, once data reaches

17
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its destination and is decrypted in memory for processing, it becomes vulnerable
to a compromised operating system, hypervisor, or other co-located software.

TEEs address this gap by securing data in use, creating hardware-enforced
isolated execution environments where data can remain protected even during
active computation.

Data lifecycle states

[ Data at rest ] [ Data in transit ] [ Data in use ]

Figure 3.1: Protecting data at rest and in transit is generally considered a solved
problem through well-established encryption techniques, securing data in use re-
mains a significant challenge in the data lifecycle.

3.1.2 Threat Model

In order to evaluate an application’s security, its threat model must be clearly
understood, which is not always a trivial task. Traditionally, the focus has been
on protecting the environment, such as the kernel and other processes, from a
malicious process. Defenses have therefore been focused on constraining the at-
tacker’s capabilities, by means of privilege separation [57], data execution pre-
vention [58], control flow integrity [59] and sandboxing techniques [60], among
others [61].

TEEs consider a fundamentally different threat model: one in which the entire
surrounding environment poses a potential risk, as both software and hardware
components may be compromised and under an adversary’s control. A useful men-
tal model is to consider how they differ from sandboxes, which are meant to keep
potentially malicious applications from breaking out and causing harm to the sys-
tem. TEEs are largely focused on the opposite, protecting the application from the
system.

Clearly defining the security assumptions in a TEE’s design is therefore crucial
for evaluating its security posture, understanding which attacks it aims to res-
ist, and identifying appropriate use cases. These assumptions are encapsulated in
the system’s Trusted Computing Base (TCB), which specifies the minimal set of
components that must remain trustworthy for the system to uphold its intended



Chapter 3: Hardware-Assisted Trusted Execution Environments 19

security guarantees. A deeper look at the concept of the TCB is therefore essential
to understanding the security of TEEs and follows in the next section.

3.1.3 Trusted Computing Base

Trust is a subtle and multifaceted concept in security engineering. It is always
contextual, inherently asymmetrical, and evolves over time [62]. These aspects
make it challenging to define precisely what must be trusted in any given system.
This topic is revisited in more depth later in Section 7.3.1, but a foundational
understanding is needed here.

The TCB is defined as the set of components that must be trusted to behave
correctly for the system’s security guarantees to hold [63]. The more components
included in the TCB, the greater the potential for vulnerabilities, since every trus-
ted component represents a possible single point of failure. Therefore, trust in the
TCB is inherently negative: it denotes the parts of a system that, if compromised,
can break security entirely.

In conventional systems, the kernel forms a large part of the TCB and includes
numerous complex subsystems, such as the networking stack, storage and filesys-
tem layers, and device drivers. Any of these can be exploited to compromise the
entire system. By contrast, TEE designs aim to minimize the TCB by isolating sens-
itive code and data inside secure enclaves, reducing the amount of trusted code
and the attack surface.

A useful framing of this principle is the phrase, “to be able to trust cloud com-
puting, you need to be able to trust it less” [64]. TEEs embody this idea by ex-
plicitly designing for scenarios in which the cloud provider or hypervisor might
be malicious. Not because this is expected, but to protect against risks like insider
threats, rogue administrators, or compromised infrastructure.

Modeling a system through the lens of its TCB provides a systematic way to
identify which components must be trusted and which can be assumed under
adversary control. For the TEE implementations discussed in this thesis, the pro-
cessor forms an unavoidable part of the TCB. This is an assumption that, as ex-
plored in Section 3.6, can itself become a source of vulnerability.

3.1.4 Root-of-Trust

The Root-of-Trust (RoT) is the component where trust begins in a computer sys-
tem, and it is a source that can always be trusted to behave in an expected manner
[65]. Informally, it anchors security because nothing else can verify or correct it
if it fails. Its purpose is to perform security-specific functions, and it may be im-
plemented in hardware, software, or a combination of both. The component itself
can be either mutable or immutable, depending on the design goals and threat
model. This usually has security implications, as mutable components introduce
some level of uncertainty or unpredictability to a system. In some situations, how-
ever, it may be necessary to update the RoT, precisely for security reasons, if a
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weakness or vulnerability is found. On consumer-based systems, the SEC (Secur-
ity) phase of the UEFI Platform Initialization process often plays a critical role in
establishing the RoT. While the RoT typically includes immutable hardware ele-
ments, early firmware components like the SEC phase contribute to extending
trust during system startup.

Trusted Platform Modules

Trusted Platform Modules (TPMs) are a type of hardware security module that
was introduced to provide a dedicated RoT, with strong physical tampering pro-
tection, that the system owner can control [66]. Understanding it can provide
useful insights into many of the design decision in TEEs, as many of the concepts
were pioneered by TPMs [16].

TPMs broadly consist of two components, secure storage and a cryptographic
processor. They are passive devices that other parts of the system can use for secur-
ity purposes, such as storing keys, generating keys and performing cryptographic
operations like signing, attestation, and sealing. TPMs are typically used to sup-
port secure boot, platform integrity measurement, and secure credential storage
by maintaining internal state that can be queried, but not directly modified. Most
modern computers have a TPM, and it is required to run Windows 111,

There are several different types of TPMs, which differ in security, but gener-
ally provide the same functionality. Discrete TPMs are a standalone hardware unit,
separated from the main system. Integrated on the other hand refers to when the
TPM is on-chip, and as such "integrated" with the processor. Intel ME (Manage-
ment Engine) and AMD-SP (Secure processor) implemented what is called firm-
ware TPM. The functionality is implemented by the ME and SP respectively, and
not a physically separate unit. Current TEE solutions generally rely on different
architectural components, but the fundamental principles remain the same.

TEE technologies typically redefine the RoT, to ensure safe and secure execu-
tion, beyond what traditional systems have been able to establish. This is a core
aspect of TEEs, and the security guarantees depend on the RoT being in a benign
state, operating as expected. There are mainly two different ways this trust can
be established, statically or dynamically.

Static Root of Trust for Measurement

A Static Root of Trust for Measurement (SRTM) establishes trust in a system’s
boot sequence by starting from an immutable Core Root of Trust for Measurement
(CRTM), typically located in the platform’s boot ROM. The CRTM measures each
successive component in the boot chain, storing cryptographic hashes in the TPM’s
Platform Configuration Registers (PCRs). This process extends a measurement

'https://blogs.windows.com/windows-insider/2021/08/27/update-on-windows-11-minim
um-system- requirements-and-the-pc-health-check-app/
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chain where each stage verifies and records the integrity of the next, creating an
auditable history of the boot process [67].

Some TEEs rely on SRTM for the secure initialization of lower layers. Secure
Boot, Trusted Boot, and technologies like Intel Boot Guard use SRTM to ensure
that firmware and early OS components are unmodified and trustworthy before
launching. For example, Boot Guard enforces signatures on BIOS code, preventing
untrusted firmware from undermining TEE isolation guarantees [68]. AMD-SEV
is an example of a commercial TEE that relies on a SRTM [16].

The static nature of SRTM means trust depends on the entire boot chain: a
compromise of early components, like BIOS or System Management Mode (SMM),
invalidates later trust assurances and can expose TEEs to attacks. This risk is well
known on x86 platforms, where attacks on firmware have historically allowed
adversaries to bypass or tamper with trusted boot measurements [69].

Dynamic Root of Trust for Measurement

A Dynamic Root of Trust for Measurement (DRTM) enables a platform to estab-
lish a RoT at runtime, independently of the initial boot chain. Unlike SRTM, which
relies on a static measurement chain from the earliest boot stage, DRTM allows
launching a new, measured execution environment even if the system’s earlier
state cannot be trusted. This is done by invoking a late launch instruction, such
as Intel’s GETSEC[SENTER] on TXT-enabled systems, which triggers the CPU to
measure and securely initialize a small piece of trusted code called the Measured
Launch Environment (MLE) [68].

DRTM is especially relevant for TEEs because it allows creating isolated exe-
cution environments on demand, without depending on the entire boot process
being secure. This is valuable in scenarios where TEEs must operate on shared or
cloud hardware, or where the platform’s firmware integrity cannot be fully veri-
fied. By performing measurements dynamically, DRTM ensures the TEE starts in
a known good state, enabling secure attestation and protected execution even if
the system’s prior software stack was compromised. Both Intel SGX and TDX use
a DRTM [16].

A key advantage of DRTM over SRTM is that it reduces the size of the TCB
needed to establish trust. Only the CPU, chipset, and MLE need to be trusted for
the measurement, not the entire boot firmware. However, DRTM-based TEEs still
depend on hardware features to prevent tampering during the dynamic launch
process, and runtime attacks remain a threat if they occur after the trusted envir-
onment is established.

3.2 Core Principles of TEEs

There is currently no universally accepted definition of what constitutes a TEE, nor
a fixed standard for the guarantees such environments must provide. This ambi-
guity has led to inconsistent use of the term and varying interpretations in both



22 Starckjohann: TEEs for Privacy-Preserving Statistics

academia and industry [67, 70]. Nevertheless, researchers have converged on a
common set of core properties that are widely adopted across most commercial
and academic TEE implementations. These include verifiable launch (attestation),
run-time isolation, and secure storage, often accompanied by trusted input/out-
put [16].

Building on the foundations laid by the RoT mechanisms discussed previously,
this section provides an overview of these core principles, focusing on their goals,
mechanisms, and implications for system security. The aim is to distill the fun-
damental security properties that TEEs strive to provide, drawing from system-
atization efforts [70, 71] and refined conceptual models [67]. Similar to those
works, enclaves, trust domains, and secure encrypted VMs will all be referred to
collectively as enclaves in the following sections.

3.2.1 Verifiable Launch and Attestation

Verifiable launch combines two core mechanisms: measurement of the initial in-
tegrity of the execution environment [72], and attestation. Together, these mech-
anisms establish trust in an enclave’s execution state and integrity, enabling the se-
cure provisioning of sensitive data. Informally, verifiable launch proves (to either
a local or remote entity) that the software and underlying platform are in an ex-
pected, uncompromised state.

The process relies on a RTM, which serves as the anchor for cryptographic-
ally measuring the system state, including the enclave’s code, configuration, and
platform status [71, 73]. These measurements are then used to generate a signed
report that can be sent to a remote verifier (remote attestation) or consumed by
another enclave or a local verifier (local attestation).

As described in Section 3.1.4, the RTM can be established dynamically or stat-
ically using DRTM or SRTM mechanisms, respectively. From this trusted anchor,
a chain of trust is formed by measuring each component before execution. Meas-
urements typically consist of cryptographic hashes at page granularity, which can
be stored in TPM PCRs, in CPU-protected memory regions, or fused directly into
on-chip secure elements depending on the platform [16]. Recent work highlights
the growing complexity of attestation workflows in cloud-based confidential com-
puting, especially in virtualized or multi-tenant environments [74].

Remote attestation is essential for enabling external parties to validate the in-
tegrity of an enclave before provisioning secrets or sensitive data, ensuring that
only trusted and verified code can access them. By verifying the enclave’s meas-
ured state, remote parties can confidently establish secure channels and provide
confidential information without risking exposure to compromised environments.

3.2.2 Run-time Isolation

Run-time isolation refers to the protection of code and data during execution.
TEEs enforce strict separation between the trusted execution context and all other
system components, including the operating system, hypervisor, and other user
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applications. There are different mechanisms for achieving this, each with their
own strengths and weaknesses. Separation in time, temporal, means resources
are only accessible to a single component at a time. Separation in space, spatial,
means dedicating a partition of the resource to the component. Typically a strategy
combining the two is used, referred to as spatio-temporal partitioning [16, 71].

Enforcements of this separation can broadly be divided into two categories,
logical or cryptographic. Logical involves using access control mechanisms to pro-
hibit unauthorized access to a resource. This means an adversary should not be
able to view or modify data at all. Cryptographic enforcement takes a different
approach, and will often allow an adversary to access the data. Security in this
case hinges on the fact that data is encrypted, rendering the plaintext inaccessible
to entities that do possess the corresponding key. The integrity is protected using
cryptographic Message Authentication Codes (MAC), appended to the data, and
can contain freshness information to prevent replay attacks.

CPU and memory isolation strategies will use one or more of the mechanisms
described above, though some approaches are more prominent than others. For
instance, achieving CPU isolation spatially, such as reserving an execution core
exclusively for enclaves, limits resource utilization and is considered too costly.
Memory isolation is a crucial, yet challenging aspect of run-time isolation. It is
not limited to off-chip memory such as DRAM, but also encapsulates on-chip mi-
croarchitectural structures. Most modern systems employ virtual memory, and rely
on page tables for correct translations to physical addresses. This data structure is
particularly difficult to protect, given the range of attacks an attacker can preform.
The isolation strategies and enforcement mechanisms consequently vary depend-
ing on the TEE’s threat model and performance considerations. Many microarchi-
tectural structures in modern processors are shared across isolation boundaries to
maximize performance, which opens the door to side-channel leakage. This has
been demonstrated through the numerous attacks targeting these low-level com-
ponents (see Section 3.6). As a result, microarchitectural protections in TEEs have
become an area of increasing focus, though this remains an active and evolving
field of research.

3.2.3 Trusted I/O

Ensuring trusted I/O requires both securing the communication channel to the
peripheral, referred to as a trusted path, and ensuring that the peripheral itself
enforces confidentiality and integrity, which is known as a trusted device archi-
tecture. The purpose of a trusted path is to maintain confidentiality and integrity
for the enclave’s accesses to the device [16]. When implemented using logical
mechanisms, the path is protected against a wide variety of adversaries, includ-
ing those with control over the boot firmware, system software and peripherals.
However, it cannot protect against an attack on the bus (physical interconnect),
which requires cryptographic isolation.

The second component of trusted 1/0, trusted device architecture, typically
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relies on temporal partitioning to isolate access to shared peripherals using se-
cure context switches. When multiple enclaves require access to the same device
concurrently, spatial partitioning alone may be impractical or insufficient due to
hardware limitations. In such cases, a combination of spatio-temporal partitioning
and logical enforcement mechanisms is employed. For stronger guarantees, cryp-
tographic enforcement can be applied directly to device-side memory resources,
enabling secure binding of data to enclave identities and mitigating risks from
compromised device firmware or shared buffers [16].

3.2.4 Secure Storage

Secure storage allows an enclave to persist sensitive data across sessions while en-
suring that it remains confidential and tamper-evident. This is commonly achieved
using a process called sealing, where data is encrypted and authenticated using
keys that are unique to the enclave or its developer identity (depending on the
sealing key policy). The opposite process, decrypting the data, is naturally called
unsealing. These keys are typically derived from a hardware RoT and bound to
enclave-specific measurements [67].

The actual mechanisms for secure storage are often underdocumented or com-
pletely omitted in many TEE design specifications [16], despite there being avail-
able architectural primitives for implementing it.

3.3 Intel SGX

Intel Software Guard Extensions (SGX) introduced the notion of secure enclaves to
provide integrity and confidentiality guarantees to sensitive applications running
in ring 3 (user mode). An enclave is constructed within a user mode application’s
virtual address space, with hardware mechanisms to protect it from unauthorized
access [75]. Intel x86 platforms that have support for SGX provide such isolated
execution environments by adding a set of extensions to the architecture and a
new CPU mode called enclave mode. This functionality is exposed to developers
through new instructions, some of which are available to unprivileged code (Ring
3) [76]. The usage of these closely resembles that of systems calls, with arguments
provided in general purpose registers. At a high level, they allow code and data
to be incrementally loaded into a dedicated DRAM region, while contentiously
generating a corresponding cryptographic measurement [77]. This measurement
serves as proof of what is actually loaded into memory, and can subsequently
be provided to a third party during the attestation process. Hardware-enforced
access controls determine what is permitted when executing in enclave mode and
provide protection against other software and enclaves.

The main mechanisms of SGX will be described below, but the bulk of its
functionality is implemented in microcode [78, 79]. A variant that Intel calls Xu-
Code [80] is used to deliver parts of it, utilizing a special execution mode. Fig-
ure 3.2 shows the relationship between x86 instructions, microcode and XuCode
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in the instruction decode part of the processor’s execution pipeline. The details of
how this works, and what XuCode Mode entails, are not (well-)documented. An
investigation into this is out of scope for this paper, but is worth noting since it is
technically code that is in the TCB.

X86 Instruction x86 Instruction Implemented by XuCode X86 Instruction

—_——— e —— e —— — — — — IA32 and Intel 64 ISA = =— =— — — — 4 _-—

1 1
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invocation I = = = = - — - - & resumption

Figure 3.2: Showing how XuCode is used to implement SGX instructions. Figure
from [80]

SGX significantly reduces the TCB, as neither the OS, hypervisor, BIOS nor
SMM is trusted (see Figure 3.3). Application secrets are protected, even when
the entire platform is compromised. Generally, the processor internals are trus-
ted. There is, however, an assumption that there are no side-channels, neither in
hardware nor software. Additionally, enclave code is assumed to be correct, and
any cryptographic primitives used must be secure. To achieve this security model,
SGX utilizes several new data structures. While some will be introduced to illus-
trate how SGX implements its core TEE primitives, an exhaustive description will
not be provided.

Enclave Application Application Application

Virtual Machine Operating System Virtual Machine Operating System

Virtual Machine Monitor (Hypervisor)

CPU Package

Peripherals

Figure 3.3: A high level overview of the Intel SGX TCB.
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3.3.1 Run-time Isolation

SGX enclaves reside within the address space of an unprivileged host applica-
tion. Each enclave receives dedicated private memory in the form of 4KB pages
within the Enclave Page Cache (EPC). The EPC is a reserved region of physical
memory called Processor Reserved Memory (PRM), isolated from other software
by hardware mechanisms [76, 81]. Firmware (BIOS or UEFI) configures this isol-
ated memory region by programming dedicated range registers. An important
enclave parameter is the Enclave Linear Address Range, defining the contiguous
virtual address range occupied by the enclave. All enclave memory accesses must
fall within this range, ensuring strict spatial isolation within the host application’s
address space and preventing accidental or malicious memory references outside
enclave boundaries. The size of PRM is limited and varies between SGX versions:
SGXv1 supports regions up to 128MB [82, 83], while SGXv2 (targeting server-
grade Xeon processors) expands this limitation to the range of 128GB to 1TB
depending on the processor model [84, 85].

While the PRM provides physical isolation, the underlying DRAM is external to
the CPU package and therefore considered untrusted. To address threats from at-
tackers who can observe or tamper with DRAM contents, SGX employs a hardware
component known as the Memory Encryption Engine (MEE). The MEE encrypts
data flowing between the CPU and DRAM and maintains integrity and freshness
through an integrity tree (Merkle-Tree) and associated MAC (see Figure 3.4). The
root of this integrity tree is securely stored in the processor’s on-die SRAM, ensur-
ing data integrity even in the face of physical memory attacks [77]. With the in-
creased EPC memory that SGX2 enables, it now uses AES-XTS encryption without
Merkle-tree integrity checks, weakening this integrity protection [84] (see Sec-
tion 7.1.3 for security implications)

Understanding how EPC pages are managed requires examining the enclave
life cycle, starting from enclave creation. The ECREATE instruction, initiated by
system software (kernel or hypervisor), begins enclave creation by establishing an
SGX Enclave Control Structure (SECS). The SECS resides in protected memory
within the EPC, inaccessible to any software component outside the enclave. It
contains the enclave’s identity and attributes, including measurement registers
(MRENCLAVE, MRSIGNER), configuration flags (e.g., debug mode), and feature bits.
These fields are critical for enforcing enclave policies and for attestation integ-
rity checks. Although system software is responsible for allocating resources, in-
cluding memory, security-critical metadata about EPC pages is managed by the
hardware through the Enclave Page Cache Map (EPCM). The EPCM records page-
specific security attributes, such as the enclave ID, virtual address, permissions,
and page type. On memory accesses, the processor consults both the OS-managed
page tables and the EPCM. The EPCM ensures the validity of memory accesses
by verifying enclave mode execution, page ownership, virtual-to-physical address
mappings, and access permissions. The EPCM is stored internally within processor
microarchitecture, invisible and inaccessible to software, ensuring security even
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Figure 3.4: Simplified illustration of the Memory Encryption Engine (MEE). All
data traffic between the processor and PRM is encrypted and integrity-protected
by the MEE.

against malicious OS page table manipulations [75]. See Figure 3.5 for a visual
representation of how the EPCM relates to the other structures mentioned above.

SGX’s run-time isolation uses a combination of spatio-temporal partitioning
and logical enforcement [ 16]: EPC pages are allocated exclusively to enclaves over
time (temporal) and kept spatially isolated in PRM, while hardware mechanisms
like EPCM validations enforce correct access permissions (logical). Meanwhile,
the TCB relies on purely spatial partitioning within the processor (microarchi-
tecture), and cryptographic isolation? (via the MME) protects enclave memory
against physical attacks on DRAM.

Following enclave creation with ECREATE , the EADD instruction loads initial

code and data into the enclave’s EPC3. EADD uses a PAGEINFO structure specify-
ing source and destination addresses, along with a reference to the SECS structure
identifying the enclave owning the new EPC page. Security permissions and page
attributes are defined in the accompanying SECINFO structure. At this stage, en-
clave memory is initialized without secrets, remaining visible to system software.
Subsequent security-critical operations, such as secret provisioning and attesta-
tion, occur later in the enclave lifecycle and are discussed in Section 3.3.2.
Execution transitions into the enclave occur through EENTER , which switches

the processor into enclave mode, while EEXIT safely transfers control back to
untrusted code, maintaining isolation during synchronous transitions [86]. A crit-

2With SGX2, cryptographic isolation weakened: AES-XTS encryption was adopted without
Merkle-tree integrity protection to scale EPC sizes, reducing guarantees of memory integrity [84].

3In SGX2, additional instructions such as EAUG support dynamically adding EPC pages at
runtime. See Section 7.1.3 for security implications.
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Figure 3.5: Relationship between EPC, EPCM, and SECS structures. The EPCM
tracks the metadata and permissions for each EPC page, enforcing secure enclave
memory access.

ical aspect of SGX’s run-time isolation is the management of asynchronous events
through Asynchronous Enclave eXits (AEX). When an interrupt or exception oc-
curs, the processor performs an AEX, pausing enclave execution and securely sav-
ing CPU state into the State Save Area (SSA) within enclave memory. The enclave
can later resume using ERESUME , restoring state from the SSA. In newer SGX
versions, the optional AEX-Notify mechanism allows enclaves to receive notific-
ations upon AEX events before resuming, enabling the enclave runtime to react
to frequent interrupts and mitigate attacks like single-stepping by inspecting or
handling these events directly [87].

3.3.2 Attestation

SGX provides enclaves with the ability to prove their authenticity and correctness
to a third party. A key component of this mechanisms is that it utilizes trusted
hardware to establish a DRTM, enabling the platform to securely measure and
attest to the enclave’s state independently of the system’s boot history. During
the enclave creation process (see Section 3.3.1), a secure cryptographic log is re-
corded [88]. This log contains measurements of the enclave’s initial state. The

EADD instruction measures the virtual address space layout, the order and rel-

ative position of pages, and their security properties. The EEXTEND instructions
measures the memory contents, including the code, data, stack and heap [81].
After the construction of an enclave’s initial state, as described in Section 3.3.1,
the EINIT instruction completes the enclave setup. It is then no longer possible
to add content to the enclave, and the log if finalized. In SGX terminology, this
final 256-bit digest is referred to as MRENCLAVE ("Enclave Identity"), a field of the
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SECS data structure [81]. Given the components that contribute to the hash, it
serves as a unique identifier for an enclave. If the code, data, or memory layout
were to be slightly altered, the hash would change completely, in accordance with
the cryptographic property of bit-level diffusion. This prevents a malicious enclave
loader from intentionally setting values that trigger unexpected behavior. As such,
the choice of what to include in MRENCLAVE is a critical security decision, although
excessive restrictions can limit enclave deployment flexibility.

MRENCLAVE is not the only identity associated with an enclave, it also has a
certificate-based identity made up of MRSIGNER, a product identifier and a version
number. A Singing Identity (sometimes referred to as Sealing Identity), MRSIGNER,
represents the identity of the enclave author (developer) [89]. This is the entity
that originally built and cryptographically signed the enclave prior to distribution
[88]. If MRENCLAVE provides a way to gain confidence in an enclave’s contents,
MRSIGNER can satisfy the concern regarding who built the enclave.

An enclave can perform either local or remote attestation. Local involves at-
testing to another target enclave on the same platform using symmetric encryp-
tion, while remote extends this to entities outside the platform using asymmetric
encryption. It is important to note that remote attestation is necessary in order to
accurately determine that the enclave is running on a real SGX platform [90].

Local attestation uses the EREPORT instruction to create a signed attestation
report (REPORT). This instruction provides oracle access to the target’s Report
Key, which it otherwise would not be able to obtain [91]. This key is only known
to the target enclave, and the EREPORT instruction. It contains MRENCLAVE, MR-
SIGNER, enclave attributes, hardware TCB, optional user data, and a MAC tag
[88]. The MAC is used by the recipient of the REPORT and is created using the
Report Key. This key is only known to the target enclave, and the EREPORT instruc-

tion. The report is then sent to the target enclave, which will use the EGETKEY
instruction to obtain the Report Key, and verify the content of the report. The tar-
get enclave then reproduces the steps performed by the originating enclave, so
that both enclaves can be assured they are executing on the same platform. The
optional user data in the REPORT can be used to create a secure channel using
Diffie-Hellman Key exchange. Consequently, the result of local attestation can be
a shared symmetric key between two enclaves on the same platform.

Due to the inherit challenges of proving execution on real hardware, remote
attestation requires a additional steps and is significantly more complex [91]. A
pair of privileged architectural enclaves created by Intel have special access to a
set of cryptographic keys. Since they are created by Intel, they are assumed to be
secure. These enclaves, in turn, acquire another set of keys. A special architectural
enclave called Quoting Enclave (QE) is given raw access to these keys [91]. Since
a REPORT is only locally verifiable, a Report Key is not employed during remote
attestation. Instead, the QE signs the report using a Quote Signing Key (QSK) cer-
tified by Intel and accompanied by a certificate chain rooted in Intel’s attestation
CA. This turns the REPORT into what Intel refer to as a quote, essentially a re-
motely verifiably REPORT. The remote party verifies that the quote was signed by a
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legitimate SGX platform. It is through this process that a relying party can enforce
security requirements on the client system where the enclave is executing.

Intel has offered a remote attestation service based on Enhanced Privacy ID
(EPID). This followed a client-based model, aiming to enable remote authentica-
tion and attestation of hardware while preserving privacy [92]. EPID used a group
signature scheme that allowed revocation of group membership, which was espe-
cially useful if a device or its cryptographic keys became compromised. As of April
2025, the original EPID-based attestation service offered by Intel is reaching its
end-of-life?, and Intel now recommends the DCAP model for remote attestation.
DCAP is discussed in the protocol design in Section 6.2.1.

3.3.3 Trusted I/O

Intel SGX inherently lacks built-in support for Trusted I/O, meaning enclaves can-
not directly establish secure communication channels with external peripherals
like keyboards, displays, or network interfaces. This limitation arises because SGX
primarily focuses on protecting enclave memory and computation from comprom-
ised software environments, rather than handling the complexities associated with
secure device interactions. Consequently, enclaves must rely on potentially com-
promised operating system drivers and peripheral interfaces for I/O operations,
significantly limiting their overall security guarantees.

Several research projects have proposed supplemental solutions to bridge this
gap. SGXIO introduces a trusted path architecture that combines enclaves with
a small trusted hypervisor. It establishes a cryptographically protected channel
between enclaves and I/O devices, mediated by a trusted intermediary that isol-
ates device access from untrusted OS components [93]. Aurora similarly employs
a hypervisor-based approach, providing secure 1/O paths specifically designed
for client-side peripherals. Aurora emphasizes user-centric security, aiming for
broad compatibility with existing operating systems and minimal performance
overhead [94].

Device-specific approaches also exist. For instance, BASTION-SGX [95] uses
architectural enhancements to create secure Bluetooth communication paths, en-
suring cryptographic protection and logical isolation from potentially comprom-
ised system software. Meanwhile, Rakis [96] introduces optimized secure I/0O
primitives designed to enhance the performance of trusted enclave interactions
with external devices, focusing specifically on efficiency across enclave and OS
boundaries.

Despite these advancements, Intel SGX itself does not incorporate generic
Trusted I/O mechanisms. Existing solutions introduce additional complexity and
potential performance trade-offs, highlighting an ongoing challenge in integrating
secure and efficient trusted I/O within SGX’s native architecture.

“https://www.intel.com/content/www/us/en/developer/archive/tools/sgx-attestation
-service-utilizing-epid.html
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3.3.4 Secure Storage

Intel SGX’s run-time isolation provides confidentiality and integrity only to ex-
ecuting enclaves; once the enclave terminates, all internal data is lost. To enable
persistence of enclave state or secrets across enclave instances or platform reboots,
SGX introduces a secure storage mechanism known as sealing.

Sealing encrypts and integrity-protects enclave data using a platform-specific
Sealing Key derived from a Root Sealing Key, also known as Fuse Key, which is
generated and stored securely within the CPU during manufacturing [81, 88].
Thus, sealed data can only be unsealed by enclaves running on the same physical
platform, ensuring platform-bound confidentiality.

The sealing operation uses the EGETKEY instruction, which derives the Seal-
ing Key based on a chosen sealing policy. Two policies are available, determining
which enclaves can subsequently unseal and access the stored data. Sealing based
on the enclave’s identity (MRENCLAVE) restricts data access strictly to enclave in-
stances with exactly the same code, memory layout, and state, as even minor
changes alter the cryptographic measurement. This offers maximum security but
complicates software updates and compatibility across different enclave versions.

Alternatively, sealing based on the signing identity (MRSIGNER) allows enclaves
signed by the same author, potentially across multiple versions or even different
applications, to share sealed data [88]. In this scenario, the derived key addition-
ally binds to the enclave’s Product ID and Security Version Number (SVN), al-
lowing controlled data migration and version management. While less restrictive,
this approach significantly simplifies updates and interoperability among related
enclaves.

SGX enclaves thus face a critical trade-off when choosing the sealing policy,
balancing security and flexibility. Enclaves are responsible for choosing and se-
curely implementing encryption and integrity protection schemes using keys de-
rived via EGETKEY , as Intel SGX itself provides only the underlying cryptographic
primitives rather than complete secure storage solutions [81, 88].

3.4 Intel TDX

Intel Trust Domain Extensions (TDX) is a TEE that enables secure virtual ma-
chines, known as Trust Domains (TDs). TDX extends the Intel x86 architecture,
offering hardware-backed isolation and integrity for VMs without trusting the hy-
pervisor or OS. The TCB includes the processor itself, related virtualization tech-
nologies (VI-x, TME, and SGX), and Intel-signed software modules.

TDX introduces a new architectural execution mode, Secure Arbitration Mode
(SEAM), extending Virtual Machine Extensions (VMX) instructions built upon In-
tel Virtualization Technology (VT-x)[97]. SEAM provides two execution modes:
SEAM VMX root mode and SEAM VMX non-root mode. Transitions into and out of
SEAM root mode are managed by special instructions, SEAMCALL and SEAMRET ,
from VMX root mode. Trust is anchored in silicon-fused public keys verified through



32 Starckjohann: TEEs for Privacy-Preserving Statistics

MCHECK instructions and Intel Alias Checking Trusted Module® [98, 99]. Intel
also provides the SEAM Loader (SEAMLDR), responsible for securely loading and
managing TDX modules. The SEAMLDR securely verifies and loads TDX modules
into protected SEAM memory regions, mitigating attacks through strict access con-
trols [100].

Trust Domain Trust Domain
Application Application App App App App
Virtual Machine Operating TDX-aware TDX-aware
System o3 os

Virtual Machine Monitor |

(Hypervisor) | | TDX Module (SEAM Mode)

CPU

Peripherals

Figure 3.6: A high level overview of the Intel TDX TCB.

3.4.1 Run-time Isolation

Intel TDX utilizes Intel Virtualization Technology (VT-x) and SEAM to provide
robust isolation for TDs. Under normal circumstances, a hypervisor runs in VMX
root mode while guest VMs run in VMX non-root mode. TDX expands upon this
architecture by adding two new VMX modes: SEAM VMX root and SEAM VMX
non-root mode. This separation is enforced by hardware-based access controls and
cryptographic isolation, preventing unauthorized access by other TDs, privileged
software, and attackers with physical memory access [101].

Each TD employs two separate Extended Page Tables (EPTs): A secure-EPT
mapping private encrypted memory and a shared EPT mapping shared unencryp-
ted memory and Memory-Mapped I/O (MMIO). Address translation for private
memory is securely managed by the Intel-signed TDX module firmware [98].

Within SEAM root mode, execution is restricted to specific memory regions
defined by SEAM Range Registers. These are divided into two protected sub-
ranges: MODULE RANGE, hosting the TDX Module, and P_SEAMLDR_RANGE, hosting
the Persistent SEAMLDR (P-SEAMLDR). The Non-Persistent SEAMLDR (NP-SEAMLDR),
an authenticated code module, initializes these ranges and securely loads the P-

SVulnerabilities have been found in these: https://www.intel.com/content/www/us/en/secu
rity-center/advisory/intel-sa-01111.html
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SEAMLDR. A vulnerability in NP-SEAMLDR could severely compromise the secur-
ity foundation of TDX, underscoring its critical role [100].

The P-SEAMLDR securely manages TDX module installation, verifying cryp-
tographic signatures, setting up data regions, stacks, and SEAM transfer VMCS
structures for logical processors. It also records module identities in CPU measure-
ment registers before returning control to the Virtual Machine Monitor® (VMM)
via the SEAMRET instruction [100].

TDX memory management involves two essential structures: Trust Domain
Memory Regions and Physical Address Metadata Tables. These track page own-
ership, type, and attributes, preventing unauthorized allocation or modification.
Each TD’s metadata structures, including the control structure, virtual processor
state, and secure-EPT, are encrypted using TD-specific private keys to maintain
confidentiality and integrity throughout the TD lifecycle [98, 101].

Memory isolation and integrity are primarily ensured by Intel’s Total Memory
Encryption Multi-Key (TME-MK) engine. TME-MK provides unique encryption
keys per TD, encrypting private VM memory contents to protect against unau-
thorized access, including attackers with physical DRAM access. A special shared
bit within the Guest Physical Address (GPA) toggled by the TDX-aware guest
OS kernel indicates the EPT to be used for resolving Host Physical Addresses
(HPAs) [102, 103].

TDX supports two distinct memory integrity mechanisms: Cryptographic In-
tegrity (Ci) and Logical Integrity (Li). Ci employs a 28-bit Hashed MAC stored
alongside encrypted memory content in DRAM, enabling detection of memory
tampering or Rowhammer attacks. Li tracks unauthorized writes using a TD Owner
bit, marking memory segments as poisoned to prevent compromised data from
propagating within the TD or TDX Module [101].

Context switching between the hypervisor and TDX Module is securely man-
aged using dedicated VMCS structures: SEAM Transfer VMCS (for hypervisor in-
teractions) and TD Transfer VMCS (for TD interactions). These structures isolate
sensitive state transitions, ensuring that only authorized entities control execu-
tion contexts. Secure runtime memory exchanges are facilitated by dynamically
mapped keyhole regions, maintaining isolation and protecting sensitive data dur-
ing interactions between the TDX Module and external entities [98].

3.4.2 Attestation

Similar to SGX, TDX has support for remote attestation of TDs. The attestation
process begins when the host VMM creates a TD using a sequence of TDX mod-
ule calls. At this point, the TDX module initializes the Measurement Register
of the Trust Domain (MRTD), a cryptographic hash that accumulates the initial
state of the TD [98]. The VMM populates the TD’s memory by invoking the hy-
percall TDH.MEM. PAGE.ADD, which registers the GPA and memory type for each
page. The contents of these pages are then measured in 256-byte chunks using

60ften referred to interchangeably as a hypervisor.
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TDH.MR.EXTEND, which updates the MRTD digest. Once all pages have been ad-
ded, the VMM calls TDH.MR.FINALIZE to finalize the measurement. At this point,
the MRTD becomes immutable. This measurement does not include the second-
level address translation structures, such as EPT, used to translate guest addresses
to host physical addresses, which has implications for completeness of the trust
chain [104].

To support dynamic measurements during execution, TDX provides four Runtime
Measurement Registers (RTMRs), which are initialized to zero and can be exten-
ded by the TD using the guest-callable TDG.MR.RTMR.EXTEND instruction [101].
These registers function similarly to TPM PCRs, allowing for internal state to be
tracked over time, such as through measured boot processes inside the TD itself.
The VMM has no visibility into or control over RTMRs.

To initiate attestation, the TD generates a TDREPORT using the TDG.MR.REPORT
interface. This report includes the MRTD and RTMR values, TD configuration at-
tributes, and platform-level security information including CPU SVN and the TDX
module’s own measurement hash and version [98]. The report also includes a 64-
byte REPORTDATA field, supplied by the caller, which typically contains a nonce or
public key hash. The entire TDREPORT is authenticated using a MAC derived from
a hardware-protected key only available to the TDX module and other local trust
anchors. This MAC ensures the authenticity of the report but renders it verifiable
only on the same platform.

Remote attestation reuses the SGX quote generation infrastructure: the TDRE-
PORT is verified by a local SGX QE and signed to produce a Quote [101]. While
the infrastructure for quote generation and verification from SGX is reused, the
underlying trust assumptions differ. Notably, the TDX attestation flow depends
on the integrity of the TDX module, SEAM runtime, and system firmware (in-
cluding SEAMLDR), which are outside the scope of the measured MRTD. These
components are assumed to be part of the platform’s RoT and are verified only
indirectly via the TCB versioning metadata [99]. Moreover, unlike SGX, TDX does
not implement a memory integrity tree, meaning that the confidentiality of TD
memory is protected through encryption, but its freshness or integrity cannot be
independently verified—potentially enabling replay or rollback attacks in certain
scenarios [104].

Despite these limitations, TDX attestation provides a practical and scalable
mechanism for establishing trust in VM-based confidential workloads. The de-
coupling of measurement (by the TDX module) and signing (by the SGX QE)
allows integration with existing data center attestation frameworks, while main-
taining cryptographic assurance over the TD’s launch and configuration state.

3.4.3 Trusted I/O

Intel introduced TDX Connect as an extension to the TDX and VT-d frameworks
to support secure, high-throughput I/O for Trust Domains (TDs) [105]. It enables
TDs to communicate directly with trusted peripheral devices, referred to as TEE-
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IO devices, while ensuring that device access remains cryptographically isolated
from the rest of the system. See Figure 3.7 for a visual representation.
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Figure 3.7: Comparing I/O Virtualization with TDX vs. TDX Connect. Figure from
[105].

The architecture addresses three core goals: mutual attestation between the
TD and the device, integrity and confidentiality of the PCle data path, and verifi-
able lifecycle control of assigned device interfaces [106].

To meet these goals, TDX Connect incorporates several protocols and hard-
ware components:

e TDISP (TEE Device Interface Security Protocol) governs the authentication,
attestation, and lifecycle control of TEE-IO devices.

e SPDM (Security Protocol and Data Model) is used to exchange signed meas-
urements and establish encrypted sessions.

e These exchanges are transmitted using PCle DOE (Data Object Exchange),
which must be supported by both the device and platform.

Runtime data protection is enforced through PCIe IDE (Integrity and Data En-
cryption), specifically via selective IDE streams. These streams are cryptographic-
ally bound to a TD and its assigned device, protecting Transaction Layer Packets
(TLPs) from tampering or interception. PCle switches between the TD and device
are not trusted and excluded from the TCB [107].

Provisioning is handled by a special service component called the TEE-IO Pro-
visioning Agent (TPA), which is itself a Service TD. The TPA performs device attest-
ation and facilitates secure interface handoff. The TD must then explicitly accept
the device, referred to as the TEE-IO Device Interface (TDI), after verifying its iden-
tity and expected measurements.

Once established, access to the device is strictly controlled:

e MMIO pages are mapped into the TD’s Secure-EPT, and transactions are
tagged with a private KeyID that sets the trusted ‘T-bit’ in each TLP. Devices
validate the T-bit and stream metadata before accepting the operation.

e DMA access works similarly, with the TDI using IDE-protected packets. Phys-
ical pages are restricted via DMA remapping tables, enforced by the IOMMU
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and managed by the TDX module [108].

This model ensures that only explicitly accepted devices can interact with TD
memory through well-defined, attested, and encrypted channels. However, its se-
curity depends on proper protocol implementation, correct device behavior, and
strict lifecycle enforcement by the platform.

3.4.4 Secure Storage

TDX does not provide a native mechanism for sealing data or deriving persistent
cryptographic keys within the TD. Unlike Intel SGX, which includes architectural
support for enclave-specific sealing keys tied to measurement values, TDX delib-
erately omits such functionality from the TD’s execution context [98, 101]. This
design decision simplifies the TDX threat model and avoids expanding the hard-
ware TCB, but it also means that secure storage must be handled externally.

If a TD requires the ability to store data persistently, it must establish a se-
cure communication channel with a trusted external service, such as a Service TD
or provisioning agent, that can handle encryption, key management, and access
control. These services may use attestation to authenticate the TD and enforce
sealing policies based on its identity and configuration. However, this is not part
of the TDX specification itself, and there is no architectural interface that allows
a TD to derive persistent keys from its MRTD, RTMRs, or other measurement re-
gisters [99].

As a result, secure storage in TDX is not guaranteed by the architecture alone,
and must be provided as part of a higher-layer trusted runtime or orchestration
infrastructure. This increases the reliance on external components for confiden-
tiality and integrity of persistent data, which may have implications for trust as-
sumptions in multi-tenant or adversarial environments.

3.5 AMD SEV

Secure Encrypted Virtualization (SEV) is AMD’s hardware-backed approach to
isolating virtual machines (VMs) from a privileged hypervisor. Unlike traditional
virtualization, where the hypervisor retains full visibility into guest memory and
register state, SEV encrypts guest DRAM using a per-VM AES key managed by
the AMD Security Processor’ (AMD-SB or just SP) [109, 110]. This design aims
to prevent even a compromised host from inspecting VM contents, shifting trust
away from software and toward a hardware root-of-trust.

The SP is a dedicated ARM Cortex-A5 core embedded in the CPU die. It gen-
erates and provisions encryption keys, enforces memory ownership via hardware-
tagged ASIDs, and produces attestation reports rooted in AMD’s signing infrastruc-
ture [111]. Crucially, these functions are implemented in SP firmware, stored in
off-chip SPI flash, and run in isolation from the x86 cores. While this makes SEV

7Also referred to as Platform Security Processor (PSP) in various documentation.
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more transparent to guest software than enclave-based models like Intel SGX, it
also increases reliance on vendor-controlled firmware for security.

SEV was first introduced with the Naples generation of AMD EPYC processors
in 2017. Its initial threat model aimed to protect against an untrusted or even ma-
licious hypervisor. Under this assumption, SEV encrypted memory to block passive
reads from the host, but did not protect CPU register state, memory integrity, or
I/0 paths. SEV-ES (Encrypted State), introduced later in 2017, addressed register
state exposure during VMEXITs [112], but side-channel and replay attacks per-
sisted [113, 114].
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All secret SPI flash data s encrypted
with chip-unique keys

SEV —__________;oc_i _________

|
H | AMD
Architecture | seane e
|
I
|
|

N SEV

Note: Hypervisor serves as untrusted !
channel for guest owner <—> AMD Secure Processor |
communications |

Controller

I
I
|
! Memory
I
I
|

J

Figure 3.8: Overview of AMD SEV architecture. Figure from [109].

SEV-SNP (Secure Nested Paging), introduced with the Milan generation in
2021, reflects a more robust adversarial model in which the hypervisor is fully un-
trusted. It augments SEV-ES with integrity protection through a hardware-enforced
Reverse Map Table (RMP), VM privilege levels (VMPLs), and fine-grained control
over which operations require guest approval [115, 116]. These features aim to
prevent memory remapping, stale state re-use, and unauthorized device access.
The platform also supports runtime attestation and secure interrupt delivery, en-
abling VMs to verify their own execution environment beyond launch time [117,
118].

SEV and its variants differ from enclave-based TEEs in that they isolate en-
tire guest operating systems and their applications within a confidential VM. This
broader attack surface makes SEV more versatile in deployment, but also exposes
it to a wider range of hypervisor- and system-level attacks. Nevertheless, in many
scenarios—particularly in the cloud—SEV-SNP raises the baseline security pos-
ture by reducing host visibility, enforcing guest-controlled policy, and enabling
measured provisioning.

The following sections examine how SEV enforces runtime isolation, handles
attestation, and extends its trust boundary to cover I/O and persistent state. While
SEV-SNP addresses many limitations of earlier designs, its security properties de-
pend not only on hardware enforcement but also on firmware correctness, key
management, and how tightly the surrounding infrastructure adheres to its threat
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model.

3.5.1 Run-time Isolation

At runtime, AMD SEV enforces cryptographic isolation between virtual machines
by encrypting guest memory with a key derived and managed by the SP Each VM
is associated with a unique 128-bit AES key, and all DRAM accesses are tagged
with an Address Space Identifier (ASID) that determines which key the memory
controller uses [110]. The encryption is applied transparently in hardware and
introduces only modest performance overhead. This mechanism prevents a com-
promised hypervisor from reading the contents of guest memory, as unauthorized
access yields ciphertext encrypted under an unknown key.

SEV’s isolation guarantees are spatial and temporal. Spatially, memory is par-
titioned between VMs and the hypervisor via ASIDs and controlled C-bits in page
table entries. Temporally, access to secrets is implicitly bounded to the duration of
the VM session, as encryption keys are never exposed to software and are wiped
on shutdown. However, SEV’s original design did not protect CPU register state
or enforce memory integrity, making it susceptible to control flow manipulation,
ciphertext reuse, and register exfiltration [109, 114].

SEV-ES (Encrypted State) was introduced to harden VMEXIT behavior by en-
crypting and sealing register contents. This prevents a hypervisor from observing
or modifying CPU state during context switches. The Virtual Machine Control
Block (VMCB) is split into a control area visible to the hypervisor and a save area
encrypted by the CPU [112]. To support necessary hypervisor-guest interactions
(e.g., for emulating instructions or I/0), SEV-ES adds the #VC (VMM Communic-
ation) exception. The guest handles these events using a shared Guest-Hypervisor
Communication Block (GHCB), enabling selective exposure of state. This archi-
tecture reduces attack surface, but requires hypervisor and guest kernel coopera-
tion [115].

SEV-SNP (Secure Nested Paging) expands SEV-ES to support a stronger threat
model: a fully malicious hypervisor with arbitrary control over physical memory
mappings and I/O. To counteract memory replay and remapping attacks [114,
116], SEV-SNP introduces the Reverse Map Table (RMP), a hardware structure
that binds physical pages to specific guest contexts. This prevents unauthorized
aliasing or reuse of encrypted pages. SEV-SNP also adds cryptographic integrity
verification for memory contents, enabling detection of tampering before decryp-
tion. These measures shift SEV’s isolation model from best-effort secrecy to en-
forceable data provenance.

Additionally, SEV-SNP exposes a firmware interface for runtime attestation.
Guests can verify their execution state beyond launch, including current firmware
version, memory layout, and security policy settings [118]. This capability sup-
ports stronger provisioning workflows where secrets or data are injected only after
dynamic verification. It also enables tighter coupling between trust decisions and
observed runtime state.
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Figure 3.9: SEV-ES divides the VMCB into an encrypted section and an unecryp-
ted section. Figure from [112].

3.5.2 Attestation

Attestation in AMD SEV provides a remote party with cryptographic evidence that
a VM has been launched on genuine AMD hardware and is running in a known
good state. The mechanism is designed to establish trust directly between a VM
owner and the SB bypassing the hypervisor and host operating system. This is
particularly important in cloud deployments, where the hypervisor may not be
trusted.

When an SEV-enabled VM is launched, the SP computes a measurement of the
VM’s initial state—specifically, a cryptographic hash over its memory contents and
associated metadata, such as launch policy flags [111]. The result is bundled into
an attestation report, which includes the measurement, the platform’s firmware
version numbers, and policy settings that define which host actions (e.g., migra-
tion, debugging) are permitted. This report is then signed using a hardware-rooted
attestation key, allowing the VM owner to verify both the platform’s identity and
the integrity of the VM at launch.

SEV’s attestation chain is anchored in AMD’s SRTM. Each processor includes
a unique Chip Endorsement Key (CEK), derived from a fused-on secret and used
for signing attestation reports. The CEK’s public component is certified by AMD
through an intermediate key, the AMD Signing Key (ASK), which in turn is signed
by the AMD Root Key (ARK) [115]. This forms a certificate chain that allows VM
owners to validate that an attestation report originates from a genuine AMD plat-
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form. Prior to launch, the SP also generates a Platform Diffie-Hellman (PDH) key-
pair, which is used by the VM owner to securely provision secrets. Only if the
attested measurement and policy match the expected values will the SP release
the decrypted secret to the guest, ensuring that sensitive material (e.g., statistical
datasets or decryption keys) is only accessible inside the correct VM state [111].

Originally, this attestation process occurred only at launch, with the SP sign-
ing a static snapshot of the VM’s configuration. SEV-SNP expands this model by
allowing the guest itself to request fresh attestation reports at runtime via a se-
cure firmware interface [115, 118]. This supports dynamic trust decisions and en-
ables re-attestation in response to events such as configuration changes, firmware
updates, or provisioning of new workloads. Runtime reports include the current
TCB version, measurement, and other configuration state, and are signed using
the same certificate chain rooted in the CEK.

Despite its cryptographic structure, the security of the attestation flow de-
pends heavily on the integrity and correctness of SP firmware. Earlier versions
of SEV were shown to allow key extraction and firmware rollback, undermining
attestation and enabling full compromise of supposedly protected guests [111].
These issues have since been mitigated through firmware updates and architec-
tural changes in SEV-SNE but the broader lesson remains: static trust in vendor
firmware can be fragile. Attestation in SEV-SNP provides strong guarantees un-
der normal conditions, but the robustness of the trust chain ultimately hinges on
secure firmware provisioning and a non-subvertible SP

3.5.3 Trusted I/O

While SEV encrypts guest memory and protects CPU state, it does not by default
protect data once it leaves the memory subsystem.. In traditional SEV deploy-
ments, data written to or read from devices—such as storage drives or network in-
terfaces—passes through shared system buses and DMA-capable devices in plain-
text. This exposes a blind spot in SEV’s isolation model: I/O channels remain un-
der hypervisor control and may be monitored or tampered with. To address this,
AMD introduced SEV-TIO (Trusted I/0), an architectural extension that encrypts
and authenticates I/O traffic at the hardware level [119].

SEV-TIO builds on the PCle Integrity and Data Encryption (IDE) protocol,
which enables secure, end-to-end encrypted communication between the CPU’s
root complex and compliant devices. This channel is established using keys pro-
visioned by the SP and bound to the current VM context. As a result, data trans-
ferred over the PCle bus—whether to a network card, NVMe drive, or acceler-
ator—is both confidential and integrity-protected. Even if the hypervisor or DMA
engine attempts to intercept the transfer, the data remains encrypted and unau-
thenticated. Decryption is only possible by the designated device, which must also
support SEV-TIO and PCIe IDE [120].

From a security model perspective, SEV-TIO explicitly extends the VM’s trust
boundary to include a specific hardware device. This requires not only I/O hard-
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ware support, but also that the guest trusts the device firmware and its attestation
state. To facilitate this, the SP mediates the establishment of device-level trust us-
ing SPDM-based attestation, ensuring that only approved endpoints are included
in the encrypted I/O path [119].

In practice, SEV-TIO is not yet widely adopted. It requires platform firmware
support, compatible PCle devices, and hypervisor integration to manage I/O map-
pings and trust relationships. However, for deployments involving sensitive work-
loads, such as encrypted analytics pipelines or confidential database queries, SEV-
TIO can provide meaningful protection against threats that persist even with full
memory and CPU isolation. By eliminating plaintext exposure on the I/O path, it
closes one of the last remaining gaps in the SEV threat model.

3.5.4 Secure Storage

While AMD SEV does not implement a dedicated secure storage subsystem, it
supports encrypted persistence of VM state, such as disk images, memory snap-
shots, and cryptographic secrets, through its memory encryption and attestation
mechanisms.

Secrets can be provisioned into a VM only after successful attestation. Typ-
ically, they are encrypted to a key derived from a Diffie-Hellman exchange with
the SB and released only if the VM’s measurement and policy match expected val-
ues [111]. This enables sealed storage: encrypted secrets can survive reboots or
migration, but are only accessible within the correct VM configuration.

SEV-SNP strengthens this model by adding memory integrity enforcement. En-
cryption keys remain within the SB and the RMP ensures that pages restored from
snapshot are correctly bound to the originating VM [115]. This enables confiden-
tial snapshotting and suspend/resume without exposing memory contents to the
hypervisor.

Still, secure snapshotting is not foolproof. Rollback and aliasing attacks remain
possible without additional protections such as monotonic counters or trusted
metadata. Formal analyses highlight these residual risks and stress the need for
careful snapshot handling and migration policy enforcement [116].

When used correctly, SEV enables encrypted backups and VM mobility without
relying on guest cooperation or exposing secrets to the host. The security of such
storage, however, ultimately hinges on trust in the SP’s enforcement logic and
firmware integrity.

3.6 Analysis of Attacks on TEEs

TEEs are often presented as offering strong security guarantees even in the pres-
ence of a compromised operating system or hypervisor. However, over the past
decade, a wide range of attacks have demonstrated that these guarantees can
be undermined through microarchitectural, physical, or software-based vulner-
abilities. Some of these weaknesses can be addressed with software patches or
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microcode updates, but many arise from fundamental hardware design choices
that are impractical or impossible to change after manufacturing.

Although attacks could have been presented alongside each individual TEE,
they are consolidated into this section because many exploit shared underlying
principles—such as cache side channels or transient execution, which transcend
specific TEE implementations. Covering every known attack is infeasible, as new
variants and refinements are published frequently, and small modifications can
significantly affect applicability across different hardware revisions. As noted by
Weiser et al., “it is increasingly difficult to track the applicability of various attack
techniques across the SGX design landscape” [121], reflecting both the pace of
attack evolution and the complexity introduced by frequent hardware updates.
For more comprehensive reviews, readers are referred to surveys such as [70,
121].

A particular emphasis is placed on cache side channels in this section. This is
not only because they directly threaten confidentiality, but also because they form
the foundation of many other attack techniques, including transient execution
attacks like Spectre, Meltdown, and their variants. Cache-based side channels can
be leveraged as a building block in attacks leaking secrets, even in the absence of
software bugs [121], underscoring their central role in TEE exploitation.

Analyzing these attacks is important for two reasons. First, it demonstrates
that TEEs do not offer absolute security and that their trust boundaries can be
circumvented, which is critical when designing privacy-preserving protocols that
rely on enclaves. Second, it highlights that confidentiality guarantees provided by
TEEs must always be contextualized within evolving microarchitectural threats,
emphasizing the need for defense-in-depth and careful protocol design. Many of
the attacks covered affect multiple TEE platform, as is often the case [70].

This section provides an intuition for where and how things can go wrong,
focusing on representative attacks rather than exhaustive coverage. Categories
of attacks are introduced to facilitate a clearer, comparative understanding of the
threats that remain relevant for practical deployments of TEEs in privacy-sensitive
applications.

3.6.1 Side-Channel Attacks

Side-channel attacks exploit indirect information leakage through effects like tim-
ing, power consumption, or shared hardware state, enabling attackers to infer
secrets without violating explicit architectural protections. In a more traditional
sense, they can be thought of as information disclosure attacks, but are distinct
in that information is not observed directly. While these leakages do not directly
expose data architecturally, they often allow recovery of secrets with partial ac-
curacy, some error, or more generally a success probability p < 1. In the context of
TEE, side channels are particularly insidious: they undermine the confidentiality
guarantees that enclaves or secure VMs are meant to provide, even in adversary-
controlled systems. A prominent example is the class of controlled-channel at-
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tacks [122], where an untrusted operating system leverages page faults to infer
enclave memory access patterns at page granularity.

A key driver of progress in researching these attacks has been the development
of powerful single-stepping frameworks and techniques that enable instruction-
level control over TEEs. Early work [123] showed how a malicious operating sys-
tem could use timer interrupts and cache probes to extract secrets from SGX en-
claves with high spatial and temporal resolution—without access to hardware
debug features. This inspired more systematic tools such as SGX-Step [124, 125],
SEV-Step [126], and TDXdown [127], which generalize such stepping attacks into
reusable frameworks. These tools have enabled systematic exploration of microar-
chitectural leakages and the creation of granular exploits, including attacks cap-
able of recovering cryptographic keys or precise control flow information. As TDX-
down recently demonstrated [127], even new TEEs like Intel TDX that implement
countermeasures remain susceptible to such fine-grained interrupt-driven attacks.

Understanding and building an intuition for side-channels is thus fundamental:
not only do they represent the most widely exploited class of TEE attacks to
date [70, 121], but cache side-channels in particular serve as building blocks for
many other attack vectors, including transient execution exploits such as Spectre
and Meltdown. The following sections examine representative side-channel at-
tacks, organized by the leakage method.

Cache Side-Channels

Modern processors rely on caches to reduce memory access latency by keeping fre-
quently accessed data in small, fast SRAM close to the CPU. Caches are structured
hierarchically: L1 and L2 caches are private to each core, while the Last-Level
Cache (LLC, typically L3) is shared among all cores. The inclusiveness of the LLC—
where data in L1/L2 must also reside in the LLC—means eviction from L3 removes
it from private caches as well. This property allows attackers to infer or manip-
ulate cache contents of other cores, including in virtualized environments [128].
See Figure 3.10 for a visual illustration of the cache hierarch.

While caches are essential for performance, they also inadvertently leak in-
formation. Specifically, access times differ between cache hits and misses, and
timing these differences can reveal whether a memory location was used by a
victim, leaking sensitive data. Most modern caches are set-associative, meaning
memory blocks map to specific sets within the cache (see Figure 3.11). Exploit-
ing caches this way requires understanding the caches are organized and their
cache set mapping, eviction strategies, and addressing——details which vary by
cache level. For example, L1 caches often use virtually indexed, physically tagged
addressing, while L2 and LLC are physically indexed and tagged [129].

The mapping of virtual or physical addresses to cache sets is crucial for finding
congruent addresses—memory locations mapping to the same cache set. The LLC
is further divided into slices (typically matching the number of cores), and a hash
function involving physical address bits determines which slice a cache line is



44 Starckjohann: TEEs for Privacy-Preserving Statistics

Core 0 Core 1 Core 2 Core 3
L1-D L1-1 L1-D L1-1 L1-D L1-1 L1-D L1-1
(e J [ e ][ e ][ e |
[ I I Ring Bus ‘ l j
[ I [ [
Slice 0 Slice 1 Slice 2 Slice 3
'''''' e

Figure 3.10: Example cache hierarchy of a generic Intel-based 4-core processor.
Each core has private L1 instruction, L1 data, and L2 caches. All cores are con-
nected via a ring bus to a shared unified LLC, implemented as slices distributed
across the die. All slices are shared and accessible by all cores.

mapped to [130].

Cache side-channels have constituted a significant threat since their emer-
gence in 2005 [131], evolving in practicality and sophistication over time. Rep-
resentative cache attack techniques include:

The Evict+Time [ 132] method measures the execution time of a victim’s com-
putation immediately after the attacker has evicted specific cache sets. A no-
ticeable slowdown suggests the victim accessed those locations. While coarse-
grained and susceptible to noise, it can detect victim usage at cache-set granular-
ity and does not require shared memory. Similarly, Flush+Reload [128] flushes
shared memory lines using the CLFLUSH instruction, waits for victim execution,
then times reloads; fast reloads indicate victim access. This technique provides
instruction-level resolution but necessitates shared pages, rendering it ineffective
against enclaves lacking shared memory [133]. In scenarios where shared memory
is unavailable, Prime+Probe [134] is often preferred. The attacker fills specific
cache sets, allows the victim to run, then probes to detect evictions. This approach
functions across CPUs and VMs but requires identifying congruent addresses, of-
ten through reverse-engineering physical address mappings [130]. Automating
the discovery of cache-based leakages, Cache Template Attacks [129] involve a
profiling phase to map victim events to cache sets, followed by an exploitation
phase that monitors these sets to infer secrets.

These methods have proven devastating for TEEs. CacheZoom [133] demon-
strated that a malicious OS can interrupt enclaves with high frequency, achiev-
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Figure 3.11: 64-bit address lookup into a set-associative cache with 64 sets, 8
ways, and 64-byte lines, resulting in a 32KB cache (64x8x64=32,768 bytes), typ-
ical for an L1 data cache on x86.

ing near-instruction-level L1 monitoring and recovering AES keys from SGX en-
claves in as few as 10 measurements. Software Grand Exposure [135] extended
these attacks to non-cryptographic privacy-sensitive workloads (e.g., genome pro-
cessing), illustrating that SGX’s side-channel vulnerability affects more than just
cryptography. CacheOut [136] and SGAxe [137] advanced these techniques by
forcibly evicting victim data from caches into leaky buffers, enabling full enclave
memory extraction—including attestation keys—despite Intel’s MDS mitigations.
These showed that cache side-channels can compromise not just data confidenti-
ality but also core SGX primitives like remote attestation.

Recent works like ScatterCache [138] propose defenses like randomized in-
dexing to hinder eviction-set construction, but practical challenges and perform-
ance impacts leave caches an enduring attack vector. As of 2025, research [139]
shows that improvements in finding eviction sets keep cache attacks practical and
increasingly precise. These attacks remain a fundamental threat to TEEs, reinfor-
cing the need for defense-in-depth strategies when deploying enclaves in privacy-
critical workflows.

Cryptanalytic Side-Channels

Cryptanalytic side-channel attacks exploit vulnerabilities in cryptographic oper-
ations inside a TEE, with the goal of recovering secret keys, nonces, or plain-
texts. Unlike generic cache attacks, these target properties of the cryptographic
algorithm itself, such as constant-time implementations or ciphertext-dependent
behaviors.

For example, CIPHERLEAKS [113] reveals a ciphertext side-channel in AMD
SEV, including SEV-ES and SEV-SNB where identical plaintexts at fixed physical
addresses always produce the same ciphertext. A malicious hypervisor can ob-
serve these ciphertext changes in encrypted register save areas (VMSA) during
VMEXITs, recovering private keys from constant-time RSA and ECDSA implement-
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ations.

ChiperSteal [140] demonstrates a related attack leaking input data of TEE-
protected neural networks by observing ciphertext patterns during inference. Sim-
ilarly, TraceAttacksSGX [141] shows that fine-grained control-flow and timing
observations can recover RSA keys from a single SGX key-generation trace, des-
pite constant-time implementations.

These attacks underscore that constant-time code alone cannot prevent side-
channels when hardware or TEE designs leak information correlated with secret-
dependent operations. Since these attacks specifically exploit cryptographic im-
plementations rather than general cache behavior, they merit separate analysis
when assessing TEE security for protocols requiring robust key confidentiality.

Power Side-Channels

Power side-channel attacks exploit correlations between a CPU’s power consump-
tion and the data or instructions it processes. While traditional attacks relied on
physical oscilloscopes, modern CPUs expose interfaces like Intel’s Running Av-
erage Power Limit (RAPL), effectively turning the processor into its own power
meter and enabling software-based power attacks without hardware probes.

PLATYPUS [142] showed that unprivileged processes could measure energy
consumption through RAPL, observing data-dependent variations even in SGX
enclaves. Combined with precise control of enclave execution using SGX-Step,
attackers could statistically recover cryptographic keys, control flow details, and
kernel data by correlating power measurements with instruction execution. This
revealed that energy consumption varies with the Hamming weight of operands,
undermining constant-time implementations.

Collide+Power [143] extended these attacks by exploiting subtle leakage
when attacker and victim data are co-located in caches or buffers. By varying
attacker-controlled guesses and measuring power or timing variations (e.g., caused
by frequency throttling), they performed differential power analysis to recover vic-
tim data at rates up to 4.8 bits/hour. Their work established that co-location alone
suffices to leak secrets, even without cryptographic vulnerabilities.

Recent surveys [144] highlight that adaptive power management introduces
timing variations reflecting subtle power differences, allowing attacks even if RAPL
is disabled. Privileged attackers, such as malicious kernels, can exploit these chan-
nels to compromise TEEs like SGX or SEV. Power side-channels thus represent
a fundamental threat, combining accessibility and precision sufficient to extract
secrets from protected environments.

3.6.2 Transient Execution Attacks

Transient execution attacks exploit speculative or out-of-order instructions that ex-
ecute before permission checks or branch resolutions complete, leaving microar-
chitectural traces despite being squashed architecturally. This enables attackers
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to leak secrets via side channels that measure timing, cache state, or execution
resource usage [145, 146].

SMT-based covert channels. Simultaneous Multithreading (SMT) allows mul-
tiple® logical cores to share the execution resources (e.g. ports and functional
units) of a single physical core. This design improves utilization, as many exe-
cution units would otherwise remain idle while waiting on the (much) slower
memory subsystem. Early research such as Covert Shotgun [147] demonstrated
that contention on shared SMT resources can be systematically explored to identify
covert communication channels. Building on this, an attacker co-located on the
same physical core as a victim can measure port contention or execution latency
to infer victim activity. PORTSMASH [148] shows how port contention can re-
veal fine-grained execution behavior, while SMoTherSpectre [ 149] demonstrates
that speculative execution amplifies SMT-based channels by leaking transient data
through shared resources. IChannels [ 150] further systematizes such attacks, high-
lighting their effectiveness even against enclaves.
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Figure 3.12: Conceptual view of SMT: two logical cores with separate architec-
tural state share execution units, enabling adversaries to observe contention and
establish covert channels.

Branch prediction attacks. Branch predictors [151, 152], including the Branch
Target Buffer (BTB) and Return Stack Buffer (RSB), speculate on control flow
to keep pipelines full. By mistraining predictors, an attacker can cause a vic-
tim to speculatively execute unauthorized memory accesses. BranchScope [153]
shows directional branch predictors can leak control-flow information. Spectre-
RSB [154] targets speculative returns by manipulating the RSB, forcing transient
execution along attacker-chosen paths. SgxSpectre highlights that these mechan-
isms can leak secrets even from SGX enclaves [155], while PowSpectre explores
attacks against power-efficient cores with shared predictors [156].

8Typically two on most modern commodity processors.
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Meltdown and Foreshadow. Unlike Spectre’s misprediction-driven paths, Melt-
down exploits deferred exception handling: the CPU may speculatively fetch data
before a permission check completes. This data influences microarchitectural state,
e.g., by caching forbidden values. When an exception is raised, architectural state
is corrected, but caches still hold evidence of transiently accessed secrets [157].
Meltdown can leak data across kernel-user boundaries, violating hardware-enforced
privilege isolation.

Foreshadow (L1 Terminal Fault) extends this by exploiting transient forward-
ing of invalid page translations. Instead of causing faults on disallowed access,
the CPU forwards data from L1 caches transiently, leaking contents of SGX en-
claves or virtual machines [158, 159]. Unlike Meltdown’s linear user-kernel leak,
Foreshadow enables an attacker to target specific physical addresses, breaking
confidentiality of enclaves by bypassing page-table protections.

At this point, understanding the nuances and differences between the attacks
requires attention. Canella et al. [ 145] created a taxonomy that categorizes attacks
as either Spectre-type (based on misprediction) or Meltdown-type (based on fault
handling). Figure 3.13 illustrates this taxonomy.

Microarchitectural Data Sampling (MDS). MDS attacks exploit speculative for-
warding of stale data from CPU-internal buffers. RIDL [160] demonstrates that
speculative loads can read leftover data from the Line Fill Buffer (LFB), enabling
attackers to sample secrets left by other processes or enclaves. ZombieLoad [161]
shows how fault-induced transient execution in simultaneous threads causes cross-
domain leakage, leaking data across logical cores sharing a physical core. Fal-
lout [162] targets the Store Buffer, leaking metadata about memory accesses
and enabling reconstruction of control flows or defeating address randomization.
These attacks do not rely on addresses selected by the attacker but opportunistic-
ally sample data being processed elsewhere, making them powerful cross-domain
leaks.

CacheOut [136] builds on MDS by evicting victim data from L1-D back into the
LFB, selectively leaking secrets even with mitigations in place. It shows that buffer-
clearing instructions alone may not fully prevent transient sampling. SGAxe [137]
further extends this by leaking SGX attestation keys, forging attestation quotes,
and completely breaking trust in SGX remote attestation.

Code listing 3.1: ECDSA key recovery example from SGAxe [137]

msgHash, r, s = call _enclave()
recovered _entropy = get leaked entropy()
z = int(msgHash, 16)
for k in recovered entropy:
p = ((s*k - z) * inverse mod(r, n)) % n
if attemptSign(msgHash, p, k) == msgHash:
print("key,is:." + hex(p))

Cross-core transient attacks. CrossTalk [163] demonstrates transient leakage
across physical cores by abusing shared staging buffers used during off-core data
requests. Unlike MDS attacks limited to same-core scenarios, CrossTalk shows that
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Figure 3.13: Taxonomy of transient execution attacks, as developed by Canella et
al. [145]. The taxonomy splits attacks into Spectre-type (based on misprediction)
and Meltdown-type (based on faults or assists). An interactive version can be

found at https://transient.fail/.
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these shared buffers allow leakage even when the victim and attacker are sched-
uled on separate cores. It’s exploit against SGX shows full recovery of enclave
signing keys from a single observed signature, demonstrating a complete com-
promise of attestation security.

Emerging threats. Attacks like Load Value Injection [164] (IVI) reverse the data
flow of Meltdown: instead of reading unauthorized data transiently, the attacker
injects malicious data into victim speculative execution, influencing enclave op-
erations. More recently®, a novel attack named Branch Predictor Race Conditions
(BPRC) was disclosed by researchers at ETH Zurich [165]. It enables unprivileged
code to influence prediction for privileged code or enclaves even on CPUs with
Spectre v2 mitigations. This is a prime example of the on-going and evolving
nature of the field, and future attack vectors cannot be disregarded.

Overall, transient execution attacks demonstrate how speculative optimizations
in modern CPUs fundamentally conflict with strong security guarantees, includ-
ing those promised by TEEs like SGX. These vulnerabilities persist despite ongo-
ing microcode and OS-level mitigations, emphasizing the need for architectural
redesigns or complementary defenses when deploying trusted environments on
commodity hardware.

3.6.3 Software-Based Fault Attacks

This section focuses on fault attacks that can be triggered through software, either
by exploiting exposed interfaces like DVFS or by manipulating the memory subsys-
tem from unprivileged code. These attacks do not require invasive physical access
but instead abuse system features to induce faults in protected computations. This
category includes undervolting attacks on computation units, clock manipulation,
and disturbance-based memory corruption. Although the mechanisms vary, the
common characteristic is that the fault is initiated from software running on the
target platform.

Voltage-based Fault Injection. Dynamic Voltage and Frequency Scaling (DVFS)
allows CPUs to adjust power consumption for performance and efficiency. Voltage
fault attacks exploit the fact that undervolting can lead to timing violations in
computation units. Plundervolt [166] demonstrated that, on Intel SGX, mali-
ciously reducing core voltage can flip bits in secure enclave computations, al-
lowing attackers to recover AES keys through induced faults. VOLTpwn [167]
simialrily demonstrated undervolting as a technique to extract cryptographic keys
from SGX enclave. VoltPillager [168] later showed a physical'® version by con-
trolling voltage externally over the Serial Voltage Identification (SVID) bus, which
bypassed firmware-based protections and allowed extracting AES keys from SGX

°This attack was published during the writing of this thesis.
1%While VoltPillager requires physical access to the motherboard, it is included here for complete-
ness due to its conceptual similarity to software-based undervolting attacks.



Chapter 3: Hardware-Assisted Trusted Execution Environments 51

enclaves. On AMD SEV, One Glitch to Rule Them All [168] exploited voltage
manipulation of AMD-SP to forge attestation reports, completely compromising
SEV’s RoT and allowing attackers to fake secure measurements. Likewise, Volt-
Jockey [169] showed a practical undervolting attack against both TrustZone and
SGX, enabling controlled bit flips in cryptographic routines to compromise keys.

These attacks exploit that CPUs only check voltage integrity at the firmware/-
BIOS level or not at all during runtime; therefore, even TEEs assuming a strong
hardware RoT are vulnerable if an attacker can manipulate supply voltage or ex-
ploit firmware weaknesses. Mitigations like disabling dynamic voltage scaling or
enforcing runtime voltage integrity via hardware security modules have been pro-
posed [121].

Clock-based Fault Injection. Clock fault injection leverages the CPU’s frequency
scaling mechanisms. By manipulating clock speeds outside expected operating
parameters, attackers can cause instruction skipping or timing-related faults. CLK-
SCREW [170] demonstrated that controlling Dynamic Voltage and Frequency
Scaling on ARM-based processors can break TrustZone by forcing erroneous com-
putations or bypassing checks, enabling root-level exploits and compromising trus-
ted applications. This attack highlights the risk of relying on firmware-enforced
clock control in TEEs.

Challenges and Mitigations. Voltage and clock fault-injection attacks reveal a
key limitation in many TEEs’ assumptions: they implicitly trust the processor’s
voltage and frequency regulators. As surveyed in [70, 121], TEEs require mech-
anisms like constant voltage monitoring, hardware-based overclock/undervoltage
detection, and fail-safe mechanisms that can halt execution upon anomaly detec-
tion. Unfortunately, these mitigations either introduce substantial cost or perform-
ance penalties or require redesigns of existing CPU architectures.

DRAM Disturbance: Rowhammer

Rowhammer [171] fundamentally changed the way researchers think about memory
isolation. It demonstrated that software alone can induce hardware-level bit flips
in DRAM, thereby violating one of the most basic assumptions in system security:
that physical memory is passive and cannot be corrupted by unprivileged code. At
a high level, repeatedly accessing (or “hammering”) rows adjacent to a “victim”
row can cause charge leakage and, eventually, bit flips in that victim row. This
effect arises due to the high density and low noise margins of modern DRAM.
The emergence of vulnerable DIMMSs can be traced back to around 2012-
2013 [171], coinciding with the transition to smaller DRAM process nodes. Since
then, a wide body of research has explored not just how to trigger bit flips reliably,
but also how to exploit them across increasingly abstracted environments—from
native binaries to JavaScript sandboxes [172]. DRAM is organized into channels,
ranks, banks, and rows, with each row typically being 8 KB in size. When a row is
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accessed, it is loaded into the row buffer—a kind of internal cache. If two different
rows in the same bank are accessed in rapid succession, the repeated activation
of the row buffer can induce enough disturbance to flip bits in a nearby row.

Rowhammer attacks have evolved well beyond flipping a single bit in user-
space memory. Advanced exploitation techniques can flip bits in page tables, gain
kernel privileges, or even manipulate enclave memory. For example, SGX-Bomb [173]
showed how Rowhammer can corrupt the EPC metadata to cause enclaves to crash
or behave incorrectly. Nethammer [174] demonstrated that Rowhammer can be
triggered remotely through network traffic alone, making it a potential vector
for fault injection even in cloud-hosted enclaves. In some cases, flipping bits in
enclave-associated memory can bring down the system entirely or cause persist-
ent data corruption.

Despite mitigation attempts such as ECC, Target Row Refresh, and software-
based detection, Rowhammer continues to be a concern. As some reachers ar-
gue [172], this is not just a hardware bug—it is a fundamental shift in how we
must reason about trust boundaries in hardware design. Rowhammer’s longevity
as a research topic speaks to its continued relevance, both as a practical threat
and as a mechanism for inducing controlled faults, including in TEEs [175].

3.6.4 Architectural Design Flaws

Architectural design flaws in TEEs arise when the system’s trust model or runtime
does not adequately account for the capabilities of an untrusted OS or hypervisor.
A recurring theme is the insecure handling of external events—whether inter-
rupts, exceptions, or signals—delivered by a potentially malicious management
layer. Because enclaves and confidential VMs rely on the OS or hypervisor to de-
liver these events, they implicitly trust the timing, frequency, and correctness of
notifications.

A key example of this class is the family of attacks exploiting malicious notific-
ation injection. SmashEx [176] exposed how Intel SGX’s asynchronous exception
handling can break enclave state consistency. In SGX, when an enclave receives
an interrupt, it performs an AEX and resumes execution via ERESUME. If the OS or
hypervisor carefully times exceptions, it can cause an enclave to re-enter at unin-
tended points, reusing stale register or memory state. Attackers can combine these
forced re-entries with code-reuse (ROP) or speculative gadgets to extract secrets
without needing memory safety vulnerabilities. AsyncShock [177] extended this
by identifying bugs in synchronization between enclave exits and resumes, show-
ing that malicious AEX delivery can cause invariant violations in SGX runtimes,
potentially leading to memory corruption or unintended enclave control flow.

Virtualization-based TEEs face similar pitfalls. HECKLER [178] showed that
even though a hypervisor cannot decrypt a Confidential VM’s memory, it can ma-
nipulate virtual interrupts to control the VM’s execution path. By monitoring page-
level execution (using page faults as a primitive) and strategically injecting inter-
rupts, the attacker can induce the guest to misinterpret control flow, bypass au-
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thentication steps, or execute attacker-chosen instruction sequences. This enables
high-impact attacks like bypassing OpenSSH or sudo authentication inside Confid-
ential VMs. WeSee [117] demonstrated a parallel in AMD SEV-SNB targeting the
#VC exception mechanism designed for secure communication between VM and
hypervisor. By crafting #VC messages with malicious exit reasons, a hypervisor
can trick the guest OS into revealing secrets or altering critical kernel structures,
exploiting the lack of strict semantic validation in #VC handlers. Sigy [179] re-
vealed that similar notification abuse is possible even in SGX, where the OS can
legally deliver POSIX signals (e.g., SIGFPE) to enclave threads. By injecting sig-
nals at precise execution points, attackers can force enclaves to handle them under
attacker-chosen conditions, corrupting enclave state or causing the enclave to ex-
ecute code paths exposing secrets.

Another group of attacks arises from incorrect assumptions about runtime
and ABI setup in enclave or TEE environments, leading to vulnerabilities even
without classic memory bugs. COPYCAT [180] highlighted that SGX’s page-fault-
based controlled-channel attacks can be amplified when the OS combines them
with precise single-stepping via frequent interrupts. By counting the number of
instructions between page accesses, an attacker can reconstruct enclave control
flow at instruction granularity, even when cryptographic code uses constant-time
techniques—effectively creating a single-trace side channel powerful enough to
extract keys.

Faulty Point Unit (FPU) [181, 182] attacks revealed a subtle but dangerous
class of vulnerabilities in SGX runtimes and other TEEs. Many runtime libraries fail
to properly initialize x87 FPU, SSE, or AVX control registers upon enclave entry,
leaving them under OS control. A malicious OS can poison these registers before
entering the enclave, modifying floating-point behavior by changing precision,
rounding modes, or unmasking exceptions. This allows attackers to induce compu-
tation errors or convert floating-point exceptions into precise, attacker-controlled
fault channels—subverting enclave confidentiality and integrity without needing
to break memory safety or cryptographic primitives.

A final example of an architectural design vulnerability is £PIC Leak [183],
which shows how hardware register design can directly compromise enclave con-
fidentiality. On Intel CPUs affected by £PIC Leak, reserved offsets in the Local
APIC MMIO range return stale data from the CPU’s internal buffers instead of
triggering faults or returning zeroed values. A privileged attacker running with
OS-level control can read these reserved registers to retrieve architecturally ex-
posed data, including sensitive information from SGX enclaves such as AES, RSA,
or even attestation keys. This attack is reminiscent of some of the examples dis-
cussed in Section 3.6.2, does not rely on speculative execution or timing side chan-
nels, but instead uses architecturally defined register reads to access stale microar-
chitectural state. £PIC Leak demonstrates that improper initialization or handling
of architectural registers can allow direct, reliable extraction of enclave secrets,
undermining TEE security even when external event handling and runtime pro-
tections are implemented correctly.
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Together, these attacks show that architectural design flaws often stem not
only from misplaced trust in the OS or hypervisor, which can control key events
or architectural state transitions, but also from hardware-level issues such as in-
correct register initialization. Even when enclaves or confidential VMs maintain
strict memory isolation, assumptions about secure external event delivery, proper
runtime re-entry handling, or correct architectural register behavior can under-
mine security guarantees. Careful design and verification of both TEE runtimes
and hardware implementations is necessary to ensure isolation and confidential-

ity.

3.6.5 Physical Attacks

Physical attacks on TEEs exploit the opportunity for an adversary with hands-on
access to the hardware, such as a rogue or coerced data center employee, to bypass
software-based protections. These attacks differ from software or logical exploits
in that they require direct manipulation or observation of hardware components.
It is also worth noting some attacks, for instance VoltPillager [168] described in
Section 3.6.3, sit in a grey area between purely software-based fault injection and
fully physical attacks.

The Off-Chip Attack via the memory bus, known as MEMBUSTER [184], demon-
strates that by attaching a physical interposer device to a server’'s DRAM DIMM
slot, an attacker can passively observe signals on the memory bus. Even when
memory encryption is in place, metadata like memory addresses often remain un-
encrypted for performance reasons. By capturing these address lines, the attacker
can reconstruct precise memory access patterns of an enclave or confidential VM.
This level of visibility reveals secret-dependent data flows or control decisions,
leaking information without needing to tamper with software or inject faults.

In BadRAM [185], researchers show that by repeatedly activating specific
DRAM rows, an attacker can induce bit flips in adjacent rows, a phenomenon
called rowhammer. By carefully selecting target rows and crafting memory lay-
outs, they can cause bit flips in enclave page tables or critical data structures. This
corrupts pointers inside the enclave, which may result in arbitrary memory reads
or writes within the protected address space, ultimately allowing attackers to leak
or modify enclave secrets. Although rowhammer can be triggered by software,
reliably achieving target bit flips often benefits from physical techniques such as
manipulating temperature or clocking conditions to increase DRAM susceptibility.

These attacks highlight that physical access to servers hosting TEEs opens a
powerful attack vector, allowing adversaries to bypass logical protections by ex-
ploiting the electrical or structural properties of hardware itself. Even in cloud en-
vironments where TEEs are used to protect data from malicious system software,
the underlying hardware must be physically secured to maintain meaningful con-
fidentiality guarantees.
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Methodology

In this chapter, we detail the systematic methodological approach undertaken to
address the research objectives. We outline the process for conducting the com-
prehensive literature review that forms the foundational knowledge. Furthermore,
we precisely define the scope of the research, elaborate on the methodology em-
ployed for designing the architecture and protocol, and critically assess the inher-
ent limitations of the chosen approach.

4.1 Literature Review

The literature review established a foundation for the thesis by synthesizing cur-
rent knowledge on TEEs, PETs, and secure system design. We adopted a systematic
approach inspired by recognized best practices in computing research [186, 187],
starting with a clearly defined scope focused on the feasibility of using TEEs for
privacy-preserving record linkage in cloud environments.

As a starting point, I leveraged foundational knowledge gained through course-
work in System Security and Hardware Security during an exchange at ETH Zurich.
These materials provided both theoretical grounding and practical entry points
into ongoing research discussions, which helped guide and focus the review pro-
cess.

Academic databases including IEEE Xplore, ACM Digital Library, ScienceDir-
ect, and arXiv were searched to capture peer-reviewed publications and high-
quality preprints. Repositories such as the UN PET Lab and the Confidential Com-
puting Consortium were consulted for practitioner perspectives and recent white-
papers. Keywords used in various combinations included: “trusted execution en-
vironment”, “TEE”, “Intel SGX”, “AMD SEV”, “confidential computing”, “privacy-
enhancing technologies”, and “record linkage”. Priority was given to papers from
recent top-tier conferences such as USENIX Security, IEEE S&B and NDSS, given
the fast-paced development of TEEs.

Titles and abstracts were screened first to exclude irrelevant works. Full texts
were then reviewed to assess relevance to the research questions, with a focus
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on papers addressing practical deployment, privacy-preserving system architec-
tures, and protocols combining TEEs with statistical analysis. Grey literature was
included selectively when it offered insights not yet present in formal publica-
tions, such as vendor developer guides or consortium specifications. To mitigate
potential vendor bias, claims in hardware documentation were cross-checked with
independent academic analyses or security evaluations whenever possible.

The synthesis process identified recurring themes such as TEE threat mod-
els, attestation workflows, side-channel vulnerabilities, and integration strategies
with privacy-preserving protocols. Foundational works, such as Schneider et al.’s
Systemization of Knowledge on TEEs [16], helped clarify key architectural prop-
erties. Information from multiple sources was correlated to build a coherent un-
derstanding of platform features, limitations, and security considerations.

4.2 Scope

We limit the detailed investigation to commercially available x86-based TEEs, spe-
cifically Intel SGX and AMD SEV, as these are supported by major cloud providers
and are the most realistic options deployments today. Although other TEEs' are
briefly described, they were not analyzed in depth. Including them would have
significantly expanded the scope without contributing proportionally to our focus
on practical, near-term deployment scenarios.

On the statistical side, the analysis is centered on record linkage, a task where
privacy concerns are well-established. Limiting the investigation to this domain
allows for a focused, technically detailed discussion of how TEESs can enable input
privacy for a concrete, high-risk operation in official statistics, without diluting
attention across unrelated statistical techniques.

These scope decisions were made to balance relevance, technical depth, and
feasibility, ensuring the thesis could offer actionable insights into real-world use
cases while staying grounded in current commercial technology.

4.3 Protocol Design Methodology

For the protocol design methodology we combined iterative reasoning with prac-
tical guidance from real-world systems and vendor documentation. While formal
threat modeling frameworks like STRIDE or Dolev-Yao were not applied exhaust-
ively, we conceptually considered common attack vectors identified in TEE re-
search such as spoofing of enclaves, data tampering in transit, and side-channel
risks, and sought to minimize the TCB by simplifying enclave responsibilities.
Our design approach was grounded in the UK National Cyber Security Centre’s
(NCSC) protocol design principles [188], which emphasize focusing on the use
case, keeping the design as simple as possible, and accounting for the broader
ecosystem. Starting from a high-level outline, we iteratively refined a protocol

1Open-source academic TEEs are mentioned in ).
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where multiple independent data owners contribute inputs to a TEE-hosted com-
putation that aggregates data securely without exposing individual records.

Throughout the design process, we consulted practical examples from enclave-
based systems such as VC3 [189]. These provided valuable lessons on secure pro-
visioning, remote attestation, and efficient data handling inside enclaves. Vendor
developer guides, such as the Intel SGX Developer Reference, were used to align
protocol steps with platform-specific constraints and attestation flows. These prac-
tical references helped ensure the protocol design remained grounded in real-
world capabilities.

4.4 Limitations of Methodology

This methodology is inherently theoretical. No prototype implementation was cre-
ated or empirically validated. As such, performance characteristics, usability chal-
lenges, and integration complexities remain untested, leaving potential gaps in
practical feasibility. While the design decisions were informed by vendor docu-
mentation, academic literature, and existing implementations, they have not been
subjected to formal security proofs or adversarial testing, leaving room for undis-
covered vulnerabilities.

Additionally, TEEs continue to evolve rapidly, and incomplete or proprietary
documentation particularly on aspects like microcode-level protections or attest-
ation ecosystem details, introduces uncertainty. Assumptions made in the pro-
tocol design may be invalidated by future hardware updates or newly discovered
vulnerabilities. Therefore a (brief) reassessment should be conducted before any
real-world deployment.

Finally, organizational and legal considerations, such as establishing trust agree-
ments among NSOs or ensuring compliance with data protection regulations, were
outside the scope of this methodology. These socio-technical factors can be decis-
ive in practice, but were not addressed here.

Overall, while the methodology combines systematic literature synthesis with
iterative design grounded in practical realities, it should be understood as a con-
ceptual foundation for future work, requiring empirical validation and potential
adjustments before operational use.






Chapter 5
Feasibility Analysis

In this chapter, we evaluate whether it is technically feasible to build trusted sys-
tems for multi-party statistical computation using TEEs today, with a focus on Intel
SGX. We examine current confidential computing offerings from major cloud pro-
viders, explore real-world deployments, and analyze enclave development com-
plexities. Our analysis highlights opportunities and challenges, providing essential
insights to guide the system design in later chapters. While grounded in technical
realities, we also consider organizational perspectives relevant to NSOs.

5.1 Confidential Computing Cloud Solution Providers

Leading Cloud Service Providers (CSPs) have integrated confidential computing
capabilities into their platforms using TEEs such as Intel SGX, AMD SEV, or Intel
TDX. Although all major CSPs claim to support confidential workloads, the depth
of their services varies. This section compares Microsoft Azure, Google Cloud Plat-
form (GCP), and Amazon Web Services (AWS) as of mid-2025, emphasizing prac-
tical TEE support, developer tooling, and attestation services. These details reflect
offerings as of mid-2025 and may change as providers update their services.

Microsoft Azure

Microsoft has been a key proponent of confidential computing, coining the term
and helping found'® the Confidential Computing Consortium (CCC). It maintains
the Open Enclave SDK 2, an open-source abstraction layer for developing applic-
ations across multiple TEEs including Intel SGX and ARM TrustZone, facilitating
portable enclave code [190]. Azure also provides Azure Attestation, a managed
service for attesting SGX enclaves, TPMs, and virtualized environments, allowing
developers to define attestation policies via claims and evidence [191].

! Intel, Google and Microsoft are among the founding premier members of the Confidential
Computing Consortium: https://confidentialcomputing.io/about/members/.
2https://openenclave.io/sdk
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Azure offers DCsv2- and DCsv3-series VMs, which support SGXv1 and SGXv2
respectively. The DCsv3-series supports enclaves up to 256 GB, addressing pre-
vious scalability limitations. Although these VMs are not currently available in
Norwegian data centers, they are offered in nearby regions like North and West
Europe. Azure also provides preconfigured confidential VM images, as well as
managed services such as the Confidential Consortium Framework [192], sup-
porting decentralized applications with verifiable execution inside enclaves.

Overall, Azure provides the most comprehensive confidential computing en-
vironment among major CSPs, with mature tooling and flexible enclave support
suitable for general-purpose secure computation.

Google Cloud Platform

GCB also a founding premier member of CCC, partners with Intel and AMD to
offer confidential VMs built on TDX and SEV-SNP [193, 194]. These VMs allow
users to secure existing applications without modification, but they do not expose
developer-level enclave APIs comparable to SGX. GCP’s SGX SDK, Asylo®, appears
unmaintained, with its last commit over three years ago at the time of writing.
Google’s recent resources, such as talks at industry conferences and blog posts,
focus exclusively on confidential VMs*, without any mention of SGX.

Although GCP’s Confidential VMs are broadly available and easy to deploy, the
lack of maintained SDKs or enclave-level APIs could render them less suitable for
use cases requiring secure multiparty computation or detailed trust models.

Amazon Web Services

AWS does not offer hardware-based TEEs such as Intel SGX, AMD SEV-SNE or
Intel TDX [195, 196]. Instead, it provides Nitro Enclaves, which use AWS Ni-
tro’s dedicated hardware and lightweight hypervisor to enforce isolation. Nitro
Enclaves do not include microarchitectural protections or CPU-enforced memory
encryption; rather, they rely on virtualization boundaries enforced by the Nitro
Hypervisor. Attestation is supported through the Nitro Hypervisor, which provides
signed enclave measurements for verification. AWS also offers SDKs® in C and
Rust, enabling vsock communication and attestation integration with AWS ser-
vices.

Nitro Enclaves are best suited to narrowly scoped tasks like secure key man-
agement or payment processing, but lack the fine-grained enclave APIs and mi-
croarchitectural protections required for general-purpose secure computation or
privacy-preserving analytics.

3https://github.com/google/asylo

“See, e.g., “How Google and Intel make Confidential Computing more secure” https://cloud.
google.com/blog/products/identity-security/rsa-google-intel-confidential-computing
-more-secure

Shttps://github.com/aws/aws-nitro-enclaves-sdk-c
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5.2 Existing Use-Cases and Implementations

TEEs have evolved from academic prototypes into production-ready technologies,
with real-world deployments demonstrating their feasibility for privacy-preserving
computation in sensitive domains like health, finance, and official statistics. This
section highlights representative examples (not an exhaustive list) illustrating
how TEEs are already securing collaborative analytics in practice.

Initial feasibility was established by academic systems such as VC3 [189],
which demonstrated secure MapReduce jobs inside SGX enclaves, and Panoply [197],
which reduced the TCB required for running unmodified Linux binaries. While
these prototypes laid important groundwork, the examples below focus on real-
world deployments processing sensitive data outside lab environments.

Intel lists numerous partners® using SGX for confidential data collaboration.
For example, Aggregion built a platform enabling retailers like Magnit to jointly
analyze customer data while keeping each party’s input isolated inside SGX en-
claves on Azure [198]. Microsoft highlighted this deployment as a practical case
of privacy-preserving data sharing across organizations.

Commercial platforms such as Decentriq and BeeKeeperAl (both Intel part-
ners) extend these capabilities. Decentriq’s “data clean rooms” leverage enclaves
for joint analytics in healthcare and finance, including biomedical Al projects
under the EU-funded SEARCH initiative [199], though detailed technical docu-
mentation is not publicly available due to non-disclosure agreement restrictions.
BeeKeeperAl, developed at UCSF’s Center for Digital Health Innovation with Mi-
crosoft and Intel, allows hospitals and algorithm developers to train Al models on
sensitive patient data in SGX enclaves without revealing raw records or propriet-
ary algorithms [200], implementing a “Zero Trust” approach to meet healthcare
privacy requirements.

In the public sector, governments and international agencies have piloted TEE-
based statistical pipelines to address privacy and legal constraints in cross-organizational
data use. Several case studies curated by the UN Statistics Division [201] demon-
strate the use of SGX-backed infrastructure in operational settings. For instance,
the Ministry of Tourism in Indonesia securely combined telecom data from two
mobile network operators to produce roaming statistics without exposing raw sub-
scriber records. In Europe, Eurostat employed TEEs to process longitudinal mo-
bile network operator data while maintaining legal confidentiality, and in another
case, the UN PET Lab facilitated cross-border analysis of international trade data,
contributed by several national statistics offices [201]. These pilots collectively il-
lustrate the feasibility of enclave-based computation in statistical workflows that
span organizational and jurisdictional boundaries.

Additionally, the Royal Society’s 2023 policy report [202] highlighted efforts
by the UK Office for National Statistics to explore TEEs for secure collaboration
across government agencies. Together, these examples show TEEs solving real-

6h1:tps ://www.intel.com/content/www/us/en/architecture-and-technology/sgx-product
-offerings.html
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world privacy and trust challenges in statistical analysis and secure data sharing.
While proprietary implementations often limit external scrutiny, their existence
confirms that enclave-backed computation is technically and commercially feas-
ible today for trusted statistical systems.

5.3 Development and Implementation

In this section we analyze the practical development options for Intel SGX on
Linux, highlighting the challenges developers face when building secure enclave
applications today. It draws on the May 2025 versions of the SGX Developer Guide [203],
SGX Developer Reference [204], and Volume 3D: System Programming Guide of the
Intel SDM [205].

We compares two main development approaches: partitioning-based enclave
design, where developers manually separate trusted and untrusted code, and lib-
rary OS solutions that enable running legacy applications with minimal modific-
ation. These models shape the trade-offs between TCB size, attack surface, and
engineering effort. Following that, we describe key aspects of the development
process and

5.3.1 Development Models

Intel SGX enclaves offer strong hardware-based isolation, but leveraging these
protections requires significant architectural decisions. Two primary approaches
exist: partitioning-based development and Library OS (LibOS) solutions. Table 5.1
compares the main characteristics of these models.

Table 5.1: Comparison of partitioning and library OS development models

Characteristic Partitioning Model Library OS Model

Effort High manual engineering Lower effort; legacy
effort; source access needed binaries often reused

TCB Size Small Large (LibOS + runtime)
(developer-controlled)

Security Smaller TCB but larger host Reduced host interface but
interface larger enclave TCB

Tools Intel SGX SDK, Gramine-SGX, Occlum,
OpenEnclave, Rust SGX SCONE
SDK

Typical Use Security-critical modules Unmodified legacy

applications
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Figure 5.1: SGX development spectrum. Left: minimal shielding runtimes with
small TCBs but large untrusted interfaces. Right: LibOS-based runtimes embed
OS features inside the enclave, reducing external interface size at the cost of a
larger TCB. Further details appear in Section 7.2.1.

A runtime provides essential support for executing a compiled program. For
instance, in a typical C program on Linux, execution begins at the linker-
defined entry point _ start. Thiscalls libc_start main, responsible for
initializing arguments, environment, and system libraries. Only then does
control pass to the programmer-defined main function.

Shielding runtimes and the partitioning-to-LibOS spectrum. As shown in
Figure 5.1, all SGX applications rely on shielding runtimes to manage secure trans-
itions, sanitize inputs, and bridge API/ABI differences between untrusted hosts
and trusted enclaves. Minimal runtimes (e.g., Intel SGX SDK, Open Enclave SDK)
require explicit ECALL/OCALL definitions, resulting in a larger attack surface.
LibOS solutions (e.g., Gramine [206], SCONE [83], Haven [75]) embed richer
OS abstractions inside the enclave, which reduces the untrusted interface but sig-
nificantly increases the TCB. These trade-offs fundamentally shape complexity,
security, and feasibility.

Approach 1: Partitioning-based development. Manual partitioning remains
the recommended SGX paradigm [203], isolating only security-critical code in
the enclave for a minimal TCB. Developers define ECALLs, OCALLs, and man-
age enclave memory and thread structures. Shielding runtimes inside the enclave
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handle marshaling and ABI boundaries, but developers must still identify and sep-
arate sensitive logic—a process requiring deep understanding of the application.

Tools like the Intel SGX SDK and OpenEnclave SDK support this model by
generating glue code through Edger8r, which parses Enclave Definition Language
(EDL) files. However, partitioning requires substantial rewriting or refactoring.
Compiler frameworks enable semi-automatic partitioning using annotations and
static analysis [207], though these tools depend on correct identification of sensit-
ive components and may not capture complex runtime behaviors. Other toolkits,
like OpenEnclave’ and the Rust SGX SDK [208], provide safer abstractions for
partitioned applications but still require manual intervention for security-critical
parts. Automatic annotation-driven efforts [207] show promise but remain re-
search prototypes. Overall, partitioning best suits cases where only a small portion
of the logic demands confidentiality [209].

Approach 2: Legacy software via LibOS. LibOS solutions like Gramine-SGX [206],
Occlum [210], SCONE [211], and Haven [75] enable unmodified binaries to run
inside SGX enclaves by replicating OS functionality. These frameworks expose
familiar APIs (e.g., POSIX, Win32), treating enclaves like lightweight virtual ma-
chines.

LibOS projects differ in balancing TCB size against untrusted interface com-
plexity [212]. For example, SCONE [211] and Panoply [197] minimize TCB by
passing most syscalls to the untrusted OS with sanity checks, increasing host in-
terface complexity. In contrast, Haven and Graphene embed more abstractions
inside the enclave to reduce host interactions, which lowers attack surface at the
cost of a larger TCB. This trade-off is visualized in Figure 5.1.

Despite enabling legacy workloads, LibOSes introduce challenges: compatibil-
ity with dynamic linking, multithreading, and risk of side-channel leakage through
I/O patterns. Secure attestation is also critical, as simulating enclave interfaces
could mislead data providers. Intel lists Gramine and Occlum among supported
environments®, but SGX-based LibOSes still require enclave-aware adaptations,
unlike AMD SEV, which runs full VMs without modification [209].

5.3.2 Complexity and Developer Burden

Developing secure applications with SGX remains complex even for experienced
engineers. Official documentation includes the 52-page SGX Developer Guide [203],
the 484-page SGX Developer Reference [204], and the 286-page Volume 3D: Sys-
tem Programming Guide, Part 4 [205], which underscores the sophistication re-
quired to implement enclaves correctly. Developers must manage enclave layout,
metadata, sealing policies, debug restrictions, and resilience to hardware events

"https ://github.com/openenclave/openenclave
8https://www.intel.com/content/www/us/en/developer/tools/software-guard-extensi
ons/get-started.html
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such as power loss. Binaries must be statically linked to produce signed enclave
images, as dynamic linking typically prevents proper measurement and signing.

The SGX programming model challenges conventional software assumptions:
enclaves cannot trust inputs, cannot directly invoke system calls, and must handle
interrupts and rollbacks gracefully. In SGX1, enclave memory regions must be fully
defined at creation with ECREATE , EADD ,and EEXTEND , with the enclave meas-
urement finalized via EINIT [205]. SGX2 improves flexibility by adding instruc-
tions like EAUG and EMODT for dynamic memory expansion, but developers still
bear full responsibility for validating buffers, managing alignment, and securely
marshaling data across ECALL and OCALL interfaces [203].

Interrupts during enclave execution trigger an AEX, which saves the CPU state
in the SSA associated with the TCS and returns control to the untrusted host. Exe-
cution resumes with ERESUME , which restores enclave state from the SSA [205].
Although abstracted by the SDK, developers must account for these transitions to
ensure robust recovery and to prevent sensitive state from leaking.

Instruction Constraints. Enclave code must avoid using certain hardware in-
structions that are disallowed inside SGX to maintain strict user-mode isolation.
These illegal instructions, summarized in Table 5.2, include privileged operations,
VM-exiting instructions, and direct I/O. Encountering any of these causes a #UD
fault, and porting existing code often requires auditing or rewriting routines that
rely on them [205, §37.6].

Table 5.2: Illegal Instructions Inside an SGX Enclave

Category Instructions

VMEXIT-sensitive CPUID, GETSEC, RDPMC, SGDT, SIDT, SLDT, STR, VMCALL, VM-
FUNC

I/O operations IN, INS(B/W/D), OUT, OUTS(B/W/D)

Privilege-level Far call/jump/ret, INT, IRET, SYSCALL, SYSENTER, seg-

changes ment register changes: LDS, MOV to DS/ES/SS/FS/GS,
POP DS/ES/SS/FS/GS

Source: [205, §37.6]

Taken together, these constraints make it clear that implementing secure and
efficient SGX applications demands significant engineering effort, specialized know-
ledge, and ongoing maintenance as hardware and SDKs evolve.

5.3.3 Adaptation Overhead

Integrating existing software into SGX enclaves is rarely straightforward. Applic-
ations must be modular enough to separate security-critical logic from compon-
ents relying on frequent I/O or system calls, which cannot run directly inside the
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enclave. Programs that depend on shared memory, dynamic code generation, or
extensive OS services typically require extensive redesign to comply with SGX’s
strict isolation constraints.

Redirecting I/O operations through OCALLs demands enclave-safe wrappers
that sanitize data exchanged with the untrusted environment, adding both com-
plexity and performance overhead. Language runtimes such as Python and Go
further complicate integration by introducing features like garbage collection and
just-in-time compilation, which require enclave-specific adaptations to manage
memory safety and control execution flow [208]. Even in traditionally low-level
languages like C or Rust, developers often need to construct custom bindings or
carefully audit third-party libraries to ensure safe operation inside enclaves.

In SGX1, buffer marshaling must be fully defined at enclave creation using
EDL files and enclave-aware allocators with strict alignment guarantees. Although
SGX2 introduced instructions like EAUG and EMODT to enable dynamic memory
expansion and permission changes [205, §39.2], these improvements still place
responsibility on developers to manage buffer boundaries, alignment, and the ex-
posure of enclave memory to untrusted code.

Taken together, these requirements mean adapting legacy or complex applic-
ations for SGX is rarely trivial; rather, it demands careful architectural planning,
thorough knowledge of the enclave programming model, and ongoing mainten-
ance as platform constraints evolve. As discussed in the following sections, these
burdens also contribute to vendor dependence, since many of the required com-
ponents and certifications are controlled by Intel.

5.3.4 Enclave Distribution and Versioning

Maintaining secure deployments over time requires mechanisms to ensure con-
tinuity across enclave updates. SGX achieves this through its identity system based
on the MRSIGNER value: enclaves signed with the same key derive consistent seal-
ing and attestation keys, enabling new versions of an enclave binary to access
data sealed by earlier versions. This design allows updates and security patches
without disrupting access to previously provisioned secrets.

Combined with the Security Version Number (SVN), this mechanism provides
basic rollback prevention: newer enclaves (with identical MRSIGNER and equal or
higher SVN) can read sealed data from older versions, while older enclaves can-
not decrypt data created by newer, higher-SVN enclaves [205, §40.8.1]. Together,
these features enable persistent secure storage, controlled updates, and flexible
deployment strategies, which are essential for maintaining long-term trusted sys-
tems.

5.3.5 Vendor Dependence and Lock-In

Despite Intel’s decision to open-source significant portions of the SGX SDK, critical
components of the SGX ecosystem remain proprietary. Architectural enclaves re-
sponsible for provisioning and quote generation, for example, are only distributed
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as closed binaries to platform vendors or trusted partners. Accessing advanced fea-
tures such as production-grade attestation or long-term key provisioning requires
integration with Intel’s backend infrastructure and strict compliance with platform
policies.

These opaque dependencies hinder independent verification of SGX’s secur-
ity guarantees, limiting transparency vital for government agencies or regulated
industries that rely on auditable trust anchors. Moreover, SGX platform support
is closely tied to specific CPU generations and firmware provisioning certificates.
If Intel discontinues support for a processor line or revokes certificates, existing
enclave deployments could become inoperable or require costly hardware replace-
ments — underscoring the risk of centralized vendor control.

Practically, SGX’s architecture enforces vendor lock-in: applications developed
using SGX’s fine-grained partitioning model are incompatible with alternative
TEEs like AMD SEV-SNP or Arm TrustZone, which differ fundamentally in isol-
ation mechanisms and memory management [209]. While cross-TEE abstraction
frameworks such as OpenEnclave aim to ease portability, practical compatibility
remains limited and highly dependent on application-specific assumptions [81].

5.3.6 Estimated Performance Overhead

We note a few performance-related considerations here, as it may affect how en-
claves are developed. The mechanisms that provide isolation also introduce meas-
urable performance overheads. For SGX, the limited EPC is a major constraint.
Studies show that once workloads exceed EPC capacity, performance can degrade
by up to two orders of magnitude due to the cost of encrypted paging [213, 214].
Although SGX2 supports larger EPC sizes (up to 512 GB per socket), real-world
deployments often configure far less (e.g., 64-128 GB), keeping paging overhead
relevant [215].

Frequent enclave transitions (ECalls/OCalls) introduce latency from context
switches, TLB flushes, and cache invalidations, with each transition costing around
7,000-8,000 CPU cycles [214]. Protected 1/O APIs like sgx_fwrite also incur
fixed overheads, making batching essential for performance.

Alternative memory models such as Elasticlave [216] propose more efficient
cross-enclave sharing to reduce copy overheads, offering throughput gains in data-
intensive workloads.

9SGX2 on newer Xeon platforms lifts some EPC constraints by using AES-XTS encryption without
Merkle-tree integrity checks, trading security for larger enclave memory capacity (128GB to 1TB
depending on the processor model [84]); see Section 7.1.3 for security implications.
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Table 5.3: Summary of SGX Development Challenges
Challenge Implication

Limited EPC size’

Manual partitioning

Insecure interface boundaries
Tooling complexity
Closed-source components
Vendor dependence

I/0 restrictions

Causes performance bottlenecks due to frequent
page faults and memory evictions

Requires significant engineering effort and access
to source code

Makes robust input validation and careful inter-
face design essential for security

Involves numerous configuration steps, ABI con-
siderations, and signing procedures

Hinders auditability and complicates deployment
in sensitive environments

Creates incompatibility with other TEEs and risks
future hardware or certificate support changes
Forces indirect communication via OCALLs,
adding both performance overhead and security
risk




Chapter 6

System Architecture and Protocol
Design

"All models are wrong, but some are useful". This well-known observation by George
Box [217] reminds us that any system architecture is an abstraction—necessarily
simplified and imperfect. Still, the goal of this chapter is to develop a model (archi-
tecture and protocol) that is useful: one that captures essential technical elements
while remaining transparent enough to support critical evaluation.

Building on the motivation outlined in Section 1.4, we describe how Intel SGX
can be used to securely perform statistical computations on data from multiple
sources in a cloud environment. While commercial solutions for secure analytics
exist (see Section 5.2), they typically operate as black boxes. Implementation de-
tails are proprietary and often subject to non-disclosure agreements, preventing
independent evaluation of their security properties.

To address this, the system architecture presented is explicitly documented
and grounded in known building blocks. At a high level, data owners (e.g., banks,
hospitals) each provision sensitive data into their dedicated enclave running within
an NSO application on cloud infrastructure, after verifying its authenticity through
remote attestation. After initial pre-processing, this data is securely handed off to
an NSO enclave for linkage. Final aggregation occurs in another NSO owned en-
clave, applying SDC before releasing results to the untrusted cloud environment.

A more detailed explanation is provided in the remaining parts of the chapter,
structured as follows:

e Section 6.1 introduces the system architecture, including design rationale,
threat model, and conceptual layering.

e Section 6.2 describes the protocol workflows that enable secure attestation,
enclave-to-enclave communication, and data provisioning.

e Section 6.3 analyzes platform considerations, trade-offs, and hardware sup-
port, motivating the choice of SGX.

69
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6.1 System Architecture

The architecture is designed around a layered, defense-in-depth security model
emphasizing isolation and compartmentalization. Sensitive data from each data
owner is provisioned into dedicated enclaves hosted within the NSO cloud envir-
onment, limiting the potential impact of a compromise. By dividing the system into
three conceptual layers—Data Ingestion, Linkage and Aggregation, and Output—
the architecture separates distinct processing responsibilities, simplifying design
analysis and reducing the TCB of each component. A more detailed walkthrough
of these layers and their interactions is presented in Section 6.1.1.

Within this design, attestation plays a critical role. Before any sensitive data
is provisioned, data owners must verify that the execution environment matches
their security expectations. Each enclave is tailored to its specific function, min-
imizing unnecessary code that could expand the attack surface. SGX offer strong
isolation guarantees in theory. However, they require careful design to avoid pit-
falls such as bloated TCBs or complex interfaces, which can introduce vulnerab-
ilities (see Section 7.2.1). Therefore, the architecture emphasizes minimal and
well-defined interfaces recognizing that while perfect security is unattainable, a
thoughtfully compartmentalized design can significantly reduce risks.

6.1.1 Architecture Overview

The system architecture is divided conceptually into three primary layers: Data
Ingestion, Linkage and Aggregation, and Output. This layered design simplifies
reasoning about the system by separating areas of concern, clarifying security
boundaries, and isolating functionality into purpose-specific enclaves.

Figure 6.1 provides a high-level view of the components and information flows
in the architecture. Only two data owners are illustrated to simplify the illustra-
tion, but architecturally more can be included, potentially adding more NSO en-
clave for linkage. Data owners provision their sensitive records into individual en-
claves hosted in the NSO’s cloud environment. Each data owner enclave processes
only its respective dataset, applying initial data cleaning and transformation steps
to prepare records for linkage while minimizing exposure of unnecessary person-
ally identifiable information (PII). By compartmentalizing these steps, the design
limits potential privacy breaches and reduces the TCB for each enclave.

Once enclaves are launched on the cloud platform, remote attestation becomes
a crucial initial step. This process allows data owners to verify that the comput-
ing environment matches expected measurements (e.g., MRENCLAVE, MRSIGNER)
and complies with security policies before releasing any sensitive data. The NSO’s
untrusted orchestration process is responsible for provisioning, launching, and
maintaining these enclaves, but is never trusted with plaintext data.

After successful attestation and data provisioning, the linkage phase identi-
fies records referring to the same entities across multiple data owners. This phase
involves comparing QIDs inside secure enclaves, which can occur in a single ag-
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gregator enclave or across multiple dedicated enclaves. By structuring linkage
processing into a separate layer, the architecture accommodates different record
linkage strategies—from simple deterministic matching to more advanced PPRL
protocols.

The final Output layer aggregates matched records and produces statistical
results. Sensitive intermediate results remain within enclaves throughout the pipeline.
The final aggregation enclave can optionally apply SDC methods, such as differ-
ential privacy or noise injection, before releasing sanitized aggregate data. This
ensures that sensitive raw records or individual-level information are never ex-
posed outside the secure processing environment.

Data Ingestion Layer Linkage and Aggregation Layer Output Layer
Cloud Service Provider
Infrastucture
Data Owner A 1. Quote NSO Process
—2. Provision data—> Enclave A
O Publicly Available
3. Linkage Statistics
NSO Linkage NSO Aggregation
Enclave 4. Aggregate Enclave 5. SbC+
Data Owner B 3. Linkage
-2. Provision data—> Enclave B
C> 1. Quote
-

Figure 6.1: High-level overview of the system architecture and components in-
volved. The division of functionality into enclaves is a design choice shaped by
trade-offs between security requirements and development complexity, and can
be adapted based on specific needs.

Although enclave development and distribution processes are not explicitly
modeled here, they are critical to the system’s trustworthiness. Decisions about
what code and third-party libraries to include in enclaves must consider TCB
growth carefully, recognizing that a bloated TCB increases the likelihood of vul-
nerabilities and complicates formal verification efforts. Literature on microkernel
and unikernel approaches highlights how minimalism and careful dependency
management can reduce TCB complexity and improve security [75, 206]. Auto-
mated tools for code analysis and continuous security assessment can assist in
maintaining a manageable and auditable TCB over the system’s lifetime.

Assuming data owners agree in advance on the schema of their datasets and
the attributes required for linkage, the architecture can employ a simplified model
where deterministic matching occurs inside a single aggregator enclave. How-
ever, if schema definitions differ between owners, or if linkage fields must remain
masked even from the NSO, more sophisticated protocols, such as MPC or PPRL
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using masked comparison techniques (e.g., Bloom filters), may be required. These
decisions reflect trade-offs between system complexity, performance, and privacy
guarantees.

6.1.2 Design Goals and Rationale

The architecture is guided by a set of design goals that reflect both the technical
challenges of operating in untrusted cloud environments and the security require-
ments of statistical analysis.

First, the system adopts a zero trust stance toward the CSP, intermediary infra-
structure, and even the orchestrating NSO process. Sensitive data must be protec-
ted from all parties except the enclave into which it is provisioned. This requires
secure remote attestation, ensuring that data is only released into environments
that meet the data owner’s integrity expectations.

Second, the system aims to enable confidential processing, allowing compu-
tations over datasets from different data owners while keeping each party’s input
confidential until aggregate results are produced. This necessitates a processing
model where data is never decrypted or exposed outside of the enclave responsible
for handling it.

To reduce attack surfaces, the architecture emphasizes a minimal TCB within
each enclave. This involves isolating responsibilities, stripping unnecessary de-
pendencies, and avoiding shared enclave logic where possible. In addition, for
auditability, trust in the behavior of each enclave is grounded in the ability to verify
its codebase against known measurements. To support this, data owners and the
NSO are expected to exchange source code and corresponding enclave measure-
ments during deployment or onboarding. This allows data owners to audit the
enclave logic ahead of time, and later verify at runtime that the enclave they are
provisioning data to matches the vetted implementation.

The layers are separated, or compartmentalized, into distinct enclaves keeping
with defensive design principles. This is meant to limit the blast radius, in the
event that an enclave becomes compromised.

Finally, the system considers asynchronous data processing, allowing re-
cords or encrypted payloads to be staged, sealed, or handed off between enclaves
without requiring synchronization between all data owners. This facilitates flex-
ible workflows, particularly when data owners operate on different schedules or
produce data at varying rates.

6.1.3 System Roles and Trust Model

The system architecture involves multiple stakeholders (illustrated in Figure 6.2),
each with distinct roles and corresponding trust assumptions:

Data Owners Independent organizations or agencies that contribute sensitive
datasets for record linkage and statistical analysis. Each data owner retains con-
trol over its data and is responsible for verifying the integrity of the processing
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Figure 6.2: Logical overview of the system’s trust relationships. Data Owners
trust the integrity and confidentiality of enclave logic, which the NSO manages
and Data Owners verify through remote attestation to establish secure communic-
ation. The CSP is not trusted with data confidentiality or integrity, relying instead
on SGX’s hardware-enforced isolation. Any intermediary network providers are
outside the threat model, as their untrusted nature is mitigated by end-to-end
encrypted communication.

environment through remote attestation before releasing any sensitive informa-
tion.

Cloud Service Provider (CSP) An infrastructure provider responsible for host-
ing the NSO’s enclave workloads. The CSP is treated as fully untrusted: while it
provisions the hardware and runtime environment, the system design assumes
that confidentiality must be preserved even in the presence of a compromised
CSP. Hardware-based TEEs are used to enforce this isolation.

National Statistics Office (NSO) A coordinating entity responsible for man-
aging the record linkage and aggregation process. Although the NSO operates the
enclave infrastructure and orchestrates workflows, it is not trusted to access raw
input data. Trust in the enclave logic is established through attestation rather than
institutional trust in the NSO itself.

Intermediary Infrastructure Providers Network operators or third-party ser-
vices involved in transmitting data between data owners and the NSO’s environ-
ment. These entities are considered out-of-scope for the threat model. Since all
traffic is encrypted end-to-end, compromise of intermediary infrastructure is as-
sumed to have no impact on data confidentiality or integrity.

6.1.4 Threat Model

It is necessary to note that defining an effective threat model requires balancing
theoretical risks with practical realities. Security is inherently a trade-off involving
performance, complexity, and resource constraints. While aiming for maximum se-
curity may sound ideal, it is often impractical. For instance, although microarchi-
tectural side-channel attacks on TEEs have been demonstrated in research, there
are no widely publicized real-world attacks compromising deployed TEEs through
these techniques.

This architecture assumes a powerful adversary consistent with the standard
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TEE attacker model [16], where attackers have full control over all untrusted sys-
tem software. While enclaves protect confidentiality, they cannot prevent a mali-
cious data owner from submitting malformed or strategically crafted input. This
introduces the possibility of adversarial contributions that might distort linkage
results or attempt to manipulate aggregate statistics. To help detect such behavior,
enclaves emit metadata that can be inspected during or after processing.

6.1.5 Security Guarantees

The system is designed to mitigate the threats described above while recognizing
the inherent limitations of TEE-based security. Its primary objective is to ensure
enclave confidentiality, such that no privileged software adversary—including
a compromised OS or hypervisor—can access data within an enclave. To further
strengthen isolation, the architecture supports enclave-to-enclave separation,
ensuring that the compromise of one enclave cannot affect the confidentiality or
integrity of others.

A critical part of the design is the use of minimal interfaces, which reduce
the attack surface exposed to adversarial input. The system is also designed with
resilience in mind: if a vulnerability is discovered, TCB recovery ! mechanisms
allow enclaves to be patched and revalidated. These goals collectively support a
robust enclave model suitable for multi-party statistical processing in untrusted
cloud environments.

6.1.6 Design Specifications

A central objective of this architecture is to compartmentalize data provisioning:
each data owner’s sensitive input is handled within a dedicated enclave. By isolat-
ing data in this way, the potential impact of a breach is limited to a single provider’s
enclave, aligning with the defense-in-depth principle?. This approach creates mul-
tiple layers of security mechanisms to protect against a wide range of threats.

The value of compartmentalization has been demonstrated in other domains,
such as browser sandboxing frameworks like Chrome’s NaCl, which isolate web
content to contain potential exploits, and operating system architectures like Qubes
0OS [218], which rely on strong inter-compartment boundaries to protect sensit-
ive workloads. Projects like Gramine [212] have shown how similar principles can
be applied to TEEs, enabling the secure execution of unmodified applications in
enclaves.

However, the benefits of compartmentalization come with challenges. Securely
designing interfaces between compartments is difficult. Complex message parsing
and marshalling can introduce new attack surfaces. Care must be taken during
implementation to define narrow, well-structured interfaces that reduce parsing
complexity and limit opportunities for exploitation.

1ht‘cps://www.in‘cel.com/content/www/us/en/developer/articles/‘cechnical/software- s
ecurity-guidance/best-practices/trusted-computing-base-recovery.html
INIST definition: https://csrc.nist.gov/glossary/term/defense in depth
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Constant-time programming techniques are important to reduce susceptibility
to timing side-channel attacks, and memory-safe languages like Rust could further
reduce risks from memory corruption vulnerabilities.

Moreover, beyond simply isolating computations, enclaves can embed data
usage and processing policies directly into their logic. By verifying attestation
measurements, data owners can be assured that only enclaves enforcing approved
policies will process their data, reducing dependence on external contractual agree-
ments.

6.1.7 Limitations and Assumptions

The threat model described above operates under several important assumptions
and limitations. First, SGX does not provide protection against side-channel at-
tacks, which is why constant-time programming is advised when possible and
applicable.

Second, direct physical attacks are considered out of scope, against consistent
with the SGX threat model. These attacks require substantial hardware access
and specialized capabilities that fall outside the adversary model targeted by this
system.

Finally, the system assumes that data harvesting, cleaning, and preparation
are performed externally by the data owners. Tasks such as data selection, schema
alignment, and secure pre-transmission encryption are presumed to occur “out-of-
band,” before any interaction with the TEE-based platform. As such, the integrity
and correctness of input data are not enforced by the system architecture itself.

6.2 Protocol Design and TEE Integration

In this section, we detail how SGX is used to implement the layers described in
Section 6.1.1. The goal is not only to demonstrate where TEE mechanisms are
integrated, but also to explain how they are concretely applied to achieve end-
to-end confidentiality, attestation, and controlled data flow. Each subsection cor-
responds to a logical layer in the architecture and highlights the relevant security
guarantees, system design choices, and TEE-specific operations.

6.2.1 Data Ingestion Layer

The data ingestion layer is responsible for establishing trust between the data
owner and the cloud-hosted SGX enclaves before any sensitive data is released.
This includes remote attestation of the enclave, secure provisioning of secrets,
and the initial processing of records. Trust establishment in this layer is critical:
it forms the basis for all subsequent secure computations, as any compromise at
this point would undermine the system’s confidentiality guarantees.
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Remote Attestation

As discussed in Section 3.3.2, Intel SGX supports remote attestation by generating
a cryptographically signed quote that captures enclave identity information such
as MRENCLAVE, MRSIGNER, and security-relevant attributes. Section 3.3.2 focused
on how this capability is grounded in hardware trust, with the QE signing locally
generated reports to produce quotes for external verification. This section explains
how these mechanisms are integrated into the system architecture using Intel’s
Data Center Attestation Primitives (DCAP), which provide an IAS-independent
framework for quote generation and verification.

DCAP is Intel’s recommended model for ECDSA-based attestation in cloud and
data center environments. Unlike the legacy EPID-based model, DCAP does not re-
quire a live connection to Intel’s Attestation Service (IAS). Instead, it allows quote
generation and verification to be performed locally, using a flexible provisioning
model and a standard certificate chain rooted in Intel’s trusted root CA [219, 220].
Since IAS was retired in April 2025, this model is increasingly relevant.

DCAP divides attestation into two operational stages: deployment and runtime.

Deployment During deployment, the infrastructure required for remote attest-
ation must be set up. The SGX-enabled platform is first configured with SGX en-
abled in its UEFI or BIOS settings [203, 204]. This ensures that architectural en-
claves such as the Quoting Enclave (QE) and the Provisioning Certification Enclave
(PCE) can operate correctly. The PCE acts as a local certificate authority that cer-
tifies the attestation key used by the QE, producing a certificate chain rooted in a
device-specific Provisioning Certification Key (PCK) [219, 221].

To obtain the PCK certificate, the platform uses the PCK Certificate ID Retrieval
Tool to collect hardware identifiers, including CPU IDs, SVN, and TCB metadata.
This information is signed by the platform and submitted to Intel’s Provisioning
Certification Service (PCS), which verifies the data and issues the corresponding
PCK certificate [204, 219]. The platform is then registered with the Provisioning
Certificate Caching Service (PCCS), which downloads and stores this certificate
along with other required collateral such as certificate revocation lists (CRLs), the
signing chain, and TCB information [222]. These artifacts are cached locally and
can be reused across multiple attestation sessions without requiring live internet
access.

Starting with 3rd Gen Xeon Scalable processors, operators may optionally use
a custom attestation key infrastructure instead of Intel’s default PCS-based model.
This allows attestation keys to be provisioned under an operator-controlled chain
of trust, enabling private attestation infrastructures for cloud or on-premise de-
ployments [85]. The use of long-lived PCK certificates ensures that once provi-
sioning is complete, attestation can proceed even in disconnected or isolated en-
vironments [223].

3https://community.intel.com/t5/Intel-Software-Guard-Extensions/IAS-End-of-Lif
e-Announcement/td-p/1545831
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Runtime Once deployment is complete, the platform is ready to generate attest-
ation quotes.

Quote Generation. The QE produces a quote, signing it with the cached PCK
certificate. A challenge nonce from the verifier is typically included in the quote
generation process to guarantee freshness and protect against replay attacks [221,
222]. The quote securely conveys the enclave’s identity and integrity measure-
ments, including MRENCLAVE and other attributes [221, 222].

Quote Verification. The quote, along with the cached collateral, is transmit-
ted to the verifier (data owner), who uses Intel’s DCAP quote verification library
to validate it. The verifier uses the PCK Signing Chain, rooted in Intel’s trusted
root CA, to authenticate the QF’s attestation key and validate the quote’s signa-
ture [203, 219]. Verification checks include signature chain integrity, CRL status,
TCB level, and that enclave measurements match expected values [203, 222].
Verification can be performed inside an enclave (trusted verification) or outside
(untrusted verification), depending on the data owner’s architecture.

Several practical code samples from Intel* and OpenEnclave® corroborate this
DCAP verification model. They showcase embedding DCAP ECDSA quotes into
TLS certificates (RA-TLS), integrating attestation into the TLS handshake without
requiring protocol changes [223, 224].

A key feature of DCAP is flexibility in collateral retrieval. Although it is typ-
ical for the attester to send collateral alongside the quote, data owners outside
the cloud environment can directly query Intel PCS or their own PCCS instance
to independently fetch collateral (e.g., updated CRLs or TCB data) [221, 222].
This decouples trust establishment from the attester’s runtime environment and
enables independent verification workflows.

While Intel provides reference implementations of the QE and the DCAP lib-
raries, third parties can implement their own QEs and attestation infrastructures,
allowing organizations to build or customize their attestation flows, for example
by writing their own QE or PCCS implementations [219, 221].

Table 6.1 summarizes the key roles and responsibilities within this DCAP-based
attestation model.

Attestation Flow Overview. Figure 6.3 illustrates the DCAP-based remote at-
testation process. While (7), where the enclave requests data from the data owner,
is not formally part of the attestation protocol, it is included to reflect how attest-
ation is commonly triggered in real-world systems. 2) The data owner responds
with a challenge (typically a nonce) to verify the integrity and freshness of the
requesting enclave. The platform retrieves the PCK certificate and attestation
collateral from the PCCS, if not already cached. The enclave generates a RE-
PORT structure containing its measurements and passes it to the platform’s QE.
The QE verifies the report and produces a signed quote that binds the enclave’s

“*Intel Confidential Computing Zoo Github repository: https://github.com/intel/confident
ial-computing-zoo
>OpenEnclave Github repository: https://www.github.com/openenclave/openenclave
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Figure 6.3: Illustration of DCAP attestation flow showing quote generation, col-
lateral retrieval, and quote verification steps. Solid lines represent runtime activ-
ities; dashed lines indicate operations performed at deployment or optionally at
runtime.

Table 6.1: Roles and responsibilities in DCAP-based attestation

Role Entity in Model Responsibility

Challenger Data Owner Initiates attestation by requesting a quote
from the enclave, optionally including a
nonce for freshness.

Verifier / Relying  Data Owner Validates the quote and collateral using

Party Intel’s DCAP verification library; assesses
TCB level, MRENCLAVE, and other enclave
attributes; decides on provisioning secrets.

Attester SGX enclave Generates quotes using the QE, gathers
collateral from PCCS, and transmits these
to the Data Owner.

Provisioning Operated by NSO  Supplies cached attestation collateral (PCK

Certificate or CSP certificates, CRLs, TCB information) to the

Caching Service
(PCCS)

attester or verifier, reducing dependence on
live access to Intel PCS.
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identity to an attestation key certified by the PCK. (@) The quote is returned to
the data owner application. (sa) The data owner may retrieve attestation collateral
from a Provisioning Certificate Caching Service (PCCS, or data center caching ser-
vice in the figure), either operated by Intel or hosted independently. This includes
the PCK certificate chain, CRLs, and TCB information required for quote verifica-
tion. The data owner verifies the quote using Intel’s DCAP quote verification
library. This involves checking the certificate chain, revocation status, TCB level,
and enclave identity values such as MRENCLAVE. If the verification is successful, the
verifier can continue with secure provisioning.

(® The final provisioning step is described in the next section.

While this section outlines the attestation process at a protocol level, practical
implementations can benefit from existing frameworks that automate parts of this
workflow. For example, Gramine [225] supports DCAP-based attestation and of-
fers tooling to simplify deployment, including support for RA-TLS. These frame-
works can ease deployment without altering the protocol-level design described
here. Development considerations are discussed in Section 5.3.1, while the secur-
ity implications of using shielding runtimes are analyzed in Section 7.2.1.

Provisioning Sensitive Data

Before provisioning any sensitive data, the verifier must enforce security policies
based on the attestation results. This involves checking enclave identity measure-
ments (e.g., MRENCLAVE, MRSIGNER) and attributes (e.g., ensuring the enclave is
not running in debug mode), as provisioning secrets to an untrusted or improp-
erly configured enclave could compromise data confidentiality.

In addition to validating enclave measurements (e.g., MRENCLAVE), the veri-
fier must have confidence in what those measurements represent. This requires
that the enclave logic be known and vetted in advance, typically by linking hash
measurements to reviewed binaries or published source code. In practical deploy-
ments, this might involve maintaining an allowlist of expected measurement val-
ues or relying on reproducible builds that enable independent verification. Such
vetting ensures that enclaves enforce agreed-upon data processing policies before
any sensitive input is provisioned. Without this step, a malicious or misconfigured
enclave could exhibit unexpected behavior, even if its measurement passes veri-
fication. This requirement is particularly important in multi-party settings, where
trust must be grounded in verifiable code rather than institutional reputation.
Only after these policy checks pass should the relying party proceed with secure
provisioning.

Provisioning itself typically involves establishing a secure channel that is cryp-
tographically bound to the attestation evidence: after successful verification, the
enclave’s ephemeral public key—generated during or before quote generation and
included in the attestation report—allows the relying party to encrypt a symmetric
key or secret data so that only the enclave can decrypt it. This mechanism ensures
secrets are provisioned exclusively to the attested enclave, even if the transport
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channel is untrusted. Intel’s SGX architecture directly supports this workflow [203,
204].

As a design decision, enclaves may seal secrets after provisioning, storing them
encrypted and bound to the enclave’s identity for reuse across restarts. Alternat-
ively, secrets may be streamed, handled asynchronously, or exchanged via shared
memory depending on the nature of data sources, some of which might produce
continuous streams while others deliver periodic batches, and on the required
reliability and freshness of the data. This flexibility allows attestation-driven sys-
tems to adapt provisioning and data handling strategies to specific workload and
security requirements.

An alternative solution involves delegating secret provisioning to a cloud-
based Key Management Service (KMS) that uses attestation evidence to enforce
release policies. This would likely not be a piratical approach if the data owners
is expected to stream data in real time. While such KMS-based approaches can
streamline secret management and enable central auditing, they introduce an ad-
ditional trust dependency on the KMS itself, which may also require attestation to
assure relying parties of its integrity. A detailed analysis of KMS-based provision-
ing is therefore considered out of scope for this work.

6.2.2 Linkage and Aggregation Layer

Once enclaves have successfully attested to the data owners and been provisioned
with their respective datasets, the next step is to establish trust and communica-
tion between each data owner enclave and the NSO’s linkage enclave (see Step 3
in Figure 6.1). This phase enables secure coordination and computation across en-
clave boundaries, without exposing sensitive data to the untrusted environment.

Local Attestation and Enclave Communication in the NSO System

Local, or intra-platform, attestation is a prerequisite for secure communication
between enclaves, as the identity and trustworthiness of the communication part-
ner must be established before any sensitive data can be exchanged. Although
this was described in Section 3.3.2, we provide a practical description of the steps
involved here. The outline of this process is illustrated in Figure 6.4

When an enclave requests attestation, a special structure called a REPORT
is generated by the hardware. This report includes the MRENCLAVE value (a hash
representing the enclave’s initial code and data), security-relevant state, and user-
defined data. Crucially, the report is authenticated using a keyed MAC that only
the target enclave can verify, by deriving a platform-specific REPORT_KEY. While
the MAC itself is symmetric, the ability to derive this key is restricted to the tar-
get enclave through a hardware-internal asymmetric process. Although Intel’s de-
veloper guide refers to this as a “signature block” over the data, it is not a digital
signature in the traditional public-key sense, but a symmetric construct verified
locally on the same platform [203, 226].
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Figure 6.4: Local attestation between enclave A belonging to data owner A, and
the NSO enclave.

The high-level goal in our case is to establish a secure channel between the
data owner enclave and the NSO enclave so that sensitive linkage parameters or
partial results can be exchanged without revealing them to the untrusted host or
operating system.

The NSO application retrieves the MRENCLAVE measurement of the data
owner enclave. This can be done either by exporting it directly from the
enclave or generating a dummy report for retrieval, as described in Intel’s
enclave-to-enclave communication whitepaper [226].

The NSO enclave generates a REPORT destined for the data owner enclave.
This report includes user-defined data—typically a Diffie-Hellman public
key or similar—used to bootstrap a session key exchange. This report is
passed through untrusted memory.

The data owner enclave verifies the REPORT using the EGETKEY instruction
to retrieve the platform-specific REPORT_KEY and validates the MAC. If the
report is valid and targeted at this enclave, it proceeds to generate its own
report and corresponding key exchange data.
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A similar process is then repeated in reverse: the data owner enclave sends
a report and key exchange payload to the NSO enclave, completing the mu-
tual attestation process and establishing a shared session key (also referred
to as the AEK).

With mutual attestation complete and a secure channel established, the
enclaves can now exchange encrypted messages over untrusted memory.
These messages include not just raw data, but also metadata such as call
type, function ID, and input parameter lengths. This function ID mar-
shalling mechanism (described in Intel’s whitepaper [226]) makes it pos-
sible to implement enclave-to-enclave RPC-style calls over this secure chan-
nel.

Secure Data Handoff Between Enclaves. In scenarios where the data owner
and NSO enclaves are developed by different parties, SGX sealing is generally
not suitable for transferring data between them, since sealed blobs can only be
unsealed by enclaves with matching sealing identities. Instead, encrypted handoff
using the AEK provides a flexible alternative. After mutual local attestation, the
data owner enclave can encrypt its output under the AEK and store it to disk or
memory. The NSO enclave, once launched, can retrieve and decrypt this payload
without requiring synchronous execution or shared sealing keys. This approach
supports asynchronous workflows while maintaining end-to-end confidentiality.

Record Linkage and Aggregation

Now that data from multiple independent source are accessible to the NSO en-
clave, they have to be matched/linked. As mentioned previously, this can be chal-
lenging because it traditionally relies on comparing QIDs—attributes such as names,
birthdates, or addresses—that are sensitive and cannot be exposed unprotected.
Thus, a central question this system addresses is: How can matching occur securely
without revealing QIDs to untrusted parties or even to the orchestrating NSO?

The system supports two main strategies for secure record linkage inside en-
claves:

1. Deterministic Linkage: If data owners agree on a consistent schema and
stable QID fields, deterministic matching can be performed within a single
aggregator enclave hosted by the NSO. In this approach, enclaves receive
raw or lightly transformed QIDs, execute exact matches, and release only ag-
gregated results. While this simplifies the implementation, it requires trust
in the aggregator enclave and careful schema alignment across all data own-
ers.
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2. PPRL: When QIDs cannot be revealed even to the aggregator enclave, ad-
vanced PPRL techniques, such as masked Bloom filter encoding, can be
used [227]. Here, each data owner enclave computes masked represent-
ations of QIDs, ensuring raw identifiers never leave the originating enclave
unmasked. The aggregator enclave, or a series of intermediate enclaves,
then compares masked QIDs using approximate similarity metrics to identify
probable matches while minimizing privacy risks.

To illustrate how PPRL integrates into the architecture, consider the stand-
ard phases [227]: blocking (grouping candidate pairs), comparison (computing
similarities), and classification (deciding matches). Each phase can operate in
its own enclave, compartmentalizing processing and limiting potential exposure.
This aligns with the architecture’s defense-in-depth approach and leverages se-
cure enclave-to-enclave communication established via local attestation (see Sec-
tion 6.2.1).

Figure 6.5 shows a generalized PPRI workflow, highlighting where enclaves
can secure individual steps. While this design does not prescribe a specific linkage
algorithm, it demonstrates how the architecture accommodates privacy-preserving
linkage at scale and supports integration of advanced techniques described in re-
cent TEE-PPRL research [26].
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Figure 6.5: General steps in the PPRL process, with enclaves securing each phase.
Figure from [227].

Finally, once matching is complete, the aggregation phase collects confirmed
links and computes statistics such as counts or aggregates, all within an NSO-
managed enclave. This ensures that individual-level matches or raw QIDs never
leave the secure processing environment unprotected.

Metadata. To improve robustness against adversarial input from participat-
ing data owners, both the linkage and aggregation enclaves emit non-sensitive
metadata during processing. This metadata may include metrics such as the num-
ber of matches per data source, linkage success rates, or schema validation sum-
maries. While it does not reveal any sensitive input records, it enables the NSO to
identify irregularities that could signal malformed or strategically crafted submis-
sions. By inspecting this metadata, the NSO can detect potential manipulation or
data inconsistencies without compromising the confidentiality of the underlying
records.
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Figure 6.6: Metadata emission from linkage and aggregation enclaves enables
post-hoc validation and anomaly detection without compromising confidentiality.

Several mechanisms are possible for emitting this metadata. It may be written
to untrusted NSO memory, stored to disk, or sealed for later inspection by a dedic-
ated "auditor" enclave. The specific mechanism is not specified, as it is considered
an implementation-level detail.

6.2.3 Output Layer

The final enclave, which aggregates and computes statistical results, is central to
providing output privacy. This complements the system’s input privacy, which is
enforced through TEEs and secure record linkage during earlier processing stages.
Output privacy ensures that the information released after secure processing does
not enable re-identification of individuals, even if aggregate data is disclosed pub-
licly.

To address this, the design allows applying SDC methods directly inside the
final enclave. SDC techniques include suppression, generalization, noise injection,
or formal DP. Each method aims to limit what can be inferred about individual re-
cords from aggregate statistics. For example, DP provides mathematically proven
guarantees by bounding an individual’s influence on the released results, although
it requires careful selection of privacy parameters like epsilon to balance privacy
with accuracy.

This system architecture does not enforce a specific SDC method but supports
integrating any post-processing strategy chosen by the NSO within the final en-
clave. By computing SDC or DP transformations inside the enclave, intermediate
results such as cell counts or partial aggregates remain protected until sanitized
data is finalized. This modularity enables NSOs to apply appropriate SDC meas-
ures tailored to their regulatory, statistical, and privacy requirements.
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6.3 Choice of TEE

Selecting an appropriate TEE technology is central to implementing the proposed
system’s protocol securely and efficiently. Although many novel TEEs have been
proposed in academic research, practical deployment is constrained to commer-
cially supported offerings with mature tooling and cloud platform availability.
Since the architecture aims to leverage cloud-based infrastructure, among the
widely supported, this limits the viable options to Intel SGX, AMD SEV, and In-
tel TDX.

Intel SGX Capabilities and Suitability. Intel SGX provides process-level isol-
ation by enabling enclaves that protect selected code and data regions within a
process. This fine-grained protection supports the proposed design’s goals of com-
partmentalization and minimizing the TCB. SGX supports local attestation, which
allows enclaves on the same platform to establish mutually authenticated secure
channels — an essential feature for securely linking data owner enclaves with
the NSO aggregator. By enabling direct enclave-to-enclave Diffie-Hellman key ex-
changes, local attestation offers both security and performance advantages over
channel establishment mechanisms that depend solely on external parties.

SGXv2 introduced Enclave Dynamic Memory Management (EDMM), allow-
ing enclaves to dynamically allocate up to 512GB of protected memory, signific-
antly improving scalability for memory-intensive applications. Importantly, Intel
provides tooling and documentation for TCB recovery, allowing enclave deploy-
ments to remain secure over time despite vulnerabilities. If a flaw is discovered
in the enclave logic or platform firmware, operators can revoke outdated attesta-
tion keys and re-deploy enclaves with updated measurements, preserving security
without rebuilding the entire infrastructure .

Intel’s own recommendations suggest SGX as the preferred TEE for new ap-
plications requiring strong security guarantees [228]. Although SGX has been the
target of numerous academic attacks, its mature implementation and strong threat
model against privileged software adversaries have made it a popular choice for
security research, not necessarily a reflection of inherent weakness. As noted by
Lee et al. [229], SGX was targeted because it offered the strongest security guar-
antees for data confidentiality even against compromised operating systems and
hypervisors.

Considerations on VM-Based TEEs: SEV and TDX. In contrastto SGX’s process-
level protection, AMD SEV and Intel TDX offer VM-level memory encryption, al-
lowing unmodified legacy applications to run securely inside encrypted virtual
machines. This coarse granularity can simplify some deployments but is less com-
patible with the proposed architecture’s need for isolating individual data owners’
computations into separate enclaves.

6ht‘cps ://www.intel.com/content/www/us/en/developer/articles/technical/software-s
ecurity-guidance/best-practices/trusted-computing-base-recovery.html
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A practical concern with VM-based TEEs is the operational complexity asso-
ciated with rapidly evolving confidential VM technologies. Cloud providers may
require frequent guest OS updates to maintain compatibility with evolving VM-
based TEE implementations, introducing maintenance overhead [230]. Although
emerging solutions like OpenHCL and paravisor frameworks aim to reduce this
burden, they remain early in adoption.

Intel TDX, while promising in its focus on confidential VMs, currently does not
support running SGX enclaves inside guest TDs, as stated in the TDX Module Base
Architecture Specification v1.5: “Running Intel SGX enclaves within a guest TD is
not supported” [98]. This incompatibility precludes combining SGX enclaves with
TDX-based VMs, limiting TDX’s suitability for architectures requiring enclave-level
isolation.

Granularity of Protection. The protection granularity difference between SGX
and VM-based TEEs has significant implications for architecture design. SGX al-
lows developers to explicitly partition applications into trusted and untrusted
components, minimizing each enclave’s TCB. In contrast, SEV and TDX secure
entire VMs, which can protect unmodified legacy workloads but cannot isolate
fine-grained functions or individual data owners’ contributions [209].

Deployment Target and Platform Availability. SGX is primarily featured on
Intel commodity CPUs, with limited server-grade platform availability depending
on the cloud provider. AMD SEV, integrated into EPYC processors, enjoys broader
adoption among cloud service providers. Since this system targets deployment
on cloud infrastructure to support multi-party statistical workloads, SGX2’s avail-
ability must be verified explicitly for each potential deployment platform. Tools
like cpuid can confirm support for essential SGX features such as Flexible Launch
Control (FLC) and Key Separation and Sharing (KSS), which are important for
dynamic enclave deployment (see Code listing 6.1).

Code listing 6.1: Checking supported SGX version on the system

adminsgx@vmSGX:~$ cpuid | grep -1i sgx
SGX: Software Guard Extensions supported = true

SGX_LC: SGX launch config supported = true
Software Guard Extensions (SGX) capability (0x12/0):
SGX1 supported = true
SGX2 supported = false

Chapter Conclusion. Given the architectural need for fine-grained, enclave-
level protection, mature developer tooling, and support for local attestation, Intel
SGX is the most suitable TEE for implementing the proposed protocol. While AMD
SEV and Intel TDX offer advantages for legacy application compatibility at the VM
level, their granularity and current limitations do not align with the system’s re-
quirements for compartmentalized processing of data from multiple independent
parties.




Chapter 7

Discussion

We now examine the practicality, limitations, and broader implications of deploy-
ing TEE-based systems for privacy-preserving statistical computation in untrusted
cloud environments.

The remainder of the chapter is organized as follows. Section 7.1 examines
core security limitations of TEEs, including microarchitectural vulnerabilities, design
complexity, and evolving trust assumptions such as those introduced in SGX2.
Section 7.2 addresses challenges in the software ecosystem and development li-
fecycle, including shielding runtimes, platform support, and long-term mainten-
ance. Section 7.3 explores the relationship between privacy and trust in this con-
text. Finally, Section 7.4 places the findings in a broader perspective, comparing
TEEs with alternative PETs and reflecting on their long-term viability and societal
relevance.

7.1 Security Analysis

Modern computing systems rely on a layered stack of components, forming ab-
stractions that help developers focus on functionality rather than low-level imple-
mentation details. These abstractions are essential for managing complexity, but
they come at a cost. As Ferguson et al. observe, “Complexity is the worst enemy
of security, and it almost always comes in the form of features or options” [231].
The modern CPU, along with the TEE security model! built on top of it, has grown
far beyond the tractable reasoning model of early computing systems. The Intel
Software Developer’s Manual now exceeds 5,000 pages [68]. For comparison, the
MOS Technology 6502 microprocessor from 1975 had around 3,500 transistors,
fewer than the SDM has pages [232].

Despite their appeal as solution to securing data in use, TEEs remain vulner-
able to deep-rooted issues in the underlying hardware. These challenges are not
merely implementation bugs, but often stem from systemic design patterns in

!While TEEs are fundamentally hardware-backed, their design presents a conceptual security
model for isolated computation.
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modern processors. In this section we discuss three interrelated limitations that
constrain the security of TEE-based systems: microarchitectural vulnerabilities,
hardware design, and shifts in TEE design and threat models that alter the as-
sumptions enclaves can safely rely on. Understanding these constraints is critical
for NSOs and other stakeholders seeking to assess whether TEEs provide a suffi-
ciently reliable and secure execution environment.

7.1.1 Fundamental Problems

As discussed in Section 3.6, microarchitectural and side-channel attacks continue
to challenge the integrity of TEEs. These attacks exploit leakage channels not due
to logic errors in enclave code, but due to shared resources and performance op-
timizations inherent to modern processor designs. For this reason, they have been
described as TEEs’ “Achilles heel” [127]. Some research has even stated that “Intel
SGX is Not the Answer” [233] due to this limitation.

Modern CPUs expose a range of subtle interactions through shared microar-
chitectural components such as caches, branch predictors, internal buffers, and
execution pipelines. These resources are often reused across processes and priv-
ilege levels. Even when memory access controls enforce strict boundaries, the
timing or state of shared structures can leak fine-grained information about a vic-
tim enclave’s internal behavior. Researchers have proposed that many of these
vulnerabilities resemble use-after-free bugs in transient structures like the store
buffer or fill buffers [145], illustrating their deep entanglement with speculative
execution.

Attacks such as Meltdown and the MDS family demonstrate how speculative
execution can transiently bypass architectural protections, allowing adversaries
to extract secrets across isolation boundaries. Spectre-style attacks, on the other
hand, exploit mispredicted control flow and speculative access patterns to encode
secrets into observable microarchitectural state. These attack classes have not only
proven difficult to fully mitigate, but also expanded our understanding of what
constitutes architectural leakage.

This problem is far from new. Lampson’s classic “confinement problem” [60]
articulated the fundamental challenge of preventing information leakage in shared
computing environments. The U.S. Department of Defense’s evaluation of what
constitutes a "Trusted Computer System" further reinforced this concern, estab-
lishing concrete thresholds for covert channel bandwidths in secure systems [234]:

“Therefore, a Trusted Computing Base should provide, wherever pos-
sible, the capability to audit the use of covert channel mechanisms
with bandwidths that may exceed a rate of one (1) bit in ten (10)
seconds.”

While such criteria may seem outdated, they underscore that covert channels
have long been recognized as critical obstacles to trustworthy system design. As
Rutkowska observed, “It’s generally believed that it is not possible to eliminate
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covert channels on x86 architecture, at least not if the system software was to
make use of the multi-core and/or multi-thread features of the processors” [69].

Moreover, the statistical reliability of side-channel attacks is often underestim-
ated. Even high-noise channels can be amplified through repeated measurement,
exploiting the law of large numbers to extract secrets with high confidence. Prac-
tical exploitability is a function of both bandwidth and error tolerance, not just
precision. This means even seemingly innocent leakage can cause serious breaches
in confidentiality.

Despite numerous proposals for hardware-based defenses, most TEEs con-
tinue to rely on shared resources that expose leakage. Techniques randomized
caches [138], Compiler-based solutions[235], or constant-time programming can
reduce exposure, but do not eliminate leakage entirely. Crucially, many defenses
remain incompatible with legacy software ecosystems or require privileged co-
operation from the platform.

TEE vendors themselves reflect these limitations in their threat models. In-
tel’s SGX documentation explicitly states that “SGX does not provide explicit pro-
tection from side-channel attacks” [203], and places the burden on enclave de-
velopers. Academic surveys echo this reality: “most (commercial) TEE proposals
explicitly exclude side-channel attacks from their attacker model and recommend
using existing countermeasures” [16]. At the same time, the attack surface con-
tinues to grow. Rubicon [236] and related work have shown that previously the-
oretical channels can become practical in real-world deployments. The opaque
nature of modern CPU internals—including undocumented buffers and propriet-
ary microcode—further complicates validation efforts. Without transparency, even
expert developers cannot confidently assess whether isolation guarantees hold un-
der adversarial conditions.

Mitigations are rarely without cost. Initial protections against Meltdown (KPTI)
and Spectre (retpoline) degraded performance by approximately 2-11% [237].
More recently, the software defense against IVI introduced overheads ranging
from 2x to 19%, depending on the workload [238]. The precise impact of these mit-
igations varies significantly depending on the application type, workload, and spe-
cific system. Collectively, these examples underscore the substantial performance
cost of responding to attacks that ironically stem from aggressive performance
optimizations in modern processor architectures. This inherent trade-off raises an
important question: at what point does the performance-security analysis deem se-
curity to be "too expensive"? Disabling SMT would stop some a number of attacks,
but is usually not done in practice for precisely this reason.

Finally, the pace of vulnerability discovery contributes to operational uncer-
tainty. Critical side-channel vulnerabilities often persist across hardware genera-
tions, and vendor update cycles can leave systems exposed for months [121]. For
NSOs and similar institutions, this creates a moving target in threat modeling. Ul-
timately, these side-channel challenges are not only technical, but also epistemic:
they represent a gap between what TEEs claim to protect and what system own-
ers can independently verify. For institutions like NSOs, this demands cautious
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trust, layered mitigations, and clear boundaries on what TEEs can, and cannot,
guarantee.

7.1.2 Hardware Design Complexity

The vulnerabilities described in the previous section may prompt a natural ques-
tion: Why have these issues not been resolved at the hardware level? The persistence
of microarchitectural flaws in commodity CPUs is not simply the result of engin-
eering oversight, but reflects the inherent difficulty of designing and verifying
complex hardware systems.

As shown in the HardFails study by Weisse et al. [239], many security-relevant
bugs originate at the register-transfer level (RTL), where processor logic is imple-
mented in Verilog or VHDL. These subtle flaws often escape detection because
formal verification tools struggle to express and reason about global timing flows,
speculative execution paths, internal cache states, and side effects on microarchi-
tectural state. Instead, verification tends to focus on isolated modules, missing
issues that arise from complex interactions between components. This limitation
is particularly relevant for TEEs like Intel SGX or TDX, which rely not only on
documented architectural protections, but also on implicit assumptions about in-
ternal behaviors such as speculative execution and buffer reuse. Many transient
execution attacks exploit precisely the kinds of interactions that lie beyond what
current formal verification approaches can fully cover.

Beyond these fundamental formal limitations, most hardware validation work-
flows still rely heavily on simulation and manual inspection. While necessary,
these methods offer limited coverage for complex security properties, especially
those related to timing and cache interactions. As a result, many vulnerabilities
are only discovered post-deployment, through external research rather than com-
prehensive vendor testing. These persistent gaps create a disconnect between the
security guarantees developers expect and the actual properties of deployed hard-
ware.

These verification challenges extend significantly into the platform’s lower
software layers. Firmware and microcode, which are often proprietary and opaque,
form part of the TCB but remain difficult to audit or reason about formally. Vul-
nerabilities in these layers have led to practical TEE breakage. For example, AMD
SEV’s remote attestation was shown to be vulnerable due to firmware-level issues
in the AMD-SP component [111], while bugs in Intel’s microcode update logic
have directly impacted SGX integrity [240]. Microcode itself has been reverse-
engineered and experimentally modified [241, 242], demonstrating that it is neither
immutable nor fully trustworthy.

Building upon these challenges, the integrity of a TEE’s remote attestation cru-
cially depends on the trustworthiness of its boot trust anchoring. If the chain of
trust starts too late in the boot sequence, or relies on mutable components, it may
be possible to tamper with early components and still present a valid attestation.
Although not in a TEE-based setting, BIOS Chronomancy [243] demonstrated this
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by forging the CRTM, allowing attackers to produce seemingly valid boot records.
In another example, Ermolov’s research on Intel CSME [244] showed that provi-
sioning keys for SGX could be recovered from certain legacy platforms via firm-
ware vulnerabilities, undermining the integrity of the enclave identity and provi-
sioning process. While Intel clarified that these specific attacks required physical
access and were mitigated in newer chips [245], the broader implication remains:
the root of trust is not invulnerable.

Finally, when considering the supply chain from an adversarial perspective,
even RTL-level trust cannot be assumed. The “Analog Malicious Hardware” study [246]
showed that attackers could embed capacitor-based analog circuits into unused
chip layout regions. These implants could remain dormant during testing and
activate only under highly specific runtime conditions, leading to privilege es-
calation. Such attacks evade both logic-level simulation and functional testing,
illustrating a deep trust gap in chip fabrication pipelines.

In attempting to provide confidentiality, integrity, and availability on commod-
ity hardware, TEEs may be overextending their practical scope. Although much
of the system software is excluded from the TCB, there remains significant and
often un-verifiable complexity in the hardware and firmware layers that form its
foundation.

7.1.3 Shifting Trust Models (SGX2)

The second generation of Intel SGX, often referred to as SGX2, introduces new
hardware capabilities, most notably dynamic memory management for enclaves.
This transition coincides with Intel’s strategic shift, discontinuing SGX support on
client CPUs around 2022 and moving it exclusively to server-class processors like
Ice Lake and Sapphire Rapids Xeons. While this shift aims to facilitate broader ad-
option and offer greater operational flexibility, it comes with significant changes to
the underlying security guarantees, representing a recalibration of Intel’s security
posture for TEEs.

The most critical change in SGX’s implementation on these server platforms
is the removal or significant weakening of hardware-enforced memory integrity
protection. Previously, the Merkle tree-based MEE provided robust integrity pro-
tection for enclave memory against physical attacks. With SGX on Ice Lake CPUs,
this MEE was entirely removed, meaning hardware-level memory bus man-in-
the-middle attacks are no longer mitigated. While Sapphire Rapids reintroduces
partial integrity checking, it does so with a lightweight 28-bit MAC per cache line,
which offers limited assurance [247]. This design choice also involved a transition
from MEE to AES-XTS for memory encryption. While AES-XTS combines block en-
cryption with address-based tweaks to maintain confidentiality, it explicitly does
not include an integrity check. Consequently, attacks like replay or tampering at
the memory bus level remain possible if a physical MitM is present.

Intel’s decision reflects an updated threat model that either excludes physical
DRAM attacks as a primary concern or assumes these can be addressed through
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other means, such as robust data center physical security controls. Official re-
cords confirm that “Scalable SGX” (i.e., SGX2 as implemented in Xeon processors)
explicitly does not provide memory integrity protection against a physical ad-
versary [248].

Overall, SGX2 offers greater operational flexibility and targets a specific server
deployment model, but at the explicit cost of weakening guarantees against phys-
ical memory attacks. This aligns its effective threat model closer to other server-
focused TEEs like AMD SEV-SNB which also operate under different assumptions
regarding physical adversaries.

7.2 Software Perspective

While TEEs like SGX provide a hardware-based foundation for secure computa-
tion, their real-world deployment hinges on complex software stacks that bridge
the gap between enclaves and the broader system. This includes SDKs, shielding
runtimes, library OS frameworks, build environments, attestation services, and
patching infrastructure. Each component introduces new responsibilities, inter-
faces, and potential vulnerabilities. For NSOs, which typically operate under strict
trust, accountability, and auditability requirements, understanding these software-
level dependencies is crucial for maintaining security over time.

This section examines the challenges associated with enclave development
and integration, the role of shielding runtimes in enforcing security boundaries,
the risks introduced by compromised development platforms or key material, and
the practical burden of lifecycle management. These issues are central to the viab-
ility of the system proposed in Chapter 6, and directly influence whether NSOs can
securely maintain enclave-based deployments across multiple years or hardware
generations.

7.2.1 Vulnerabilities at the Edges

The interaction between enclaves after the local attestation (see Section 6.2.2),
and between the NSO process and enclaves in general, are important consider-
ations. From a security perspective, these "edges" are of particular interest, and
vulnerabilities can often arise due to wrongful assumptions or incorrect imple-
mentations.

Modeling system security via privilege levels, as seen in Intel’s privilege rings,
offers a useful abstraction, but one that fails to capture the practical realities of
running enclave applications on real hardware. In practice, there is no clean sep-
aration between secure and insecure execution contexts. The enclave boundary
is defined by hardware, but traversed by complex software. This has led to the
rise of shielding runtimes, which aim to mediate that boundary, provide a secure
bridge for enclave entry and exit, and alleviate some of burden put on developers.

TEEs are often conceptually compared to a "secure oasis", offering a protected
environment within a hostile system. This is precisely the reason they are referred
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to as enclaves. but most enclave applications are not written with this isolation
boundary in mind. Developers depend on SDKs or LibOS-based runtimes that
handle the messy parts of transitioning between trusted and untrusted code. As
shown in Figure 7.1, this transition cuts across multiple layers: from the enclave
application, through the API and ABI layers, and down to the shim layer and sy-
scall interface. Each of these layers is a potential point of failure, especially since
they are responsible for safely handling attacker-controlled input. As seen in other
areas of security—as SSL/TLS certificate validation in SDKs and middleware—
adversarial testing, unsafe library defaults, confusing APIs, and hidden failures in
deep layers can completely undermine the security of otherwise sound protocols
[249].

Untrusted Operating System
A
6 Shim Layer ‘\
- ) A
i Syscall Interface .
\J . ABI Layer
A ]
! Ocall/Ecall y APILayer
\J
Untrusted Runtime (uRTS)
Enclave
Shielding Runtime App
Trusted Runtime (tRTS)
\ N NemmmmmmmmmmmmeeL

Figure 7.1: Typical layering of shielding runtimes and their interaction with en-
clave transitions. The shim layer (often referred to as edge routines in the docu-
mentation [203]) is depicted here outside the enclave boundary, where it usually
resides to marshal and sanitize parameters. However, parts of edge routines may
also exist inside the enclave as trusted edge code depending on the specific shield-
ing runtime design.

LibOS and the Expanding TCB There are tradeoffs that must be considered
with the use of LibOS-based approaches like Gramine. They offer convenience by
handling system calls and memory abstractions, but at the cost of significantly in-
creasing the TCB. This goes against one of the core motivations for using TEEs in
the first place: reducing the attack surface. Extending it further and considering
the case of a LibOS, which brings in a large amount of code that must now be
trusted, audited, and updated. This is a practical aspect that is often downplayed
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or overlooked. It is worth clarifying that while all LibOSes include a shielding
runtime, not all shielding runtimes are LibOSes. This distinction is important, es-
pecially when assessing how much additional code is included in the TCB.

As recent studies show, LibOSs like Gramine, Occlum, and Mystikos reintro-
duce large syscall interfaces (often supporting over 100 syscalls)[ 16, 70], making
them much larger than purpose-built SDKs like Fortanix EDP This is logical when
considering their purpose, which is to enable broader application compatibility.
However, this convenience must be weighed against the enlarged TCB, a core
contradiction in TEE philosophy.

tRTS and uRTS. The boundary between the trusted runtime system (tRTS) and
the untrusted runtime system (uRTS) has been the cause of many vulnerabilities.
Common issues include improper pointer validation, register state leakage, or in-
consistent enclave resume behavior. Research has repeatedly shown that subtle
oversights in these transitions can be exploited. Van Bulck et al. [250] revealed
how ABI-level sanitization was inconsistently implemented across SGX runtimes.
Specifically, this included aspects of such as register clearing and stack initializa-
tion. These bugs even affected Intel’s own SDK and architectural enclaves like the
QE, which plays a critical role in SGX remote attestation. The implication is that
attackers can target the SDKs or shielding runtimes with relatively conventional
software exploitation techniques, without needing advanced microarchitectural
attacks. Studies [251] show that as of 2024, many SDKs still fail to fully sanitize
CPU state or handle edge cases during ECalls and OCalls, leading to exploitable in-
consistencies. New classes of attacks show that even asynchronous signal handling
(e.g., injected by the OS) can be abused to violate enclave state integrity [179].
This implies the shielding runtime must treat all interactions with the untrusted
environment, even error handling paths, as attacker-controlled. Techniques like
in-enclave sanity checks on context and strict control-flow mediation are becom-
ing necessary defenses.

Besides machine-state issues, shielding runtimes have been shown to reintro-
duce classical user/kernel-style bugs. Examples include pointer dereferencing be-
fore bounds validation, unguarded string length computation on untrusted memory,
and time-of-check-to-time-of-use vulnerabilities. These often stem from incorrect
assumptions that traditional user-mode code makes, assumptions that fail when
the adversary controls the host OS.

The implication is that attackers can target the SDKs or shielding runtimes
with relatively conventional software exploitation techniques, without needing
advanced microarchitectural attacks. From a threat modeling perspective, this
shifts the risk surface in an important way. Exploiting SDK-level vulnerabilities
is more accessible to most attackers than building a microarchitectural exploit,
and requires fewer preconditions.
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ABI vs. API Sanitization

One particularly useful framing, highlighted by the research in [252], is the dis-
tinction between ABI-level and API-level sanitization. At the ABI level, details of
the calling convention become important considerations. The shielding runtime
must sanitize the machine state, including registers, flags, and stack pointers,
to match compiler expectations. For instance, [250] found that several runtimes
failed to set the Direction Flag, leading to a problem that is illustrated in Fig-
ure 7.2. Such errors may seem trivial, but Intel SGX is based on the x86 instruc-
tion set architecture (ISA), which follows the Complex Instruction Set Computer
(CISC) design. This means it includes a large number of instructions and intricate
combinations of flags and registers that influence execution behavior. These are
meant to be useful and ensure that common operations are more efficient, but as
the complexity of the underlying architecture grows, so does the attack surface.
These ABI related details are low-level, language-agnostic, and often opaque to
developers, but still an important aspect to be aware of when evaluating different
runtimes and libraryOS frameworks.

Source (source[6])| S E C R E T X | X | X | X | X | X

Destination (dest[6])

Expected (DF = 0) X | X[ X | X | X ]| X

Actual (DF =1)| S | E | C | R | E | T

Figure 7.2: Intended copy (DF = 0) of the trailing XXXXXX region. If DF is ma-
liciously set from outside the enclave, the copy runs in reverse inside the en-
clave and incorrectly copies the leading SECRET region into the same destination
memory range.

At the API level, the shielding runtime must validate untrusted inputs like
pointers, buffers, strings, and structs before use by enclave code. This includes
checking that pointers reference untrusted memory regions only (see Figure 7.3
for how confidentiality can be breached when this is not done properly), that
variable-length buffers do not overflow, and that inputs like strings are well-formed
and null-terminated. These checks are harder, more language-specific, and prone
to silent failure. For instance, failing to validate that a pointer lies outside of en-
clave memory can turn a simple echo server into a confused deputy that leaks
enclave secrets. Moreover, certain checks like computing string length before val-
idating the pointer can introduce subtle side channels or time-of-check-to-time-
of-use (TOCTOU) bugs.

As a developer, this split is critical to understand: even if your application logic
appears correct at the API level, it may still be vulnerable if underlying ABI-level
assumptions are violated or the checks are insufficient, and vice versa. The specific
examples highlighted above have been patched by all of the major runtimes and
SDKs. Being aware of these security concerns is still important, as it is an attack
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Address Space

:‘;\-‘- - -V[ "Safe string outside the enclave" ]

ecall(&safe_string)

ecall(&evil_string)
A

\
ecall_func(char* string)

print(string)

"Secret string inside the enclave"

"Secret string inside the
enclave"

Figure 7.3: Conceptually illustrating what can go wrong if pointers are not valid-
ated. Here, the enclave code expects a pointer to a string outside its own memory,
but is given a pointer to a secret string in its own memory, which is subsequently
"printed".



Chapter 7: Discussion 97

vector that should been considered when using TEEs.

Responsibility and Engineering Culture

This also raises a governance question: who is responsible for securing this ecosys-
tem? Intel provides the hardware and the initial SDKs, but has historically lacked a
strong software security culture. Microsoft, by contrast, is actively developing the
Open Enclave SDK? and has brought more engineering discipline to this space.
Given this, it may be reasonable to prefer a shielding runtime developed by a
software-focused company.

Intel’s own guidance suggests that the Independent Software Vendor (ISV)
should bear primary responsibility for securely partitioning applications, stating
that “Since the ISV knows the application best, the ISV should conduct a security
analysis of the application and properly partition it, making the decision about
what code and data is placed in the enclave” [203]. However, in practice, de-
velopers working with complex third-party libraries or legacy code often lack the
deep application-specific insight or resources to perform thorough security ana-
lysis. This can leave a gap in accountability: platform providers expect ISVs to
partition securely, while ISVs may rely on SDKs or shielding runtimes to handle
security. If each party assumes the other will ensure robust protection, oversights
can easily arise, leading to vulnerabilities not from malicious intent but from mis-
placed expectations. A study [253] of production SGX systems found that debug
enclaves were frequently deployed in the wild, disabling essential protections like
sealing and attestation. These failures were often due to misconfiguration or un-
clear platform guidance.

Interestingly, despite the clear overlap in ABI responsibilities, each runtime
currently maintains its own implementation. Van Bulck et al. argue for a unified
ABI shielding layer [252], which I find persuasive. Such a unified effort could
benefit from formal verification and better test coverage. However, it also raises
concerns about monoculture: a bug in the unified layer could affect all users. Re-
cent tools like Pandora [251] show promise in formally verifying shielding runtime
behavior. Pandora systematically explores enclave entry and exit paths using sym-
bolic execution, discovering bugs in major runtimes that had gone unnoticed. This
approach, if effective enough, could provide a viable option for securing the tRTS
and uRTS interactions.

Reflection

The software that enables interactions between the enclave (tRTS) and the rest
of the enviornment (uRTS), is perhaps the most underestimated part of enclave
application development. It is easy to focus on hardware capabilities or crypto-
graphic properties, but the glue code (the SDKs, the ABI stubs, the runtime hand-
lers) often determines the real-world security. As the TEE ecosystem matures, em-

Zhttps://github.com/openenclave/openenclave
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phasis must shift to these interfaces. Better abstractions, unification efforts, and
formal verification are positive trends, but they do not yet eliminate the funda-
mental challenges of securing the trusted/untrusted boundary. In many ways, the
future of TEE security lies not in silicon, but in software engineering discipline
around these runtimes. Even if NSOs choose to outsource enclave development to
an ISV or rely on shielding runtimes, they remain ultimately responsible for un-
derstanding and managing the risks associated with their data and threat model.
Without informed oversight, NSOs risk assuming security guarantees they cannot
verify or enforce, undermining the trust model of the entire system.

7.2.2 Development Platform

As discussed in Section 5.3, developing secure SGX applications requires navigat-
ing a diverse ecosystem of SDKs, shielding runtimes, and library OS frameworks.
While these options offer flexibility, they also introduce complexity in choosing
and maintaining an appropriate runtime environment. This diversity means NSOs
must carefully assess the long-term security posture of third-party runtimes they
rely on, as weaknesses in shielding runtimes or LibOS implementations can un-
dermine even well-designed enclave applications.

A critical yet often underestimated aspect is management of signing keys. Be-
cause SGX attestation and sealing rely on cryptographic keys associated with en-
clave author, any compromise of these keys can enable attackers to forge enclaves
that appear genuine. This creates a single point of failure in the development
chain. Effective key protection (e.g., storing signing keys in HSMs or TPMs) is
therefore not just a best practice but a necessity for any organization planning to
distribute enclaves across systems they do not directly control.

Moreover, the development platform’s own integrity is important: a comprom-
ised build environment can silently insert malicious code into enclaves before
signing, invalidating all downstream trust. This risk is analogous to supply chain
attacks seen in other domains, where attackers target build servers or developer
workstations.

Overall, choosing a development platform is not only a matter of convenience
or compatibility. It is a fundamental security decision shaping the trustworthiness
of the entire TEE deployment.

7.2.3 Patching and Lifecycle Management

Once deployed, SGX enclaves are cryptographically sealed and signed, locking
their code and measurements. Updating an enclave requires re-signing and po-
tentially re-attestation, complicating automated patching workflows. This limita-
tion creates friction for continuous integration and deployment processes, as every
security fix or feature update must go through enclave rebuild, signing, and some-
times even hardware provisioning. In contrast, TEEs like AMD SEV, which operate
at the virtual machine level, can rely on conventional OS and package updates
without requiring enclave-specific re-deployment.
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A fundamental challenge is that defending TEEs against new threats often be-
comes a security arms race: attackers continuously develop novel microarchitec-
tural and software attacks, while vendors respond with patches and mitigations.
However, these patches are typically spot mitigations —fixes that block known
attack techniques without fundamentally eliminating the root cause. Over time,
this pattern leads to an accumulation of mitigations layered on top of each other,
increasing complexity, performance costs, and the risk of regression.

While TEE microcode updates theoretically allow hardware-level fixes, they
are often incomplete or impractical to deploy. Microcode updates depend on BIOS
or firmware upgrades, which may be missed in field systems, especially outside
datacenter environments. Moreover, microcode cannot alter fundamental archi-
tectural design choices, limiting its ability to fully remediate certain classes of
vulnerabilities.

A critical yet often overlooked component of secure enclave maintenance is
the TCB Recovery process, which allows Intel to invalidate compromised TCB states
and re-establish trust through microcode updates and attestation key refreshes.
Recent SGX TCB recovery cycles for 4th and 5th Gen Xeon processors illustrate
how Intel enforces updated microcode and BIOS versions to maintain attesta-
tion validity, preventing outdated systems from successfully attesting until they
are patched [254]. While TCB recovery is a powerful mechanism for enforcing
updated security postures, implementing it in practice is non-trivial: it requires
platform owners to re-register affected hardware, update attestation services or
PCCS caches, and rebuild enclaves with incremented ISVSVNs. These operational
demands highlight that, although the technical facilities for TCB recovery exist,
their effectiveness hinges on organizations’ sustained commitment to timely up-
dates and robust maintenance practices throughout the enclave lifecycle.

Analyses in the sgx.fail study demonstrate how these practical hurdles, com-
bined with real-world constraints on enclave testing, signing processes, and large-
scale deployment, can create significant security gaps that even dedicated vendors
struggle to close [121]. These challenges show that TEE security is not guaranteed
by technology alone but relies critically on organizations’ ability to keep pace with
an evolving threat landscape.

In effect, secure deployment of TEEs is not a one-time effort but an ongo-
ing commitment. Organizations adopting TEEs like SGX must plan for continuous
security monitoring, timely patching, and periodic reassessment of both enclave
code and platform firmware. Without this, even the best-designed enclave archi-
tectures risk erosion of their security guarantees over time.

7.2.4 Long-Term Ecosystem Viability

Building on the feasibility observations in Section 5.3.5, it is important to critic-
ally evaluate the sustainability of SGX-based solutions for deployments requiring
multi-decade support cycles, as is common in public-sector and government en-
vironments. Intel’s discontinuation of SGX support on some recent desktop CPU
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generations, combined with opaque dependency on proprietary architectural en-
claves (e.g., the QE) and Intel’s platform provisioning infrastructure, places de-
velopers at risk of losing functionality if vendor priorities change.

This tight coupling creates a classic vendor lock-in scenario: transitioning to an
alternative TEE platform (such as AMD SEV-SNP or Arm’s Confidential Compute
solutions) typically requires substantial reengineering effort. As frameworks like
OpenEnclave illustrate, cross-TEE abstractions remain limited in scope, and do
not fully alleviate incompatibility in attestation models, memory management, or
privilege levels. Even if source code is available, differences in hardware semantics
can necessitate deep modifications, eroding portability.

A further concern is the maintenance status of critical SDKs and runtimes. At
the time of writing, several notable SGX development frameworks, once promin-
ent in the ecosystem, have seen little or no active maintenance. For example, the
Apache Teaclave SGX SDK® has not had a commit in over two years, with its last
official release dating back to 2019; R3’s Conclave SDK*, also shows no activity for
two years; and Google’s Asylo framework® framework, despite initial momentum,
has been inactive for three years with its last release in 2021 (also discussed in
Section 5.1). This stagnation highlights the risk that organizations may find them-
selves dependent on tools that lack ongoing security updates, compatibility fixes
for new hardware, or timely responses to emerging vulnerabilities.

NSOs and other long-term stakeholders should therefore not only assess cur-
rent technical capabilities but also Intel’s track record, future platform roadmaps,
and the health of the broader SGX software ecosystem. Factoring in potential end-
of-life scenarios, the availability of active development communities, and contrac-
tually guaranteed support is essential to mitigate operational and security risks
posed by ecosystem stagnation or unexpected platform discontinuations.

7.3 Trust and Information Flow

The word “trust” is central to this thesis, and to TEEs themselves. Concepts like the
Trusted Execution Environment, Trusted Computing Base, and Trusted Runtime
all rely on the notion that certain components must be assumed reliable. In this
section, we examine what trust means in this context, how it differs from conven-
tional use, and how it influences the design of a system such as the one proposed
in Chapter 6.

3Teaclave SGX Github repository: https://github.com/apache/incubator-teaclave-sgx- sdk

“Conclave SDK Github repository: https://github.com/R3Conclave/conclave- core-sdk,
inactive for over two years.

>Google Asylo Github repository: https://github.com/google/asylo, no commits in over
three years, last release in 2021.


https://github.com/apache/incubator-teaclave-sgx-sdk
https://github.com/R3Conclave/conclave-core-sdk
https://github.com/google/asylo
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7.3.1 Trust and Trustworthiness

Adopting a hardware-based TEE, such as Intel SGX, reduces the trusted computing
base but shifts significant responsibility onto the hardware vendor. This reflects
a broader point: trust in the TCB is less a desirable property than a liability. If
a trusted component fails or is compromised, the entire system can break. The
system model’s use of a custom attestation service (Section 6.2.1) reduces external
dependencies, but trust in the vendor (Intel in case of SGX) remains unavoidable.
This recursive dilemma is common in secure systems. Some root of trust must be
assumed, even if it cannot be verified by the end user [62].

As discussed in the security analysis (Section 3.6), TEEs remain susceptible to
side-channel and microarchitectural vulnerabilities. These risks show why even
the most foundational trust anchors must be treated with caution. A technically
“secure” system is not always a trustworthy one, it may protect against adversaries
but still act against the interests of users or data owners. A

Ferguson et al. [231] stress that in cryptographic systems, trust is often con-
tractual. That is, trust is not just technical but shaped by the roles and expect-
ations between parties. In practice, TEE-based systems follow a similar pattern.
Developers, data owners, CSPs, and hardware vendors must agree—explicitly or
implicitly—on who controls what and under what assumptions. SGX’s enclave
signing process is a concrete example. Only enclaves signed with keys approved
by Intel can produce attestations tied to the processor’s hardware key. This pre-
serves the platform’s integrity but centralizes authority and limits sovereignty for
organizations building on it. Even when attestation services are custom, meaning-
ful verification still depends on Intel’s infrastructure.

Trust is not only about cryptographic assurances. As Bursell emphasizes [62],
trust relationships in computing depend on clarity and transparency. SGX provides
partial transparency through attestation, but compartmentalized system designs
reduce visibility into internal data flows. Data owners know where their data is
initially sent, but may not be able to track how it is used thereafter. As a result,
auditors often serve as the primary trust-enforcing mechanism, bridging the gap
between opaque execution and verifiable policy compliance [62].

Still, audits alone are limited. Hardware and firmware complexity can obscure
vulnerabilities, and full guarantees are out of reach without unrealistic verification
coverage. Clear boundaries of responsibility between the NSO, data owners, CSB
and hardware vendors help clarify where trust is placed and how it can be evalu-
ated. This becomes particularly important in systems handling sensitive statistical
data, where the cost of misplaced trust is high.

To make these distinctions actionable, it is useful to separate what is trusted,
what is secure, and what is trustworthy. A trusted component has the ability to
break security, it must be assumed correct. A secure system withstands known at-
tacks, but may not act in the user’s interest. A trustworthy system is one that is
secure and aligned with user goals. In that sense, trustworthiness is not a given;
it must be earned. Strategies that move toward this goal include minimizing the
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TCB, combining multiple independent roots of trust, using structured transpar-
ency to enforce policy, and introducing third-party audit mechanisms [255]. These
are not silver bullets, but pragmatic ways to align the system’s guarantees with
the expectations of those who depend on it.

7.3.2 Information Flow and Control

The system model grants data owners control through structured transparency
and policy-enforced attestation. Rather than relying solely on infrastructure-level
privacy mechanisms, the model defines conditions under which data can be re-
leased, explicitly codified in attestation policies. This reflects ideas from Trask et
al. [256], where structured transparency means that stakeholders agree on oper-
ational policies before any data exchange occurs.

This has practical implications. Remote and local attestation allow data own-
ers to verify that enclaves meet agreed conditions before provisioning data. This
level of control stands in contrast to cryptographic methods like MPC or DB where
enforcement is often implicit and tied to system design, not policy. Attestation al-
lows verification of deployed code and system state, anchoring trust in something
tangible and inspectable.

Compared to other privacy-preserving methods, this gives data owners more
leverage. Instead of having to rely on reputational trust or legal guarantees, they
can inspect, verify, and decide whether to participate based on concrete system
properties. While it does not eliminate all risks, this model gives stakeholders a
clear interface for making trust decisions, improving both transparency and ac-
countability in practice.

7.4 Broader Context and Outlook

While the preceding sections have examined TEEs through the lens of hardware
flaws, software complexity, and lifecycle burdens, these technologies also exist
within a broader ecosystem of privacy-preserving technologies and rapidly evolving
industry trends. For National Statistical Offices (NSOs), adopting TEEs is not solely
a technical decision—it must be informed by the maturity of the surrounding eco-
system, the direction of platform vendor roadmaps, and the comparative strengths
of alternative approaches such as DB MPC, and .

This section offers perspective on how TEEs are positioned within the wider
privacy landscape. It reflects on the maturity of current TEE implementations, in-
dustry trust dynamics, the historical challenges of isolation technologies, and how
TEEs complement or compete with other privacy-preserving techniques. These
broader considerations help determine whether TEEs are a short-term workaround
or a long-term architectural choice for secure statistical computing in the cloud.
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7.4.1 TEE Maturity and Industry Perspective

As highlighted by the attacks discussed in Section 3.6, Trusted Execution Envir-
onments (TEEs) have become a prime focus of modern systems security research.
Many exploits require elevated (root) privileges to access model-specific registers
(MSRs) or privileged instructions. While such capabilities imply full system com-
promise, TEEs are specifically designed to preserve security guarantees even in the
presence of a malicious operating system. This makes them a uniquely attractive
target: they promise isolation in precisely the environments where conventional
protections fail.

This promise has elevated TEEs to a kind of stress test for processor security.
Research of their security has “fueled” entire classes of microarchitectural vul-
nerabilities that extend beyond TEEs themselves [257]. Many of the insights that
have shaped our understanding of speculative execution, buffer reuse, and tran-
sient leaks were first uncovered by attacking the assumptions that TEEs relied on.
In this sense, TEEs have contributed to the hardening of platforms more broadly,
even when the TEEs themselves remain imperfect.

Meanwhile, industry engagement has shown signs of improvement. Hard-
ware vendors have begun working more transparently with the security com-
munity prior to product releases. For example, Intel and Microsoft jointly con-
ducted a third-party security review of Intel TDX with both Microsoft [99] and
Google [104]°, and AMD SEV-SNP has undergone external audits by teams like
Google Project Zero [258]. The security researchers had access to documentation,
source code, and not least the engineers responsible for designing and implement-
ing the mechanisms. This auditing plays an important role in increasing trust in
TEEs [255]. It marks a meaningful shift from the previous model of reactive patch-
ing toward more proactive and transparent assurance.

However, the path to robust security at these foundational levels remains chal-
lenging due to the scarcity of developers with expert knowledge in hardware,
firmware, and OS intricacies, as visually illustrated in Figure 7.4. This highlights
a potential disconnect between engineering needs and the industry’s response.
Rodrigo Branco, a former Chief Security Researcher at Intel, articulated this con-
cern in his 2023 hardwear.io keynote, arguing that the industry’s approach of-
ten prioritizes marketing or legal considerations over truly robust technical solu-
tions [259]. His explicit caution regarding the emerging confidential computing
ecosystem underscores this tension:

“The rise of confidential computing will bring new reliability prob-
lems (and hide even further compromises)—a lot of technology has
yet to be developed—anyone jumping into using it should not lie to
themselves they are doing it for security reasons.”

While current TEEs fall short of providing complete isolation, they remain one
of the few tools available for securing computation in untrusted environments.

SIntel engineers are listed in the Acknowledgments.
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Number of Developers

Solutions
More Abstractions 20M

Applications

Middleware/Runtimes

500K
Low-Level Libraries

Virtualization

Operating System

Drivers 50K

Firmware (UEFI/BIOS)

Closer to Hardware

N VY VYV VY VY VY )

Platform Architecture (x86) )

Figure 7.4: Illustrates the destiny of developers at each level of the software stack.
Adapted from [260].

Their design has exposed hard problems at the boundary of hardware and soft-
ware, problems that vendors are only beginning to confront more openly. Contin-
ued involvement from independent researchers has improved transparency and
led to stronger designs, but many technical challenges remain unresolved.

7.4.2 Comparison with other PETs

While technical distinctions between TEEs and other PETs, such as HE, DP and
MPC, have been outlined in Section 2.3, the more relevant question for an NSO
is how these approaches differ in terms of operational assumptions, deployment
complexity, and policy control.

TEEs offer a hardware-based isolation model that, unlike cryptographic ap-
proaches, relies on enclave integrity and attestation rather than mathematical
guarantees. This makes them comparatively flexible to deploy: a correctly attested
enclave can execute general-purpose code without requiring the significant pro-
tocol engineering effort often associated with MPC, or the performance cost of HE.
This makes TEEs particularly suited for situations where data must be processed
across administrative boundaries but infrastructure is limited or heterogeneous.

One unique aspect of TEEs is their ability to enforce policy as part of the com-
putation logic. Because enclaves can condition data access, usage, and output on
runtime attestation results, they support a form of decentralized trust negotiation:
each party can verify what code is running before releasing data, without requiring
global coordination. TEEs can also produce audit logs tied to enclave identities,
which is valuable in compliance-driven contexts such as national statistics.

At the same time, TEEs do not offer the same formal guarantees as DP or
threshold-based MPC. Side-channel resistance and hardware trust remain open
challenges. But for many NSO workflows, particularly those involving complex
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record linkage or aggregation over sensitive but non-high-stakes data, TEEs rep-
resent a practical middle ground. They enable verifiable, policy-governed compu-
tation in cloud environments where full cryptographic solutions may be imprac-
tical.

Rather than replacing other PETs, TEEs complement them. For example, an
enclave-based system can apply differential privacy as a final step, or use masked
linkage schemes to reduce raw data exposure. In this light, TEEs are best seen not
as a privacy silver bullet, but as a deployable enforcement mechanism that brings
real-world feasibility to multi-party computation in untrusted infrastructure.

7.4.3 Current Trends and Research Directions in TEEs

As mentioned in Section 5.1, cloud providers are increasingly moving toward full-
VM isolation with technologies like Intel TDX and AMD SEV-SNP (Section 3.4,
Section 3.5), reducing reliance on enclave-based models such as SGX. This shift
simplifies deployment and better fits existing cloud infrastructure, but does in-
crease the TCB.

In parallel, there is growing interest in open-source components. Microsoft’s
OpenHCL [230], an open-source paravisor with support for TDX, aims to make
the virtualization layer more auditable and is reportedly nearing production read-
iness. Marghera [261] takes a research approach to securing confidential VMs by
preventing cross-VM leakage through stronger microarchitectural isolation.

Academic efforts are also exploring alternatives to vendor-controlled TEEs.
Open and customization TEE platforms based on RISC-V such as Keystone [262],
Dorami [263], and Penglai [264] enable experimentation with enclave models
and hardware separation. Sancus [265] targets embedded systems without virtual
memory, and POSTER [266] supports writing distributed applications across SGX,
TrustZone, and Sancus.

A recurring motivation behind these projects is to reduce centralized trust
and enable formal verification. Miihlberg and Van Bulck [267] argue that TEEs
should be based on open designs, especially after the wave of microarchitectural
vulnerabilities like Meltdown and Spectre. OpenTitan [268], an open’ silicon RoT
project, fits into this trend by making low-level trust anchors more transparent and
auditable.

Whether these efforts converge remains to be seen, but they highlight that
the future of TEE:s is likely to include both industrial VM-level solutions and more
modular, open alternatives.

7.4.4 Sustainability and Societal Impact

Though not the main focus of this thesis, the secure and privacy-preserving use
of cloud infrastructures via TEEs supports several UN Sustainable Development
Goals (SDGs) by enabling responsible data handling.

’Github Repository for OpenTitan: https://github.com/lowRISC/opentitan
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From an environmental perspective, shifting NSO workloads to optimized
cloud data centers can reduce energy consumption [269, 270] and electronic
waste [271], aligning with SDG12 and SDG13 [272]. However, the additional
overhead of TEEs and cryptographic protocols (see subsection 5.3.6) may offset
some efficiency gains.

Regarding social sustainability, TEEs can contribute to SDG16 (peaceful and
inclusive societies) by enabling confidentiality and integrity in processing sens-
itive data [273, 274], which is essential for public trust and safeguarding hu-
man rights [275]. This supports more secure, ethical statistical analysis, especially
in sectors like healthcare (SDG3) and social equality (SDG10) [276, 277]. A re-
cent example highlighting the positive societal potential of TEEs is the Hope for
Justice initiative [278], which used SGX enclaves to securely match sensitive data
on human trafficking victims across organizations, demonstrating how privacy-
preserving computation can contribute to human rights efforts.

Critical reflection: Realizing these benefits requires managing energy sourcing,
cryptographic efficiency, and governance to mitigate centralization risks inherent
in cloud-based TEE:s.
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Conclusion

In this thesis, we demonstrated that TEEs offer a viable and pragmatic path to-
ward enabling privacy-preserving statistical computations, particularly for record
linkage by NSOs, within otherwise untrusted public cloud environments. We ad-
dressed three key questions: the feasibility of designing secure TEE-based archi-
tectures for NSOs; the adequacy of commercial TEEs in meeting confidentiality
and integrity requirements; and the real-world adoption challenges.

Answering the Research Questions

RQ1: How can TEEs be architected into a system that enables NSOs to process sens-
itive data in the cloud with strong confidentiality and integrity guarantees?

Using the proposed architecture we show that Intel SGX can protect sensitive
identifiers during record linkage. Enclave-based attestation establishes trust, while
hardware-enforced isolation defends against unauthorized access. However, the
historical oversight of robust security practices within TEE software aspects, such
as runtimes and LibOS, highlights the critical need for developers to explicitly
define trusted code boundaries and apply rigorous interface hygiene to prevent
vulnerabilities arising from software-level design flaws.

RQ2: Do existing commercial TEEs provide security assurances sufficient to meet the
privacy requirements of official statistics workflows?

Commercial TEEs offer strong protection against many software-level threats,
including a compromised OS or hypervisor. However, their reliance on complex
microarchitectural designs introduces inherent challenges, making the complete
elimination of side-channel and other microarchitectural attacks difficult. Con-
sequently, while TEEs substantially improve confidentiality over standard cloud
solutions, their guarantees fall short of absolute protection, particularly against
these low-level hardware-based threats.

RQ3: What practical and technical challenges arise when adopting TEEs for privacy-
preserving record linkage, and do they render this approach feasible for real-world
NSO deployments?

107
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TEE adoption is hindered by non-trivial development overhead, complex at-
testation processes, limited compatibility across vendor ecosystems, and the chal-
lenge of a nascent and often fragmented tooling ecosystem, where popular SDKs
and runtimes may lack sustained maintenance. Despite this, they remain viable
for NSO workflows when paired with institutional risk management, especially if
implemented via shielding runtimes or confidential VMs for ease of deployment.

Key Findings

TEEs remain an evolving technology, with both architectural designs and sur-
rounding tooling continuing to develop. We identified the following key obser-
vations:

e TEEs provide a practical foundation for secure statistics in the public cloud.

e Despite their advancements, fundamental design decisions in modern pro-
cessor design pose inherent difficulties in fully eliminating side-channel and
microarchitectural attacks.

o The security of TEE software components, including runtimes and LibOS
layers, has historically been a source of vulnerabilities due to insufficient
focus on their attack surface and interaction complexities.

e The TEE ecosystem presents practical challenges, including significant de-
velopment overhead and the risk of relying on SDKs and runtimes that may
not receive consistent long-term maintenance, impacting their viability for
sustained real-world deployments.

e Design choices—such as adopting a LibOS versus manual partitioning—
directly influence the trade-offs between security guarantees and imple-
mentation effort.

e While side-channel and microarchitectural attacks persist, TEEs demonstrably
raise the baseline security posture compared to traditional cloud setups.

Limitations and Reflection

We present a concrete system architecture, but do not implement or evaluate the
system in practice. Consequently, measurements regarding performance, scalab-
ility, or resistance to active attacks were not conducted. Furthermore, TEEs are
evolving targets. The continued discovery of new vulnerabilities affecting prom-
inent TEEs suggests that their security must be considered probabilistic, not abso-
lute.

Nevertheless, the proposed design is thoroughly grounded in extensive re-
search and rigorous analysis. This foundational work provides a realistic model
for applying TEEs to privacy-preserving statistical computation and establishes a
crucial framework for future empirical investigations.
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8.1 Future Work

Future work should explore:

e Implementation and benchmarking of the proposed architecture under real-
istic loads.

e Combining TEEs with complementary techniques PETs, like MPC or DP to
mitigate residual risks.

e Practical frameworks for enclave lifecycle management, attestation, and key
provisioning at scale.

e Exploring the potential of open-source TEE implementations on open ar-
chitectures like RISC-V, which could offer greater transparency, auditability,
and potentially more straightforward mitigation strategies for microarchi-
tectural vulnerabilities compared to proprietary designs.

Ultimately, TEEs do not guarantee perfect privacy, but they offer a tangible
improvement over conventional cloud models. When treated as one component
within a broader risk-aware architecture, they can enable secure and scalable stat-
istical computing for public institutions. While the precise trajectory of confiden-
tial computing remains uncertain, current CSP offerings indicate a notable shift
towards "next-generation" TEEs, such as confidential VMs like Intel TDX (see Sec-
tion 3.4) and AMD SEV-SNP (see Section 3.5). These solutions prioritize ease of
adoption, often at the cost of some security guarantees. Concurrently, academic
efforts continue to explore new TEE designs for open architectures like RISC-
V, which could provide a more transparent and auditable foundation, potentially
easing the mitigation of complex microarchitectural vulnerabilities, hinting at fur-
ther innovation in the field.
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