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About me
• Doing a integrated Ph.D. in cryptography at IMF

• Focusing on Post-Quantum Cryptography

• Internship at Intrinsic-ID in Eindhoven, 
Netherlands summer of 2018: focusing on secure 
implementation of cryptography in hardware
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Side-Channel Attacks

T

Cryptographic algorithms are traditionally designed and analyzed 
using the black-box model, where the adversary knows the 
specification of the algorithm and can observe pairs of inputs and 
outputs from the algorithm. 

This is not sufficient to protect a system when it's implemented on 
embedded devices. In this case the device is often in the control 
of the adversary, and one can apply a wide range of attacks 
through different side-channels to break the cryptography.
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Countermeasures

T

Countermeasures against side-channel attacks can be  
classified into two categories. 

In the first category, one tries to eliminate or to minimize 
the leakage of information. This is achieved by reducing 
the signal-to-noise ratio of the side-channel signals. 

In the second category, one tries to ensure that the 
information that leaks through side-channels cannot be 
exploited to recover secrets. 
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Attacks against primitives

• RSA
• DSA
• ECDSA
• ECDH
• AES
• ...
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Today: The RSA Cryptosystem
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RSA Key Generation

Lecture 8: Public Key Cryptography and RSA. Slide 12.
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RSA Operations

Lecture 8: Public Key Cryptography and RSA. Slide 13.
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Square-And-Multiply Algorithm

Lecture 8: Public Key Cryptography and RSA. Slide 25.
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Square-And-Multiply

T
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Timing attacks

In proceedings of the 16th Annual International Cryptology Conference, 1996. 
https://www.paulkocher.com/doc/TimingAttacks.pdf

https://www.paulkocher.com/doc/TimingAttacks.pdf
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Timing attacks

In proceedings of the 12th Usenix Security Symposium, 2003. 
https://crypto.stanford.edu/~dabo/pubs/papers/ssl-timing.pdf

https://crypto.stanford.edu/~dabo/pubs/papers/ssl-timing.pdf
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Timing attacks

T

Timing attacks try to extract cryptographic keys by 
measuring how long it takes for a system to perform 
cryptographic computations. 

If the algorithms use different amounts of time 
depending on the input and the keys, it is possible to 
extract secret information from the time the system 
takes to respond to different requests.
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Simple Power Analysis

In proceedings of the 19th Annual International Cryptology Conference, 1999. 
https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf

https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf
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https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf
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https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf
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Simple Power Analysis

T

Simple power analysis (SPA) attacks try to extract 
cryptographic keys by measuring the power 
consumption of a device while the system is doing 
cryptographic computations. 
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Example: Simple power analysis
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Example: Simple power analysis
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Countermeasure: Constant Time Code

T

Make it so, that the variations in execution time do 
not depend on secret information. 
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Fault attacks

IEEE Transactions on Computers, 2000.
http://joye.site88.net/papers/YJ00chkb.pdf

http://joye.site88.net/papers/YJ00chkb.pdf


24

Fault attacks

IEEE Transactions on Computers, 2000.
http://joye.site88.net/papers/YJ00chkb.pdf

http://joye.site88.net/papers/YJ00chkb.pdf
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http://joye.site88.net/papers/YJ00chkb.pdf
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Countermeasure: Data-Dependency

T

Make it so, that the final result is dependent on 
each calculation in the computation.
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Differential Power Analysis

In proceedings of the 19th Annual International Cryptology Conference, 1999. 
https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf

https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf
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Differential Power Analysis

In proceedings of the 19th Annual International Cryptology Conference, 1999. 
https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf

https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf
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Differential Power Analysis

T

Differential power analysis (DPA) attacks try to extract 
cryptographic keys by performing a statistical analysis of 
many executions of the same algorithm. 

The attack is performed with many different inputs 
measuring the differences in power consumption of a 
device while the system is performing cryptographic 
computations. 
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Countermeasure: Randomizing Message

T

Make it so, that the calculations are performed 
on a randomly chosen message each time, not 
an input by the attackers choice.
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Countermeasure: Scalar Blinding

T

Make it so, that the calculations are performed 
with a randomly chosen exponent each time, to 
not leak to the attacker how large the real 
exponent is.
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But there are also...
• Cache timing attacks
• Electromagnetic attacks
• Acoustic cryptanalysis
• Optical side-channel attack
• Horizontal attacks
• …

T
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Questions?

T


