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Cryptography Today
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Secure messaging: Signal, WhatsApp, iMessage,…

Secure connections: TLS, SSH, IPsec,…

Digital authentication: FIDO, Digital ID, EU Wallet,…

Payments: PayPal, VISA / Mastercard, Bitcoin,
Apple / Google Pay, Venmo,…

Will these protocols be secure in the future?

Cryptography Today
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Quantum Computers
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Cryptography Tomorrow
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Quantum computers are not better; they are different

They will generally be worse, but do specific things better

In theory, they can break public key encryption and digital 

signatures based on factoring and discrete log assumptions

There are many recent developments in quantum computing

The Quantum Threat
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9sam-jaques.appspot.com/quantum_landscape_2025
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Cryptography that runs on classical computers, but

is secure against attacks from quantum computers

Cryptographers have been working on this since ~2000

We have recently standardized several algorithms

There are tradeoffs in choosing which algorithms to use

Quantum-Safe Cryptography
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Timeline
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Google Chrome + Cloudflare servers



LATTICES
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Three main lattice assumptions: SIS, LWE, and NTRU

Have shown to be very expressive and quantum-secure

Hard to set parameters for correctness and security

Lattice Assumptions
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Short Integer Solution
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Learning With Errors



23

NTRU
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Lattice Estimator
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Masking is complicated since secrets have short norms

➢ Must use rejection sampling or noise drowning

There exist efficient trapdoors for lattices

➢ Must prove that an instance is generated honestly

Homomorphic operations and challenges impact norms

➢ Must use specialized techniques to deal with this

Challenges with Lattices
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Signatures from ZKPs: ML-DSA
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Hint Module Learning With Errors
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Signatures from HMLE: Raccoon



PEC FROM LATTICES
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Categories of Quantum-Safe Crypto

No changes necessary: AES, SHA-2/3, HMAC, …

Almost drop-in replacements: PKE, KEM, DSA

More advanced primitives: Privacy-Enhancing Crypto

(and some other categories)

Only from lattices: FHE and Obfuscation
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Zero-Knowledge Proofs

Exact proof of As+e and short s and e in ~14 KB
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Group and Ring Signatures

Signatures or size ~15-20 KB for 2^20 users
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Private Transactions

Private transactions using ZKP at ~40 KB
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Blind Signatures

Signatures of ~22 KB and communication of ~60 KB

Must prove the evaluation of a RO in ZKP
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Blind Signatures

Signatures of ~68 KB and communication of ~1 KB
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Electronic Voting

Ciphertexts of 80 KB, shuffle 290 KB, decryption 157 KB



37

Electronic Voting

Ciphertexts of 15 KB, shuffle 115 KB, decryption 85 KB
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Electronic Voting

Ciphertexts of ~6.5 KB, shuffle + decryption of 110 KB
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Communication of ~23 KB per item

6 rounds and semi-honest

Private Set Intersection
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(zk-)SNARKs

Proofs of ~60-100 KB for essentially any (lattice) statement

Linear time verification and high-memory cost
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Anonymous Credentials

Credentials of ~30-130 KB for 16 attributes

Ad-hoc lattice assumptions
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Open-Source Implementations

Important step towards practical lattice implementations

Still new and has bugs and restrictions



OPEN PROBLEMS



GENERIC VS SPECIALIZED METHODS
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Most approaches are based on what we do from DLOG

Generic transforms or frameworks are great, but limited

Often needs more specialized methods to gain efficiency

Generic vs Specialized Methods



SPECIALIZED LATTICE ASSUMPTIONS







malb.io/sis-with-hints.html
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OPEN-SOURCE IMPLEMENTATIONS
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The ML-KEM and ML-DSA code bases are really great

We have several FHE libraries for lattice cryptography

LaZeR is the only library for lattice-based zero-knowledge

Most papers, if there is an implementation at all, are

usually ad-hoc adaptations of number theory libraries

Open-Source Implementations



Thanks! Questions?
tjerand.silde@ntnu.no

https://tjerandsilde.no
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