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Introduction

S e cu r i ty  a n d  C r y p to g ra ph y  

E x pe r t  a t  Po n e  B i om e tr i cs

Wo r k in g  o n  F I D O ,  se c u re  

a u t h e nt ica t io n ,  b io m e tr i cs

A ss oc ia t e  Pr o fe ss o r  in

C r y p to lo g y  a t  N T NU

Wo r k in g  o n  q ua nt u m - s a fe  

c r yp to g r a p hy  a n d  p r iva cy

Te a c hi n g  a  c ou r se  on  “ Se c u re  

C r y p to g ra ph i c  I m p le me n ta t io n s”

S u pe r v i s in g  m a st e r ’s  a n d  P h D 

st u de n t s  i n  cr y p to g ra p hy



Outline

Cryptography today

Quantum computing 

Quantum-safe cryptography

“Store now, decrypt later ”

Challenges with PQC

Opportunities with PQC



Cryptography Today – Public Key Enc



Cryptography Today – Digital Signatures



Cryptography Today – Symmetric Key



Cryptography Today – DH + AES



Cryptography Today - Algorithms

RSA Encryption and Signatures,  

(EC) Diffie-Hellman Key Exchange,

(EC) Digital  Signature Algorithm,

(EC) ElGamal Encryption, Pairings.

Symmetr ic encryption l ike AES,

Hash functions l ike SHA2/3,

MAC schemes like HMAC.



Cryptography Today - Use Cases

Secure messaging:  S ignal , WhatsApp,  iMessage

Secure connections: TLS, SSH,  IPsec

Digital  authentication: FIDO,  Bank ID, Buypass ID

Payments: Venmo, VISA / Mastercard,  

Apple /  Google Pay,  Vipps

Wil l  these protocols  be secure  in  the future?



Tomorrow: Quantum Computers



Quantum Computing



Quantum Algorithms

Shor ’s  Algorithm can be used to eff iciently f ind the 
periodicity  of  a function and can be appl ied to 
factor ing  and computing discrete logarithms.

Grover ’s  Algori thm can be used to speed up 
unstructured search and can be applied to f inding  
symmetric keys  and hash col l is ions.



Cryptography Today - Algorithms

RSA Encryption and Signatures,  

(EC) Diffie-Hellman Key Exchange,

(EC) Digital  Signature Algorithm,

(EC) ElGamal Encryption, Pairings.

Symmetr ic encryption l ike AES,

Hash functions l ike SHA2/3,

MAC schemes like HMAC.



Quantum-Safe Cryptography

C rypto g ra ph i c a lgo r i th m s th at  w e run  on  c l a ss ic a l  co m p ute rs

Ba s ed  on  m a th em a ti ca l  p ro bl em s  ( ot h er  th a n fa c to r in g a nd  

DLO G) th a t  are h ard to  b re a k  e ve n fo r  q u a ntu m  c o mp u ters

For  exa m p le :  l att ic es ,  co d es ,  is o gen ie s ,  sym m et r ic  sc h em e s



Lattice-Based Cryptography



Lattice-Based Encryption



Lattice-Based Signatures



Quantum-Safe Cryptography Timeline



New Cryptographic Standards



New Cryptographic Standards



New Cryptographic Standards



New Cryptographic Standards



Transition to PQC

https://doi.org/10.6028/NIST.IR.8547.ipd



Why This Matters Today



Why This Matters Today



Quantum-Safe Cryptography Timeline



Hybrid PQC

Are PQC al gor i thms mat ure enough to repla ce al l  c lassical  

algor it hms today? C an we implement them securely?

Possi b le  sol ution:  hybr id  c la ss ical -PQ cr ypto graphy.

Enc:  Use t wo schemes  for  KEX /  KEM, encrypt  wit h AES.

Si gn:  Use t wo schemes,  and both s ignatures must  ver i f y.



Hybrid PQC in Practice



Hybrid PQC in Practice



Hybrid PQC in Practice



Hybrid PQC in Practice



Hybrid PQC in Practice



Challenges with PQC

Performance:  larger  c iphertext s and s ignatures,

larger  memory requirements ,  so met imes s lower

Foundations :  new assumpt ions ,  models ,  and analys is

Va riations :  d if ferent  use cases ,  combinations ,  natio nal  

and internat ional  s tandards ,  recommendations



Opportunities with PQC

Be at  the fro nt : PQC ski l ls  and knowledge wi l l  make you a  

leading actor  in  the cy bersecur ity  spa ce

Cl ea n up: oppo rtunity  to  get an overview of  cryptographic  

algor ithms and remove old s tuff  (SHA -1,  3 DES ,  RSA-10 24)



Opportunities with PQC

Implementati on: 2 5+ years  si de -channel  ex per i ence,  avoi d 

large- integer  ar ithmeti c,  l inear  algebra >  e l l iptic  cur ves

New appl i catio ns:  latt ice -based cryptography a l lows  for  

computat ion on encrypted data  for  pr ivacy appl ications



The state of the post-quantum Internet



Modern Cryptography



PONE Biometrics PQC White Paper

ponebiometrics.com/post-quantum-cryptography



Press & Users testimonials

Thank you!
Questions?

T je ran d  S i ld e ,  PO NE  B io m e t r ics
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