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Quantum computers are not better; they are different

They will generally be worse, but do specific things better

In theory, they can break public key encryption and digital 

signatures based on factoring and discrete log assumptions

There are many recent developments in quantum computing

The Quantum Threat
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4sam-jaques.appspot.com/quantum_landscape_2025
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Three main lattice assumptions: SIS, LWE, and NTRU

Have shown to be very expressive and quantum-secure

Hard to set parameters for correctness and security

Lattice Assumptions
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Encryption
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Signatures
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Masking is complicated since secrets have short norms

➢ Must use rejection sampling or noise drowning

There exist efficient trapdoors for lattices

➢ Must prove that an instance is generated honestly

Homomorphic operations and challenges impact norms

➢ Must use specialized techniques to deal with this

Challenges with Lattices
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Homomorphic Counting

Ciphertexts of 20 KB, decryption 150 KB



14

Re-Randomization Mix-Net

Ciphertexts of 15 KB, shuffle 115 KB, decryption 85 KB
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Decryption Mix-Net

Ciphertexts of ~6.5 KB, shuffle + decryption of 110 KB
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(zk-)SNARKs

Proofs of ~60-100 KB for essentially any (lattice) statement
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Threshold

Allows for arbitrary threshold decryption and distributed setup

Improved analysis can also reduce parameters
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QROM / Online Extractability

Makes overall security proofs simpler
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Post-Quantum Privacy vs Integrity

LWE ciphertext + DLOG ZK proofs
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Open-Source Implementations

Important step towards ZKP implementations



21

NTNU in Trondheim, on December 11 and 12

Free registration; talks, discussions, dinner

➢ Phil Rogaway – “Can Ethics Be Taught?”

➢ Rikke Bjerg Jensen – “Social Foundations

of Cryptography: An Ethnography Talk”

➢ Jean-François Blanchette – “Legislating digital 

signatures: Lessons from a past cryptographic utopia”

Cryptology and Social Life Workshop
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