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Blind Signatures

» A two-party signing protocol between a Signer and a User

» The Signer does not learn the message they are signing
» Blindness

» The Signer can not link a signature to any given session
» Unlinkability

» The User does not learn the signing key being used to sign
» Unforgeability
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Applications

» Blind signatures can be used as anonymous credentials
» There are also constructions for e-cash and e-voting

» A DLOG version is used in Privacy Pass by Cloudflare
» An RSA version is used for private VPNs by Google

» Important for privacy in the new EU Digital Identity Wallet
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Concurrent Security

» Blind signatures are often implemented in systems where
many users can initiate signing sessions at the same time

» To ensure unforgeability when opening many sessions with
a single malicious party, we need concurrent security

» Some schemes are only proven secure in the sequential
setting, limiting the signer to one session at any given time
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Blind Schnorr

Wallet Databases with Observers

(Extended Abstract)

David Chaum Torben Pryvds Pedersen”
CWI Aarhus University
The Netherlands Denmark

CRYPTO 1992
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Blind Schnorr

@ NTNU

User(X,m) Server(x)
T <8 Zyp
R R =G
o, B <$ Zyp
R:=R+aG+BX
c:=H(R,m)
ci=c+p G
3 Si=cx+TrT

check 3G = éX + R
s =S8+«

return (R, s)




The ROS Attack

On the (in)security of ROS

Fabrice Benhamouda', Tancréde Lepoint?, Julian Loss®, Michele Orru#, and Mariana Raykova®

EUROCRYPT 2021, ePrint 2020/945
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The ROS Attack

which is defined as follows. Given a prime number p and access to a random oracle H,,s with range in Z,, the
ROS problem (in dimension £) asks to find (£+1) vectors p; € Z¢ for i € [¢ + 1], and a vector ¢ = (c1, .. ., c;)
such that:

H.os(p:) = {pi, ) for all i € [£ 4 1].

This problem was originally studied by Schnorr [Sch01] in the context of blind signature schemes. Using a
solver for the ROS problem, Wagner showed that the unforgeability of the Schnorr and Okamoto—Schnorr
blind signature schemes can be attacked in subexponential time whenever more than polylog(\) signatures
are issued concurrently. In this work, we revisit the ROS problem and its applications. We make the following

B NTNU | séctandrecnoiogy 8



The ROS Attack
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The Clause Blind Schnorr

Blind Schnorr Signatures and Signed ElGamal Encryption
in the Algebraic Group Model

Georg Fuchsbauer!, Antoine Plouviez?, and Yannick Seurin3

EUROCRYPT 2020, ePrint 2019/877
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The Clause Blind Schnorr

CBISch.Sign((p, G, G, H), x) CBISch.User(((p, G,G,H), X), m)
To,T1 <% Zp
Ro = ’I"oG ; Rl = ’I"1G RO: Rl

ao, Bo, a1, B1 <$Zy

Ry := Ry + aoG + Bo X
1=Ri+aiG+ 54X

co = H(Rp, m)

¢y = H(Ry, m)

co = ¢ + Bo mod p

co, C1 c1:=c) + B1 modp

b, s

~

b<+s3$4{0,1} ¢
s =17p+ cpxr mod p

~

if sG # Ry 4+ cs X then return L
s’ == s+ ap mod p
return 1 return o := (R}, s’)
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Concurrently Secure Blind Schnorr

Concurrently Secure Blind Schnorr Signatures

Georg Fuchsbauer and Mathias Wolf

EUROCRYPT 2024, ePrint 2022/1676
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Concurrently Secure Blind Schnorr

PBSch.Sign(sk, prd) PBSch.User(vk, prd, m)
(q,G, G, crs, ek, x) :C sk (¢9,G,G,H, crs, ek, X) :C vk
a,B43$Zq; p+3$Rek
C C = PKE.Enc(ek, (m, a, B); p)
r<s$Zq; R:=7rG R s R:=R+aG+8X

¢ = (H(R', X, m) 4+ ) mod ¢
0 := (X, R, c, C, prd, ek)
w = (maaaﬁap)

¢ NArg.P
0 .= (G, R, c, C, prd, ek) 7 < NArg.Prove(crs, 6, w)
if NArg.Vfy(crs,0,7) =0
return O
— s
s = (r+ cz) mod g ? if sG# R+cX : return L

s’ = (s+ a) mod ¢
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Challenges for Lattices
» Rejection sampling; get the right distributions

» Norm bounds: ensure hardness of MSIS/MLWE
» Masking values; Gaussian/small, not uniform

» Zero-knowledge proofs; more complex vs DLOG
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Usual Approaches

» Design a new ad-hoc blind identification scheme
» Fischlin-transform: com + sign + zkp of sign
» New ad-hoc assumptions (f-I1SIS, one-more ...)

» Compute a blind version of a normal signature
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Raccoon Lattice Signature Scheme

Raccoon

A Side-Channel Secure Signature Scheme

v <
@»
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AIST, JP
Mary Maller Fabrice Mouhartem Thomas Prest
PQShield, UK PQShield, FR PQShield, FR
Ethereum Foundation, UK
Mélissa Rossi Markku-Juhani Saarinen
ANSSI, FR PQShield, UK

Tampere University, FI
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Raccoon Lattice Signhature Scheme

Schnorr.Keygen() — sk, vk

@ Sample uniform sk, set vk = g5k

Schnorr.Sign(sk,msg) — sig
@ Sampler

Ow=g

® c= H(w,msg)

O z=r+c-sk

® Output sig = (c,2)

Raccoon.Keygen() — sk, vk
@ Sample short sk, set vk = [A 1] - sk

Raccoon.Sign(sk,msg) — sig
@ Sample a shortr
Ow=I[A 1]-r

® c=H(w,msg)

@O z=r+c-sk

© Output sig = (c,2)

Schnorr.Verify(vk, msg,sig)

O w=g"-vk "
@ Assert Hw/,msg) = ¢

Raccoon.Verify(vk,msg,s1g)
oW’:[A 1]'Z—C'Vk
@ Assert Hw/,msg) = ¢
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Signer(vk = (A, t = As), sk = s, ek) User(vk = (A, t), msg, ck, ek, dk)
Sample bounded r < Dy
Cinsg,r < Com(ck,r, msg)

Cmsg,r
-~
Abort if m; does not verify
Sample bounded r’ <$ D,,;; W + Ar’
!
w
_—

w < W + Ar; c < Hc(vk, w, msg)

ctx. < Enci(ek, ¢);

BRaccoon ey

CctXe, 1
«— @
Abort if m; does not verify
ctxy « Enco(ek,r’) + ctx, - s;
Compute NIZK 73
ctx,r, T2
_—

Abort if 7, does not verify

z' « Dec(dk,ctx,); z <z +r

@ NTNU ’ ’S\lc?g\rl;/ceegie;a:dUTncei Output signature sig = (c, z)




Lattice Assumptions

Definition 3 (Hint-MLWE (H-MLWE) [KLSS23]). Let k,£,Q be positive integers, D1 and Dy be
probability distributions over R, and C be a subset of Ry. The Hint-MLWE problem H-MLWEy ¢ p, .0
then asks an adversary A to distinguish between the following two cases:

1. (Ag AS, (c'?:’z?;)'iE[Q}) fOTA — R’;X(£+k)
2- (A; b: (Ci,Zi)ie[Q]) forr- A — R;‘JX(E-‘rkJ),b - Rgx(e_l_k),

where s + D ¢; < C fori € [Q], and z; := c; - s +y; where y; + D5 for i € [Q].

Definition 4 (SelfTargetMSIS [DKL*18]). Let k, £ be positive integers and 0 < n < q. Let H: RY x
{0,1}* — C be a cryptographically secure hash function modeled as a random oracle. Then, given
(A,t) € R’;xg X ’R‘;“, the Self-Target MSIS problem asks an adversary A to find (z,u) € ’Rg x {0,1}*
such that 0 < ||z||, < n and H([A | t] - r,u) = ¢, where r = [z ¢|T. A is said to have advantage

Advf’flmrgetMS'S()\) in solving SelfTargetMSIS, , . if

H(A [ t]-r,u) =c

Pr
ANO<|zl, <n

A «— REXL, (r = H , u) - AH(A,t)] > Adv eSS ),
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User1 (pp, vk, msg, ek, dk) Signer, (pp, ek, sk, vk, C)

1: (r,e) « D% x D 1: (r,e') « D%, x DE,
2: Cumsgre = CS.Com(pp, (r,e,msg)) 2: w :=Ar +¢€
3: state, == (r,e, msg, vk, ek, dk) 3: states == (ek,sk,vk,r’,e’)
4: return (Cmsgr,e,state) 4: return (w',state)
Users(pp, state,,, w') Signer, (pp, stateg, 71, ctx,)
1: w=|w +Ar+el.,, 1:  if NIZKy,.Verify(m1) = 0 then
2: = H(vk, msg) 2: abort
3: ¢:=Hc(u,w) 3: ctx, = HE.Enc(pp, ek, ')
4: ctx, := HE.Enc(pp,ek,c) 4: ctxy = HE.Eval(pp, ek, f, (ctx., s, ctx,/))
Ra cco o n* 5: w1 = NIZK,, .Prove(pp, msg,r,e, w, 1) 5: w2 = NIZK,.Prove(pp,r’, €', s, e)
6: state, := statey]|(c, w) 6: return (ma,ctxy )
7: return (state;, w1, ctx.)

Users(pp, state;, 72, ctx},)
1: if NIZK., . Verify(m2) = 0 then

2: abort

3: 2z’ = HE.Dec(pp, dk, ctx,)
4: z:=2 +r

5: y:=|Az—2"ct],,

6: h=w-—y

7

B NTNU ’ Norwegian University of + return sig = (c,z,h)
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Security Analysis

Theorem 4 (One-More Unforgeability). Consider an adversary A breaking the one-more un-
forgeability of our protocol BRaccoon in Figure 1. Then there exist PPT adversaries R,B,C,D,

E,V such that R breaks the EUF-CMA security of Raccoon™ with Qs(\) queries to the signing or-
acle ORaccoon”™ B breaks the setup indistinguishability of the commitment scheme CS, C breaks the
extractability of CS, D breaks the zero-knowledge property of ma, £ breaks the soundness of w1, and V
breaks the circuit privacy of HE. In particular, for any security parameter \, we have:

A%Rﬁ%fon (A) < Adv;‘g’”-WEq,n,kext,lext,Dext () + Qsetup

214,
+ Qs - Advesc (V)
+ Qs - AdVES (N
+ Qs - A2 (V)
+ Qs - AdviE ()
+ AdVE eoon e (A).

Raccoon,R
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Security Analysis

Theorem 5 (Blindness). Let A be any PPT adversary that wins the blindness experiment instan-
tiated with our blind signature in Figure 1 with advantage Advglﬁgccoon, 4(A). Then there exist PPT
adversaries B, C, D, K and S such that, for the security parameter A, we have

AdVERaccoon, 4 (A) < AdVZ 5(A) + Advise(A)
+ AdVE (A) 4+ Adviie 574 (A) + estat
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NIZKs

» We can use the LNP proof system for all lattice relations,
which can be combined with LaBRADOR for compactness

» But we need some kind of post-quantum zk-SNARK to
prove the evaluation of the hash function in move three

» We use the Poseidon zero-knowledge-friendly hash

» We estimate the number of constraints using Aurora

B NTNU | séctandrecnoiogy 23



Non-standard vk Comm.  sig Sec.

Scheme assumptions  (KB) (KB) (KB) (bits) 7Moves Gs
Proof of knowledge of signature (Fischlin approach)
[AKSY22] OM-ISIS 0.8 1.4 452 109 2 204
[dPK22, HSS24] —~ ~ 56 ~1000 ~100 128 2 264
[LNP22a] —~ 1331 16384 150 128 2 218
[BLNS23b, LSS24] ISIS-£° 1 22 27 128 2 264
[JRS23, AGJ*24] —~ 48 45  79.6 128 2 232
[BLNS23a] — 1 63 22 128 2 220
[JS25a, JS25b] —~ 36.0 53.2  36.3 125 3 232
Blinded identification scheme (ad-hoc construction)

[HKLN20] —~ 443.7 34037.3 7915.5 128 3 7
[KLR25] — ~ 122750 =~ 9000 =350 128 4 264
Our scheme (regular signature)

3110  28.00 220

BRaccoonnp Raccoon 10 3150 31.78 128 4 232
3260 43.10 204

28.00 220

BRaccoon npLas Raccoon 10 847 31.78 128 4 272

© NTNU 43.10 204
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Thanks! Questions?
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