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➢ A two-party signing protocol between a Signer and a User

➢ The Signer does not learn the message they are signing

➢ Blindness

➢ The Signer can not link a signature to any given session

➢ Unlinkability

➢ The User does not learn the signing key being used to sign

➢ Unforgeability

Blind Signatures
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➢ Blind signatures can be used as anonymous credentials

➢ There are also constructions for e-cash and e-voting

➢ A DLOG version is used in Privacy Pass by Cloudflare

➢ An RSA version is used for private VPNs by Google

➢ Important for privacy in the new EU Digital Identity Wallet

Applications
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➢ Blind signatures are often implemented in systems where 

many users can initiate signing sessions at the same time

➢ To ensure unforgeability when opening many sessions with 

a single malicious party, we need concurrent security

➢ Some schemes are only proven secure in the sequential 

setting, limiting the signer to one session at any given time

Concurrent Security
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Blind Schnorr

CRYPTO 1992
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Blind Schnorr



7

The ROS Attack

EUROCRYPT 2021, ePrint 2020/945
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The ROS Attack
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The ROS Attack
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The Clause Blind Schnorr

EUROCRYPT 2020, ePrint 2019/877
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The Clause Blind Schnorr
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Concurrently Secure Blind Schnorr

EUROCRYPT 2024, ePrint 2022/1676
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Concurrently Secure Blind Schnorr
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➢Rejection sampling; get the right distributions

➢Norm bounds; ensure hardness of MSIS/MLWE

➢Masking values; Gaussian/small, not uniform

➢Zero-knowledge proofs; more complex vs DLOG

Challenges for Lattices
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➢Design a new ad-hoc blind identification scheme

➢Fischlin-transform: com + sign + zkp of sign

➢New ad-hoc assumptions (f-ISIS, one-more ...)

➢Compute a blind version of a normal signature

Usual Approaches
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Raccoon Lattice Signature Scheme
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Raccoon Lattice Signature Scheme
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BRaccoon
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Lattice Assumptions
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Raccoon*
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Security Analysis
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Security Analysis
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➢ We can use the LNP proof system for all lattice relations,
which can be combined with LaBRADOR for compactness

➢ But we need some kind of post-quantum zk-SNARK to 
prove the evaluation of the hash function in move three

➢ We use the Poseidon zero-knowledge-friendly hash

➢ We estimate the number of constraints using Aurora 

NIZKs



24



Thanks! Questions?
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