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Introduction

Associate Professor in Cryptology

Department of Information Security and 
Communication Technology at NTNU

Leading the NTNU Applied Crypto Lab

Quantum safe cryptography and privacy

Part-time position in PONE Biometrics
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NTNU Applied Cryptology Lab
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➢ TTM4135 Applied Cryptography and Network Security

➢ TTM4138 Wireless Network Security

➢ TTM4195 Blockchain Technologies and Cryptocurrencies

➢ TTM4205 Secure Cryptographic Implementations

➢ IMT4217 Introduction to Data Privacy

➢ TMA4160 Cryptography

➢ TMA4162 Computational Algebra

Cryptography Courses at NTNU
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Secure messaging: Signal, WhatsApp, iMessage

Secure connections: TLS, SSH, IPsec

Digital authentication: FIDO, Bank ID, Buypass ID

Payments: PayPal, VISA / Mastercard,
Apple / Google Pay, Vipps

Will these protocols be secure in the future?

Cryptography Today
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Public Key Encryption
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Digital Signatures
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Symmetric Key Encryption
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Quantum Computers
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Quantum computers are not better; they are different

They will generally be worse, but do specific things better

In theory, they can break public key encryption and digital 

signatures based on factoring and discrete log assumptions

There are many recent developments in quantum computing

The Quantum Threat
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Cryptography that runs on classical computers, but

is secure against attacks from quantum computers

Cryptographers have been working on this since the 90s

We have recently standardized several algorithms

There are tradeoffs in choosing which algorithms to use

Quantum Safe Cryptography
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Timeline
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Be aware of the «Harvest now, decrypt later» attack today

Digital signatures must be replaced in time; this is crucial

The most important step today is to get a complete overview

Get familiar with new standards and recommendations

Make a plan for the transition in your own organization

Quantum Migration
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Google Chrome + Cloudflare servers
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Start the migration process today: overview, standards,…

Make a plan, tie it to budgeting, staffing, and responsibilities

Pay attention to the news, recommendations, and activities

Talk to your partners or others who can help with migration

Main Takeaways



THANKS!
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