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Many real-world systems require that users are authenticated or that 
information is certified while keeping the identity or content secret.

Some recent popular examples are anonymous browsing with 
spam-protection, anonymous telemetry collection, privacy-
preserving contact-tracing, anonymous broadcasting, outsourced 
computation and electronic voting.

Introduction
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Our main building block: zero-knowledge proofs.

Introduction
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The security of public-key cryptosystems is mostly based on hard 
computational problems: factoring large bi-primes or computing 
discrete logarithms over finite fields or elliptic curve groups.

Shor developed an algorithm that, if implemented on a large 
quantum computer, would efficiently solve these problems. 
This means that we need to design new cryptosystems that 
are secure against quantum computers.

Introduction
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The main research goal of this thesis was to design new protocols 
based on zero-knowledge proofs for privacy applications. Four out 
of five papers in this thesis build systems that are quantum secure.

This thesis is based on joint work with Diego F. Aranha, Carsten 
Baum, Kristian Gjøsteen, Thomas Haines, Johannes Muller, Peter 
Rønne, Martin Strand and Thor Tunge.

Introduction
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The Norwegian Institute of Public Health has developed an 
app “Smittestopp” to supplement traditional contact tracing.

The app sends you a notification if you have been close 
to someone that has tested positive for Covid 19.

The hope is that this may be faster and may notify 
contacts that you forgot about or didn’t know about.

Anonymous Tokens for Private Contact Tracing
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All data is stored on the user’s phone. It uses Bluetooth 
for communication with other phones, but no GPS tracking.

You only identify yourself to report a positive test, and 
then you upload the “infections keys” to the server.

The other users check locally if they have been in touch 
with someone who has uploaded their keys.

Anonymous Tokens for Private Contact Tracing
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Anonymous Tokens for Private Contact Tracing
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Problem: Users should not be able to hold onto a token and 
upload later. We revoke all unspent tokens older than 3 days.

Solution: The client needs to download new public keys from a 
public API every time it wants to talk to the server. Impractical.

Note: Still possible to correlate identities with “infection keys” 
if the servers are logging IP-addresses and timestamps.

Anonymous Tokens for Private Contact Tracing



Efficiently Revocable Tokens

New anonymous token protocol 
with public metadata.

Based on ECC, avoids pairings.

Revocation based on metadata.

As efficient as plain Privacy Pass!
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Efficiently Revocable Tokens



Verifiable Shuffles
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Goals
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Proof of Shuffle
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Proof of Shuffle
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Proof of Shuffle
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Proof of Shuffle
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Proof of Shuffle
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Proof of Shuffle
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Performance
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Shuffle-Decryption
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Mixing Network



30

Distributed Decryption
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Mix-Net and Distributed Decryption



Performance

Optimal parameters are N = 4096 and q ≈ 278.



33

Performance
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Lattice-Based Verifiable Decryption
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Verifiable Decryption in the Head
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Verifiable Decryption in the Head
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Verifiable Decryption for BGV
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Verifiable Decryption for BGV
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Privacy matters: it is a human right; it is protected by law 
(GDPR); it allows people to be themselves. We need to 
build systems that protects privacy.

Quantum computers are being built as we speak, and 
NIST is standardizing quantum secure key encapsulations 
mechanisms and digital signatures. We need to build an 
ecosystem of quantum secure crypto for real-world use.

Summary & Conclusions
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