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Reminder

This is the last week of lab on Tuesdays. The remaining ones will be lectures.

Exercises sessions will continue as before on Fridays with B2 and then A176.

You should start thinking about groups and topics for the technical essay.
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Black Box Crypto

We design the security of a cryptographic scheme to follow Kerckhoff’s
principle: if everything about the scheme, except for the key, is known,
then the scheme should be secure.

We analyze the scheme mathematically as black-box algorithms that take
some (public or secret) input and give some (public or secret) output, and
prove it secure concerning the algorithm description and the public data.

However, security depends on your model. In practice, it matters how these
algorithms are implemented and what kind of information the physical system
leaks about the inner workings of the algorithm computing on secret data.

6



Leakage

▶ The time it takes to compute...

▶ The power usage while computing...

▶ The electromagnetic radiation...

▶ The temperature variation...

▶ The memory pattern accessed...

▶ The sounds your laptop makes...

7



Exploiting Leakage

▶ Timing or power traces can leak secret bits

▶ Fault injection might leak dummy operations

▶ Differential analysis allow statistical attacks

▶ The adversary can choose the input (adaptively)

▶ The secret key might be static and re-used
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Attack Categories

▶ Remote vs physical attacks

▶ Software and hardware attacks

▶ Passive vs active attacks

▶ Invasive vs non-invasive attacks
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Preventing Leakage

▶ Constant time operations and algorithms

▶ The result must depend on all operations

▶ Randomize input and/or secrets each time

▶ Split secrets into random additive shares
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Cryptography Today
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Cryptography Today
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Cryptography Tomorrow
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Cryptography Tomorrow

Shor’s quantum algorithm can factorize integers and compute discrete logs
essentially as fast as using them, given a large quantum computer. This would
break the RSA, DH, DSA schemes and others built on these assumptions. To
achieve future secrecy, there is an urgent need to replace those algorithms.
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NIST Timeline
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NSA Timeline
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Crypto Categories
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Learning With Errors (LWE)
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Short Integer Solution (SIS)
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Hardness of LWE and SIS
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Parameters for LWE and SIS
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Survey

Figure: https://eprint.iacr.org/2024/1287.pdf
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KGen and Enc

Figure: Q:Which operations might leak information?
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Dec
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Size
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Scheme

Figure: Q:Which operations might leak information?
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Size
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Protection Techniques

▶ constant time sampling of secrets

▶ avoid the rejection sampling step

▶ masking multiplication with secrets
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Trade-offs
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t-Probing Model
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Difficulty of Masking
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Masking Dilithium
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Masking Raccoon
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Impact on Modulus
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Comparison
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Comparison

Figure: https://raccoonfamily.org
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Questions?
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