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Reference Group Meeting

We had a reference group meeting on Thursday last week
and the minutes are available online. A short summary:

▶ Lectures:
▶ Will include more concrete examples
▶ Will include book chapter references

▶ Exercises:
▶ Will add hints to some of the problems
▶ Will explain what a "break" means
▶ Incomplete solutions can give points

▶ We will not record any lectures
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SCA on PKC

▶ Timing or power traces can leak secret bits

▶ Fault injection might leak dummy operations

▶ Differential analysis allow statistical attacks

▶ The adversary can choose the input (adaptively)

▶ The secret key might be static and re-used
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Protecting PKC

▶ Constant time operations and algorithms

▶ The result must depend on all operations

▶ Randomize input and/or secrets each n

7



Contents

Announcements

Previous Lecture on PKC

SCA on Symmetric Ciphers

8



Recall: AES

▶ AES is a symmetric key encryption scheme

▶ AES is a substitution–permutation network

▶ AES-128: uses 10 rounds and 128-bit keys

▶ Works on 4× 4 column order array of 16 bytes

▶ Long messages are divided into 16 byte blocks

▶ Some modes of operations: ECB, CTR, GCM, etc.

Check out chapter 4 in Serious Cryptography by JPA.
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Recall: AES
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Recall: AES
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Weaknesses and Defenses

In the following slides we will look at the common ways to
implement AES and its components. For each algorithm, try
to point out potential information leakage and protection.
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Example Code
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Differential Power Analysis

Figure:
https://paulkocher.com/doc/DifferentialPowerAnalysis.pdf2
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Simple Power Analysis (on DES)
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Detailed SPA (on DES)
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Correlation
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Key Candidates
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Potential Weaknesses

Some information leak directly:

▶ We can easily see how many rounds are computed

▶ We can easily see which operation is computed

▶ We can compare known traces with the first round

Let us look at the underlying operations in more detail.
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AddRoundKey
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SubBytes (S-Box)
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ShiftRows
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MixColumns
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Potential Weaknesses

▶ Computation after AddRoundKey might leak HW

▶ SubBytes is a non-linear operation (inverses)

▶ MixColumns is a polynomial/matrix multiplication

▶ Algebraic operations are computed over GF(28)
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Potential Weaknesses

▶ NIST when standardizing the SubBytes in AES:
“Table lookup: not vulnerable to timing attacks”

▶ Several finalists in the competition were secure,
but Rijndael was fastest and this was important

▶ Flush+Reload attacks on cache leaks the secret
indices of the SubBytes lookup table
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Potential Defenses

We must ensure one of the following:

▶ Avoid memory access, or

▶ Always read all entries, or

▶ Disable cache-sharing

The latter is impractical and affects general performance.
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MixColumns
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Sub-Algorithm
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SubBytes (S-Box)
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Bitslicing
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Bitslicing
Technique to avoid side-channel analysis:

▶ Work over bits not bytes in GF(28)

▶ Only use OR, AND, XOR, NAND, etc.

▶ Execute operations on vectors

▶ Is slower, but constant time

▶ Need a circuit for table lookup

▶ Integrated in hardware AES

We can combine this with randomized masking.
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Masking

Figure: https://eprint.iacr.org/2010/441.pdf
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AES Masking

▶ d-order masking: split secret in d parts

▶ linear operations are easy, non-linear not

▶ AddKey, ShiftRows and MixColumns are linear

▶ SubBytes is not linear: requires extra work

▶ statistical analysis is exponential in d

▶ added work scales with d log2 d operations
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Masking AND
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Masking AND
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Timings
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Summary

Protecting secret key computations are difficult. We need to:

▶ avoid lookup tables

▶ constant time operations

▶ vectorize operations

▶ use randomness/masking
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Bear SSL

Figure: https://www.bearssl.org/constanttime.html#aes
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Questions?
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