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Reference Group

I am looking for (at least) three students to form a reference
group in this course, preferably students from different
programs. We will meet three times during the semester,
and your feedback is extremely valuable.

Send me an email and/or talk to me in the break :)
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Deadlines

▶ Topic/scope/group approval: November 1st

▶ Short oral presentations: November 23rd (TBC)

▶ Draft submission for feedback: November 23rd

▶ "Weekly Problems": December 1st at 23:59.

▶ "Special Topics Project": December 22nd at 23:59
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Legacy Crypto is...

▶ Old and outdated crypto

▶ Insecure, weakened, or flawed crypto

▶ Crypto regulated by export control

▶ Potentially backdoored crypto

▶ Key escrow and surveillance

▶ Downgradable crypto protocols
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Two Categories

Secret Key Crypto

Public Key Crypto
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Today

Secret Key Crypto

Public Key Crypto
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Public Key Crypto
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Legacy Ciphers

While we have many attacks against symmetric key ciphers
that made them obsolete, we do not have groundbreaking
attacks against the legacy public key ciphers.

However, we need to be careful when setting parameters,
and (as with CBC) be careful when using padding schemes.

Here are some examples...
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Weak DH

▶ Improved discrete log→Must use larger keys

▶ Non-prime group Z∗
q → Leaks Legendre symbol ofm

▶ computing DL depends on largest prime factor p|(q − 1)
▶ messages with different Legendre symbol→ break DDH
▶ need generator g to be of order p for CPA security

▶ Supersingular curves→ Can break Decisional DH

▶ Choose safe curves? → Standardized P-256, X25519, ...
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ECC in Practice

Figure: https://eprint.iacr.org/2013/734.pdf
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Weak RSA

▶ Improved factoring→Must use larger keys

▶ If d < 1
3N

1/4 →Wiener’s attack to recover d

▶ Small key e → Håstad’s attack to recoverm

▶ Several attacks by Don Coppersmith (NSA since 2005)
▶ Efficient factoring when e is very small
▶ Message recovery against short padding
▶ Factoring given partial bits of p

▶ If e <
√
N , given 1

4 log2N bits of d → Can reconstruct d

▶ PKCS 1 padding→ Bleichenbacher’s padding attack
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RSA

Figure:
https://crypto.stanford.edu/~dabo/papers/RSA-survey.pdf
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RSA Challenges

Figure: https://eprint.iacr.org/2021/894.pdf
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Key Sizes

Figure: https://eprint.iacr.org/2021/894.pdf
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Static Finite Field DH

▶ A MitM attack on TLS ≤ 1.2 can choose weak ciphers

▶ Export Diffie-Hellman accept 512 bit prime groups

▶ One week of pre-computation→ DL takes 1 min

▶ 2015: two 1024 groups break 18% HTTPS and 26% SSH
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Logjam Attack

Figure: https://weakdh.org/imperfect-forward-secrecy.pdf
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Old Attacks on TLS

Figure: https://owasp.org/www-chapter-london/assets/slides/
OWASPLondon20180125_TLSv1.3_Andy_Brodie.pdf
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Downgrade Attacks on TLS

Figure: https://rwc.iacr.org/2016/Slides/Downgrade.pdf
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From TLS 1.2 to 1.3

▶ Removed RSA for key exchange

▶ Removed RC4, 3DES and Camellia

▶ Removed MD5 and SHA-1 hash functions

▶ Removed AES-CBC encryption mode

▶ Removed static (EC) Diffie-Hellman

▶ Only standardized groups/curves

24



From TLS 1.2 to 1.3

▶ Removed RSA for key exchange

▶ Removed RC4, 3DES and Camellia

▶ Removed MD5 and SHA-1 hash functions

▶ Removed AES-CBC encryption mode

▶ Removed static (EC) Diffie-Hellman

▶ Only standardized groups/curves

24



From TLS 1.2 to 1.3

▶ Removed RSA for key exchange

▶ Removed RC4, 3DES and Camellia

▶ Removed MD5 and SHA-1 hash functions

▶ Removed AES-CBC encryption mode

▶ Removed static (EC) Diffie-Hellman

▶ Only standardized groups/curves

24



From TLS 1.2 to 1.3

▶ Removed RSA for key exchange

▶ Removed RC4, 3DES and Camellia

▶ Removed MD5 and SHA-1 hash functions

▶ Removed AES-CBC encryption mode

▶ Removed static (EC) Diffie-Hellman

▶ Only standardized groups/curves

24



From TLS 1.2 to 1.3

▶ Removed RSA for key exchange

▶ Removed RC4, 3DES and Camellia

▶ Removed MD5 and SHA-1 hash functions

▶ Removed AES-CBC encryption mode

▶ Removed static (EC) Diffie-Hellman

▶ Only standardized groups/curves

24



From TLS 1.2 to 1.3

▶ Removed RSA for key exchange

▶ Removed RC4, 3DES and Camellia

▶ Removed MD5 and SHA-1 hash functions

▶ Removed AES-CBC encryption mode

▶ Removed static (EC) Diffie-Hellman

▶ Only standardized groups/curves

24



From TLS 1.2 to 1.3

▶ Removed RSA for key exchange

▶ Removed RC4, 3DES and Camellia

▶ Removed MD5 and SHA-1 hash functions

▶ Removed AES-CBC encryption mode

▶ Removed static (EC) Diffie-Hellman

▶ Only standardized groups/curves

24



New Cipher Suits

TLS 1.3 only allows for 5 different cipher suits:

▶ (EC)DHE-AES-128-GCM-SHA256

▶ (EC)DHE-AES-256GCM-SHA384

▶ (EC)DHE-CHACHA20-POLY1305-SHA256

▶ (EC)DHE-AES-128-CCM-SHA256

▶ (EC)DHE-AES-128-CCM-8-SHA256
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Matthew Green’s Blog

▶ Standards: https://blog.cryptographyengineering.com
/2011/10/04/how-standards-go-wrong-constructive

▶ Logjam: https://blog.cryptographyengineering.com/2
015/05/22/attack-of-week-logjam

▶ FREAK: https://blog.cryptographyengineering.com/2
015/03/03/attack-of-week-freak-or-factoring-nsa
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Dual EC

▶ PRNG designed by NSA and standardized by NIST

▶ It is provably random from DDH over elliptic curves

▶ The input is a random seed s and two points P,Q

▶ The points P and Q are chosen at random

▶ Let x(P ) output the x coordinate of the point P

▶ Let ϕ be a function that truncates x(P ) to bits
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Dual EC
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Dual EC

Figure: https://eprint.iacr.org/2007/048.pdf
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Dual EC

This is provably biased if
you know DLOG logP Q
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Dual EC

Figure: https://www.cs.au.dk/~orlandi/orlandi_backdoors.pdf
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Matthew Green’s Blog

▶ Dual-EC-DRBG: https://blog.cryptographyengineering
.com/2013/09/18/the-many-flaws-of-dualecdrbg

▶ RSA warning:
https://blog.cryptographyengineering.com/2013/09/2
0/rsa-warns-developers-against-its-own

▶ NSA random number:
https://blog.cryptographyengineering.com/2013/12/2
8/a-few-more-notes-on-nsa-random-number

▶ Juniper backdoor: https://blog.cryptographyenginee
ring.com/2015/12/22/on-juniper-backdoor
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Micali-Schnorr?

Figure: paper: https://eprint.iacr.org/2023/440.pdf, talk:
https://www.youtube.com/watch?v=608NQdTn39Q&t=2629s, slides:
https://iacr.org/submit/files/slides/2023/rwc/rwc2023/119/
slides.pdf
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Micali-Schnorr?
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Questions?
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