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Project Presentations

Most of you will be presenting on November 23rd, but the
program is a bit full with 11 groups total. Send me an email
if you want or have to present on November 21st instead.
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Reference Group

The minutes from last reference group meeting is available
on the wiki. We will have a last meeting in a few weeks.
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Course Evaluation

The department sent you a course evaluation on email.
Please answer the questionnaire, it is very valuable to us.
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The Remaining Schedule
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Figure: They used 256-bit finite field ElGamal...
https://rwc.iacr.org/2020/slides/Gaudry.pdf
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Figure: https://breakingthe3ma.app/files/Threema-PST22.pdf

15

https://breakingthe3ma.app/files/Threema-PST22.pdf


Figure: https://iacr.org/submit/files/slides/2023/rwc/rwc2
023/75/slides.pdf

16

https://iacr.org/submit/files/slides/2023/rwc/rwc2023/75/slides.pdf
https://iacr.org/submit/files/slides/2023/rwc/rwc2023/75/slides.pdf


17



18



19



20



21



22



Contents

General Information

Triple ElGamal

Threema

Telegram

More Attacks

Conclusions

23



Figure: https://eprint.iacr.org/2023/469.pdf
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MTProto

Figure: https://iacr.org/submit/files/slides/2022/rwc/rwc2
022/60/slides.pdf
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MTProtoEncrypt
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MTProtoEncrypt
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MTProtoEncrypt
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Four Attacks

▶ Message reordering (lack of metadata authentication)

▶ Re-encryption of dropped messages lead to CPA attacks

▶ Timing attack against encrypt and mac using AES-IGE

▶ RSA padding oracle using textbook RSA with SHA-1
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Future Work
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Bridgefy

Figure: https://eprint.iacr.org/2021/214.pdf
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https://eprint.iacr.org/2021/214.pdf


Bridgefy (Again)

Figure:
https://www.usenix.org/system/files/sec22fall_albrecht.pdf
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https://www.usenix.org/system/files/sec22fall_albrecht.pdf


Jitsi

Figure: https://eprint.iacr.org/2023/1118.pdf
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https://eprint.iacr.org/2023/1118.pdf


Matrix

Figure:
https://nebuchadnezzar-megolm.github.io/static/paper.pdf
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Conclusions

▶ End-to-end security is hard

▶ Composing protocols is hard

▶ Have very clear descriptions

▶ Always (try to) prove security

▶ Use up-to-date modern primitives

▶ Be careful about reusing primitives

▶ Authenticate all messages and metadata

▶ Always use ephemeral keys for sessions
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Conclusions

The Signal Protocol and TLS 1.3 are two out of few protocols
that we got right. It took many years of research, analysis,
attacks and experience to get it right in the end.
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Questions?
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